Product Enhancement ReadMe for Phaser3635
Firmware 20.107.11.000 SMP7R2

Release Date: August 1, 2018 dc18rn3800

Software Release Details

System Software Version
System Software 20.107.11.000
Main Controller 1.07.11.00
10T 1.00.34
User Interface 0.035.28.067
Network Controller 4.06.18
Link to Software PH3635

|. Fixes/Features new in this release

o Fixed an issue when workflow Scan's File Repository "path” field is ignored when scanning. It is instead used
as part of the Filename.

e 2018 Security - SB17-163 LibTiff update to 4.0.8 or later; CVE-2017-9403 CVE-2017-9404

e 2018 Security - SB17-107 LibTiff update to 4.0.8 or later; CVE-2017-7593, CVE-2017-7596, CVE-2017-7597,
CVE-2017-7598, CVE-2017-7599, CVE-2017-7600, CVE-2017-7601, CVE-2017-7602

e 2018 Security - SB17-093 LibTiff update to 4.0.8 or later CVE-2016-10266 CVE-2016-10269 CVE-2016-
10270

Caveat

WARNING

If upgrading from version 20.105.15.000 or lower, this release will change the encryption key used to encrypt data
on the device’s HDD. Subsequently, during boot up after the software has been installed the HDD will be re-
encrypted with a unique key. This will cause the following information to be lost:

All Copy, Print, Save & Reprint jobs

All Secure, Sample, and Delay print jobs

All fax jobs stored, including delay fax, polling, mailbox

We recommend that all jobs be processed before starting the upgrade procedure.

CAUTION

Starting with release v20.105.08.000, the Machine Self Signed Digital Certificate minimum key size increases to 1024
bit. If at the time of installing this release the device’s Self Signed Digital Certificate key size is less than 1024 bit the
admin will need to use a browser other than Microsoft Internet Explorer to access the device’s CWIS page in order to
create a Self-Signed Digital Certificate that is at least 1024 bit. Due to a Microsoft Windows security update Microsoft
Internet Explorer will not open https pages with a digital certificate of less than 1024 bits.

IMPORTANT

Once this digitally signed release is installed, the machine CANNOT be downgraded to a non-digitally signed release.
Releases less than v20.105.01.004 are NOT digitally signed.


http://www.support.xerox.com/support/phaser-3635mfp/file-download/enca.html?contentId=119903

[I. Installation Notes

Install instructions are included in the zip file containing firmware. Unzip and download before attempting to

[1l. Additional Details

o This release contains no new features
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