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This chapter contains:
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Introduction

SIEM Overview

Security Information and Event Management (SIEM) products and services are designed to support the analysis of
security alerts that applications and network hardware generate. SIEM systems offer advanced analytics and real-
time monitoring, including data and application monitoring. SIEM gathers security event information from the
entire network to centralize data collection and ensure that Xerox® AltalLink® and VersaLink® devices are included
with other networked devices.

The SIEM feature enables your Xerox® AltaLink® and VersaLink® devices to send security events directly to
compatible SIEM systems that uses the syslog protocol. Trellix Enterprise Security Manager, LogRhythm, Microsoft
Sentinel, and Splunk Enterprise Security have been tested to receive logs from supported Xerox® AltaLink® and
VersaLink® devices and are fully supported. Cloud based SIEM systems like Microsoft Sentinel requires an on-
premise syslog forwarder or Agent for collecting logs to the SIEM. SIEM solutions can provide predefined report
templates for most compliance mandates, such as HIPAA.

j’ Note: Trellix® formerly known as McAfee®.

Syslog messages that your Xerox device generates are sent automatically to SIEM destinations for analysis and
reporting. In a SIEM system, an administrator can view the events that occurred over a specific time period, for
example, to investigate a security breach. Through security event correlation, SIEM systems analyze the network for
potential threats. Unusual activity in one part of the network does not always indicate a breach, but multiple
unusual activities can indicate an issue.

Events are sent as they occur. Events are transmitted in Common Event Format (CEF), which a SIEM system can
interpret.

For more information on security solutions for your Xerox® AltalLink® and VersalLink® devices, visit www.xerox.com/
security. Then navigate to the Altalink and Versalink page and select your device.

CONFIGURING SIEM

You can configure up to three SIEM destinations and control the events that are sent to each destination, based on
the level of severity. The severity levels correspond to the syslog severity codes.

SIEM is configured using the SIEM settings in the Embedded Web Server.

To configure your Xerox AltalLink device to input to a SIEM system:

10 Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide
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e Access the SIEM settings and select the
destination required.

| dl

e Enable sharing for the SIEM destination.

e Enter the name for the SIEM
destination.

e Select a Transport Protocol to use for
transporting events to the SIEM
destinations.

AltaLink AltaLink
=] o

e Enter the SIEM syslog server details.

e Test the connection to the server.
e Select a logging severity level.

e The device sends event data to the
SIEM system for analysis and reporting.

For full instructions on configuring SIEM, refer to Device Configuration.
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Introduction

Supported Printers

The following devices support the SIEM feature and can be enabled to send audit log events directly to compatible
SIEM systems using the syslog protocol.

o Xerox® AltalLink® C8130/8135/8145/8155/8170 Series Color Multifunction Printers

o Xerox® AltalLink® B8145/8155/8170 Series Multifunction Printers

o Xerox® AltalLink® C8230/C8235/C8245/C8255/C8270 Series Color Multifunction Printers
o Xerox® AltalLink® B8245/B8255/B8270 Series Multifunction Printers

o Xerox® VersaLink® C625 Color Multifunction Printer

e Xerox® Versalink® B625 Multifunction Printer

o Xerox® Versalink® C620 Color Printer

o Xerox® Versalink® B620 Printer

o Xerox® Versalink® C415 Color Multifunction Printer

e Xerox® Versalink® B415 Multifunction Printer

12 Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide
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Device Configuration

Configuration Overview

This section describes how to configure and enable the Security Information and Event Management (SIEM)
feature on your Xerox device.

Configuration steps are performed using the Embedded Web Server on the device.

You can configure up to three SIEM destinations and control the events that are sent to each destination, based on
the level of severity. The severity levels correspond to the syslog severity codes.
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Device Configuration

Configuring SIEM

To configure the Security Information and Event Management (SIEM) feature:

1. Inthe Embedded Web Server, click Properties > Security > Logs > SIEM.

j’ Note: Alternatively, to access the SIEM page from the Connectivity setup page, click Properties >
Connectivity > Setup. For SIEM, click Edit.

At the SIEM page, the status area displays the time stamp of the last device event and shows the enablement
state of SIEM destinations.

2. Toview the stored events log, click View Events.

The latest syslog events appear in reverse order. The event log can display up to 20,000 events. To download
the events log, click Download Events, then save the syslog. txt file to a folder on your computer.

3. The Share Events area shows the status of SIEM destinations. The statuses include the following:

e event range; host name settings: The SIEM destination is configured and is enabled to receive
events in the specified range.

e Configured; Not Sharing: The SIEM destination is configured, but is not enabled to receive events.
e Not Configured: The SIEM destination is not configured.

4. To send a test to the SIEM destinations, click Send Sample Event. At the prompt, click Send. A sample event is
sent to all destinations that are configured and enabled.

j’ Note: If no destinations are configured, the Send Sample Event function is not available.

Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide 15



Device Configuration

Configuring a SIEM Destination

To configure a Security Information and Event Management (SIEM) destination:

1.
2.

16

In the Embedded Web Server, click Properties > Security > Logs > SIEM.

In the Share Events areq, click the row for the destination that you need to configure. The destination settings
window appears.

To enable the destination to receive events, for Enable Sharing, click the toggle button.
In the Destination Name field, type a name for the SIEM destination.
In the Connection area, configure the settings.

a. To select a protocol for transporting events to the configured destinations, for Transport Protocol, select an
option:

e TCP/TLS (Secure/Recommended): This is a reliable protocol. This option is the default and is the most
secure.

e TCP: This is a reliable protocol.
« UDP

f Note: Transmission Control Protocol (TCP) is a reliable protocol that performs well with networks that are

linked physically and with hosts that are stationary. TCP checks that all data packets are delivered to the
receiving host, and retransmits any lost packets. This process ensures that all transmitted data is received
eventually.

b. For Host (Syslog Server), specify a destination by host name, IPv4, or IPv6 address.

/’ Note:

e The device supports destination port numbers from 1-65535.
o If you select TCP/TLS, the default port number is 6514.
e If you select TCP or UDP, the default port number is 514.
To test the connection:
a. Ensure that sharing is enabled.
b. Click Test Connection.
c. If the ping to the destination fails, verify the configuration, then retest the connection.

In the Event Policies areq, click Event Range. In the Event Range window, select a logging severity level, then
click Save. The default is severity level 4.

j’ Note: When you select a severity level, messages for that level and more critical levels are sent to the SIEM

destination.
Click Save.

To send a test message to the SIEM destinations, click Send Sample Event. At the prompt, click Send. A
sample event is sent to all destinations that are configured and enabled. Check with the SIEM Administrator to
confirm that their SIEM system received the Xerox device event.

j’ Note: If no destinations are configured, the Send Sample Event function is not available.
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Editing a SIEM Destination
To edit a Security Information and Event Management (SIEM) destination:
1. Inthe Embedded Web Server, click Properties > Security > Logs > SIEM.
2. Inthe Share Events areaq, click the row for the destination that you need to edit.
3. At the prompt, select an option:
e To view or modify the destination settings, click Edit. For details, refer to Configuring a SIEM Destination.

e To clear the destination settings, click Reset. At the confirmation prompt, click Reset.
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Message Format for Syslog Messages

This chapter contains:

MeSSAGE FOIMAL OVEIVIEW ... .. e e et
SYSIOG MESSAGE FOIMOL. ... .e et

SEVETIEY LEVELS ... e
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Message Format for Syslog Messages

Message Format Overview

Syslog messages that your Xerox device generates include the log message and a standard set of data that
provides details about the event. Information about the source Xerox device, when the event happened, the
severity level, and a description of the syslog event are provided.

Syslog messages use the RFC 5424 Syslog Protocol, and are reported using Common Event Format (CEF). CEF
standard format was developed by ArcSight. CEF is an extensible, text-based format, designed to support multiple
device types. CEF defines a syntax for log records that comprises a standard header and variable extension, which
are formatted as key-value pairs.

Xerox syslog event messages are composed of the following predefined fields:

<109>
SYSLOG-HEADER 2020-04-12T719:20:50-05:00

SalesNEteam

CEF:0

Xerox
Altalink C8135
SYSLOG-MSG —
CEF Header 111.009.009.23300
1

System startup

5

dvchost=SalesNEteam deviceExternalld=

CEF Message
GN1592376
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Syslog Message Format

Message Format for Syslog Messages

The following table lists each of the syslog message fields and provides a description and example of the data that
is generated for each field.

FIELDS DESCRIPTION EXAMPLE
SYSLOG-HEADER | PRI The PRI number is known as the <109>
Priority value (PRIVAL) and
represents both the Facility and
Severity. The Priority value is
calculated by multiplying the
Facility code by 8, then adding the
numerical value of the Severity.
f Note: Xerox devices use
Log Audit Facility code 13.
TIMESTAMP yyyy-mm-ddThh:mm:ss+-ZONE 2020-04-12T19:20:50~-
05:00
HOSTNAME Hostname of the device SalesNEteam
CEF Header CEF:Version CEF:0 CEF:0
Device Vendor Device manufacturer Xerox
Device Product Device model name Altalink C8135
Device Version Device Software Version 111.009.009.23300
Device Event Class | Audit Log ID 1
ID
Name Description of the event System startup
Severity Syslog severity 5
CEF Message [Extension] The audit log event entry data, dvchost=SalesNEteam

formatted in CEF format

deviceExternallId=
GN1592376

Example of a complete event:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |1 | Systemstartup |5|dvchost=SalesNEteam deviceExternalld=

GN1592376
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Severity Levels

The System Administrator can control the events that are sent to SIEM systems based on severity.

Syslog messages that are generated by Xerox devices use the following severity levels, as defined in the RFC 5424
Syslog Protocol:

NUMERICAL

CODE SEVERITY LEVEL DESCRIPTION

0 Emergency System is unusable

1 Alert Action must be taken immediately
2 Critical Critical conditions

3 Error Error conditions

4 Warning Warning conditions

5 Notice Normal but significant condition

6 Informational Informational messages

7 Debug Debug-level messages
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Message Format for Audit Log Messages

This chapter contains:

AUt LOG EVENT FOMMIOL. ..ot e e
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Audit Log Event Format

The following table lists each of the Audit Log message fields and provides a description and example of the data
that is generated for each field.

FIELD DESCRIPTION

Event Number A integer value between 1 and the number of entries in the audit log.
Size of data = 6 bytes + 1 Tab.

Date This is the date that the audit log event is logged. The format for the
date of the audit log event is mm/dd/yy. Providing the leading zeros
for the month and day is mandatory. Size of data = 10 bytes (11
bytes with tab).

Time This is the time that the audit log event is logged. The format for the
time of the audit log event is hh:mm:ss. The value is a 24-hour time
(AM/PM are not specified). Providing the leading zeros for all values is
mandatory. Size of data = 8 bytes (9 bytes with tab).

Event ID It is an integer value that is unique and can identify the event type.
These values are defined below. Maximum size of data = 5 bytes (6
bytes with tab).

Event Description It is a string value and it is a brief description of an event. These
values are defined below. Maximum size of data = 20 bytes (21 bytes
with tab).

Event Data It is a string value, and this value is any additional data that is

recorded for an audit log event. Tab characters can be used to
separate data elements from the Event Data wherever necessary. The
format of each event type defined below. Maximum size of data =
326 bytes.

A tab character separates each item. The entry data for each entry type has a different format.

The device can hold a maximum of 15,000 events. A user with administrative privileges has the ability to export the
audit log at any time . The audit log is always enabled.

Example of a complete event:

219 09/04/2024 12:43:52 5 Print Job 3 Mixed pages.pdf admin
comp-normal

226 09/04/2024 13:30:02 60 Device Clock NTP Configuration Xerox
Versalink B625 MFP (AC:E7:3D) UPQ100515 Enabled 192.168.1.10:123
Success

227 09/04/2024 13:30:18 60 Device Clock NTP Configuration Xerox VersaLink B625 MFP
(AC:E7:3D) UPQ100515 Time Sync 192.168.1.10:123 Success

231 09/04/2024 13:03:43 5 Print Job Basic Configuration Report
System User comp-normal

243 09/04/2024 13:09:31 226 Security Template Applied admin Xerox
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VersalLink B625 MFP (AC:E7:3D) UPQ100515 Elevated Success

247 09/04/2024 13:11:55 226 Security Template Applied admin Xerox
VersalLink B625 MFP (AC:E7:3D) UPQ100515 Default Success

252 09/04/2024 13:15:34 94 FTP Client Mode admin Xerox VersalLink
B625 MFP (AC:E7:3D) UPQ100515 Active 192.168.1.10

259 09/04/2024 13:19:27 164 One-Touch App Management admin Xerox
VersaLink B625 MFP (AC:E7:3D) UPQ100515 Test Uninstall Success
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Message List

This chapter contains:

MESSAGE LISt OVEIVIEW ...t ettt e e e e et e e e e et e e e e e eeans 34
(@1 o N A N o Ta Tl Y ToTo] o) [ Lo [ PP PEPPPPPRRt 35
L =] 1 oL 0 T PPt 37
2 SYSEEM SRULAOWN. ... e e 38
3 Standard Disk OVerwrite STAMted. ........ouuiii e 39
4 Standard Disk Overwrite COMPLELE ... ...ttt 40
S PIINE JOD Lo e e e 41
6 NEWOTK SCAN JOD. ... e e 42
7 SEIVET FOX JOD. .. e 43
8 INEEINEL FOX JOD ...t e 44
G EMGILJOD .. e e e 45
TO AUAIT LOG DiSADLEA. .. ... 46
TT AUAIE LOG ENADLEA ... 47
T2 COPY JOD. e 48
T3 FOX JOD e e 49
TA LAN FOX JOD e 50
16 FUll Disk OVErWIItE STAME. ... ettt 51
17 Full Disk OVerwrite COMPLELE. ... ..ot 52
20 Scan to MailboX JOD ... 53
271 Delete FIlO/DIN. et e 54
23 SCAN T0 HOME ..ot 55
24:5can t0 HOME JOD ..o e 56
27 POSESCIIPE PASSWOTAS. . ... e 57
29 NEEWOTK USEI LOGIN. ...ttt et et e et e e e e et e e e e e 58
30 S A OGN et et e 59
BT USEI LOGIN ettt 60
32 ServiCe LOGIN DIGGNOSTICS ...ttt e ettt ettt 61
33 Audit LOG DOWNIOGA ... e e 62
34 Immediate Job Overwrite ENGblemMent ... 63
35 SAPIN CRANGEA ... i e 64
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36 AUAIt LOG FIle SAVEA. ... 65
37 Force Traffic over SECUre CONMMECTION ... ... i i ittt 66
38 SECUMEY COMIICALO. .ot eieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 67
30 P S et 68
LO SNIMPV 3 e 69
L7 TP FIEEIING RULES. ..ot et 70
42 Network Authentication CoONfIQUITHION ...........u.iii e 71
A3 DEVICE CLOCK ... 72
L4 SOFtWATE UPGIAAE ...t 73
45 ClONE File OPEIALIONS ...ttt et ettt 74
46 Scan Metadata Validation ... .....coouuiii e 75
47 Xerox Secure ACCess CONFIGUITTION. ... ..iiin et 76
48 Service LOgin COPY MO ... ... i 77
ZALe ) p e Lol Wole 1o DU P U PURUPIN 78
50 Process TEMMUNGEE . .......uue et ettt e 79
51 Scheduled Disk Overwrite CoNfigUITEION. ... ... ieii ettt 80
53 .SAVEA JODS BACKUP. ...t e e 81
54:SAVEA JODS RESTOTE ...ttt 82
57 SeSSION TIMET LOGOUL ... oe e ettt ettt 83
58 Session Timeout INterval ChONGE ... eee e e 84
59 USEI PEIMUISSIONS. ...ttt ettt et e ettt et e e e 85
60 Device Clock NTP CoNfiQUIGEION .......oiiuii e e 86
61 Device Administrator Role PErMIISSION ... .cuuu. i 87
62 Smartcard CONFIGUIGHION . ......oui e e et 88
63 IPVE CONFIGUITTION. ..ot 89
64 802.TX CONFIGUIALION ..ttt ettt e e e et e e e e et et e e e e 90
65 Abnormal SyStem TEMMINGLION ......iie e e 91
66 Local Authentication ENADIEMENt ... e 92
67 Web User Interface Login Method ... ... oo 93
68 FIPS MOde CONFIGUITLION ...ttt et e e e e et et e e e e 94
69 XErOX SECUIE ACCESS LOGIN ... ittt ettt e e e e e eaeaans 95
70 Print from USB ENGDIEMENT ..o 96
77 USB Port ENGDIEMENt .....ooii e 97
72 Scan to USB ENGDIEMENT ... 98
73 System LOG DOWNIOAA ... .o e e 99
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74 SCaN TO USB JOD ..o e 100
75 Remote Control Panel ConfigUITLION ............iiiuii e 101
76 Remote Control PANEI SESSION ........iiiiii e 103
77 Remote Scan Feature ENablement ... ... 104
78 Remote Scan JOb SUBMIEEA. .. ..... e 105
79 Remote Scan Job ComMPLeted .........cooviii e 106
80 SMTP ConNECtiON ENCIYPHION .. .ouei ittt e e e eans 107
81 Email Domain Filtering RULE. ... e e 108
82 Software Verification Test STAMTEA. .......ciiiiii e 109
83 Software Verification Test COMPLELe. ... ... e 110
84 Trellix Embedded SecUrity SEALE ......o... e 111
85 Trellix Embedded Security BVENT .. ... e 112
87 Trellix Embedded SeCUTItY AGENT ... it e e 113
88 Digital Certificate FAIlUMe. .. ... .o i e 114
89 Device User ACCOUNT MANGGEMENT ... .. iiii ettt 116
90 Device User Account Password ChONGE .......iuuiiii e 117
91 Fax Job Secure Print PASSCOAE ........uuuiiiiii e 118
92 Scan to Mailbox FOIAer PASSWOTA..........u i 119
93 FAX MQIDOX PASSCOAE. ...ttt 120
QL FTP ClENT MOTE. ..t et 121
95 FAX FOrWATAING RULE ....oe e e et 122
96 Allow Weblet INStalltion ..........coooiiiiii e 123
97 Weblet INSTAITION ......uet e e 124
98 Weblet ENGDIEMENT ......o e 125
99 Network Connectivity CONfiGUITEION ... eeen e 126
T00 Address BOOK PErmISSIONS. ........uui ittt 128
TOT AAress BOOK EXPOIT. . ....iiii ittt 129
102 Software Upgrade POUICY .........iii e 130
T03 SUPPLlies PLaN ACHIVATION ... e 131
TOL PLAN CONVETSION ...ttt ettt ettt ettt e e e 132
TO5 TPVA CONFIQUITEION . ... .e e e 133
TOB SA PIN RESEL. ..ttt 134
107 Convenience AUthentication LOGIN ... .. .o.uiin i e 135
108 Convenience Authentication CoNfigUITEION. ... ...oiiuuiiii e 136
TO9 Fax Passcode LENGEN ... . e 137
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170 Custom AULNENtICAtION LOGIN. ... eee e et 138
111 Custom Authentication CONFIGUIGTION .........oiuui it 139
T12 Billing IMPression MOGE. .........iiiiiiii e e 140
114 Clone File INStallation POLICY ..........iiiei e 1471
115 Save FOr REPIINT JOD ..o e 142
116 Web User Interface ACCESS PEMMMISSION .....ciiiiiie ittt 143
TT7 System LOG PUSH 10 XOTOX. .. iuuiiie ittt 144
120 Mopria Print ENGBLEeMENT ... ... e 145
123 Near Field Communication (NFC) ENADIEMENT .. ... e, 146
124 Tnvalid Login AtEemMP LOCKOUL .....eue e e e 147
125 Secure Protocol Log ENGBIEMENT. ... .. iiuii e 148
126 Display Device Information ConfigUITioN ..............iiiiiiiie et 149
127 Successful Login After Lockout EXPITE..........couviiiiniii e 150
128 Erase CUSLOMET DIALQ ....eviie e e 151
129 Audit Log SFTP Scheduled Configuration...........ooeeeei e 152
T30 Audit LOG SFTP TraNSTI ..ot 153
131 Remote Software Download POLICY.............oiiieii e 154
132 AirPrint & Mopria Scanning Configuration / Mopria Scanning Configuration ...............ooovveiieiiiiineeeiiinnnn. 155
133 AirPrint & Mopria Scan Job Submitted / Mopria Scan Job Submitted..............cooiiiiiiii 156
134 AirPrint & Mopria Scan Job Completed / Mopria Scan Job Completed ............c.ooiiiiiiiiiiii e, 157
136 Remote Services NVIM WIILE «....uui i 158
137 FIK INstall via REMOTE SEIVICES ... e 159
138 Remote Services DAt PUSK. ...... oo e e 160
139 Remote Services ENADIEMENT ... .. i e 161
140 Restore Backup Installation POUCY .........oiiie e 162
147 Backup File DOWNIOAAEA ... ...t e 163
T42 BACKUP File RESTOTEA ....e i 164
143 Google Cloud Print Services CONFIGUIGTION .........oiiieiii e 165
144 User Permission ROIE ASSIGNMIENT. ... ...ttt e 166
145 User Permission Role CONfIQUITIION ........iie et 167
146 Admin Password Reset Policy CoNfigUITEION ............uiiiee e 168
147 Local User ACCoUNt PASSWOTA POUICY.......iuuniii i 169
148 Restricted AdmiNiStrator LOGIN. ... ... i 170
149 Restricted Administrator Role PErmISSION ... ....iiiiiii e 171
S e T o 10 PP 172
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T5T IPP CONFIGUIGLION .ttt ettt et e et e e e e e eeens 173
152 HTTP Proxy Server CONfIQUIGLION ... .....iiii e 174
153 Remote Services Software DOWNIOAA. ........ooiiiiiiiiiii e 175
154 Restricted Administrator Permission Role Configuration...............ooooiiiiiiiiiiii i 176
155 Weblet Installation Security POUCY ........oiiiu e 177
156 Lockdown and Remediate Security ENABIEMENT. ... ...coouiii e 178
157 Lockdown Security Check COmMPLETE. ... ..oiueiii it 179
158 Lockdown Remediation COmMPLETE .........iinii e 180
159 Send Engineering Logs on Data PUSH. ...t 181
160 Print Submission of Clone Files POLICY.......... i e 182
1671 Network Troubleshooting Data COPLUNE .......uuiei e 183
162 Network Troubleshooting Data DOWNIOAA ..........c.uiieiii e 184
163 DNS-SD Record Data DOWNIOGA .........uuiiiiiiiiiiiii e 185
164 0One-Touch APP MONAGEMENT ... ... i 186
165 SMB Browse ENGDIEMENT ....cooiiii et 187
166 Standard Job Data Removal STArted...........uuuiiiii e 188
167 Standard Job Data Removal COMPLETE ..........iiiiii e 189
168 Full Job Data Removal STArted. ... e 190
169 Full Job Data Removal COMPLELE ..........iiii e 191
170 Scheduled Job Data Removal ConfiQUITLION .......co.ueiii e 192
177 Cross-Origin-Resource-Sharing (CORS) .....uuiiei i 193
172 0ONE-TOUCH APP EXPOIT ... ettt e s 194
173 Fleet Orchestrator Trust OPEIGTIONS .. ... ...ttt e e 195
174 Fleet Orchestrator CONfIGUITTION. ... .....i i 196
175 Fleet Orchestrator - Store File for DistribUtioN ...........iiiiiii e 197
176 Xerox Configuration Watchdog Enablement............ooi e 198
177 Xerox Configuration Watchdog Check COmMPLEte...........iiiieiii e 199
178 Xerox Configuration Watchdog Remediation Complete.............ooviieiiiiiiiiieiiie e 200
179 ThinPrint ConfigUITEION ... ... e et 201
T8O IBEACOM ACLIVE ...ttt 202
1871 Network Troubleshooting FEALUIE ... ....iiii e 203
182 POP3 Connection ENCryption (TLS) . ... e 204
183 FTP Browse CONFIGUITLION ....oivu.iii ettt 205
T84 SFTP Browse CONfIGUITEION . ... ...eeii et eeens 206
189 Smart Proximity Sensor “Sleep on Departure” Enablement............o.ooiiiiiiiiiii e 207
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190 Cloud Browsing ENGDIEMENT ... e e e e 208
192 Scan t0 Cloud JOD ... e 209
193 Xerox Workplace Cloud ENAbIeMENt . ... ... 210
194 Scan To Save FTP and SFTP Credentials Policy Configured ...............ooiiiiiiiiiiiie e 211
LS N e (e 1 =To e (< PSPPI 212
T96 EIP APP MONGGEMENT ...ttt ettt e e et e e e e e eenns 213
TO7 EIP APP ENCDIEMENT. ..o oe it 214
199 Card Reader Upgrade POUCY..........uuii e 215
200 Card Reader Upgrade AtEEMPLEA. ........iiii e 216
207 OCSP Responder INCOMPLETE ......... e 217
202 OCSP Responder Returns a ReVOKE SLALUS .. ....ivviiiiiii e 218
203 LOG ENNGNCEMENT. ... e e e e 219
204 Syslog Server CONFIGUIALION ... ......iiii e e 220
205 TLS CONFIGUITEION .1t e e e 221
206 Security Dashboard ConfiQUIGLION ........couu. i e 222
207 ProdUCHIVITY Kit ... e e e e 223
208 CANCEIEA JOD ... 224
209 EMbedded ACCOUNLS ...t e et et e 225
2710 SNIMP VT/V2C oot 226
211 Xerox Workplace Cloud Remote ManagemMENT. .. ...... i i 227
216 Infrared Security CONfIGUITEION ... iiee e 228
217 Infrared Security Mark DEteCted. ... .....ooiiiiiii e 229
218 Universal Print ENGBlemMENt. ... .o o 231
2719 Universal Print REGISTIATION ... ...iiee e e 232
220 IDP Authentication LOgin AtEEMIPE ......u i e 233
227 IDP Authentication ENGDIEMENT ......uuiiiii e 234
222 INCreased DAta ANGLYSIS. ... ...t e 235
223 FTP ClIONE. ¢ttt 236
224 0n Device Card Registration and Login Configured ............oooiiiiiiiiii e 237
225 On Device Card Login AtEEMIPL ... ... e e e 238
226 Security Template APPUEA .. .. ... et 239
227 EIP Session Data MOIfICAtION .......uueiiiiii e 240
228 EIP Registration Data ModifiCOtion ..............ouiiiiiie e 241
229 802.1X AULNENEICALION SEATUS. ..ot 243
230 FOX Card DELECLION ..ttt et 244
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23T FAX APP CONTIGUITGEION ..ottt et e e e e e e e 245

MOre INfOrMOEION . e 246
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Message List Overview

This section provides a list of the syslog messages that are generated by Xerox devices. Events are transmitted in
Common Event Format (CEF) and are sent as they occur.

System Administrators can use the message lists provided to analyze reported data, identify specific events, and
investigate issues. A list of the standard CEF key names is provided to help administrators understand the message
data that is generated.

For detailed information about the settings and features related to the record events, refer to the System
Administrator Guide for your printer available at www .xerox.com/office/support, or the Embedded Web Server Help.

j’ Note: All of the events listed in the message list section may not be applicable to all supported device
models or all software releases.
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CEF Key Name Mapping

Message List

This table provides information about the standard CEF key names that are used in syslog event messages that
your Xerox device generates. The key name used in the messages, the full name of the field, and a description of

each name is provided.

KEY NAME FULL NAME DESCRIPTION

suser sourceUserName Identifies the source user by name, which is usually the
user logged in to the device when the event occurs.
Additionally, email addresses are mapped into the
UserName fields.

duser destinationUserName Identifies the user associated with the event destination
or target.

dvchost deviceHostName Displays the device name that is configured for the

device.

deviceExternalld

deviceExternalld

Displays the serial number of the device.

act deviceAction Identifies the action taken by the device. Also shows the
action taken after job completion.

dst destinationAddress Displays a destination IPv4 address, IPv6 address, or host
name.

src sourceAddress Displays a source or session IPv4 address or IPv6 address.

fileType fileType Shows the file types used in an event.

fname filename Shows the file names of files used in an event.

msg message Provides additional information about an event.

outcome eventOutcome Identifies the outcome of an event.

reason Reason Identifies the reason an event was generated.

request requestUrl Displays the URL that was accessed during an event.

spriv sourceUserPrivileges Shows the user privilege or role assigned to the user
during an event.

sproc sourceProcessName Displays the name of the event source process.

sourceServiceName

sourceServiceName

Identifies the service that is responsible for generating
the event.

xrxjob

Job Name - (Xerox Custom

Key Name)

Shows the Job Name used on the Xerox device.
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KEY NAME FULL NAME DESCRIPTION

xrxaccUID1 Accounting User ID-Name - Identifies the Accounting User ID used on the Xerox
(Xerox Custom Key Name) device.

xrxaccAID1 Accounting Account ID - Identifies the Accounting Account ID used on the Xerox
Name (Xerox Custom Key device.
Name)
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1 System Startup

When the device is powered on or restarts, a System Startup event is recorded.

EVENT DATA
EVENT SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
1 System Startup | 5-Notice Device Name dvchost=Device Name
Device Serial deviceExternalld=
Number Device Serial Number

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |1 | System startup |5|dvchost=SalesNEteamdeviceExternalld=
GN123456

Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide 37



Message List

2 System Shutdown

When the device is powered off or a shutdown occurs, a System Shutdown event is recorded.

EVENT
SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
2 System 5—Notice Device dvchost=Device Name
Shutdown Name

Device Serial | deviceExternalld=Device
Number Serial Number

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
109.009.009.21000 |2 | System shutdown |5|dvchost=SalesNEteam deviceExternallId=
GN123456
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3 Standard Disk Overwrite Started

When a manual or scheduled Standard Disk Overwrite starts, a Standard Disk Overwrite Started event is recorded.

EVENT EVENT

DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
TION SEVERITY AUDIT LOG | SYSLOG INFORMATION

3 Standard Disk | 5-Notice User Name | suser=User Name e This event applies to

(sjt\;i\;vgte Device dvchost=Device Name jies\lilccliisv\gl(t:&}l’])wd
Name ’
and does not apply

Device Serial | deviceExternalld= to devices fitted with

Number Device Serial Number a solid-state drive
(SSD).

e This event applies to
manual and
scheduled Standard
On-Demand Image
Overwrite (ODIO).

e The User Name is
the name of the
user that started,
enabled, or
configured the
scheduled ODIO.

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |3 | Standarddisk overwrite started |5|suser=Admin dvchost=
SalesNEteam deviceExternalld=GN123456
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4 Standard Disk Overwrite Complete

When a manual or scheduled Standard Disk Overwrite completes, a Standard Disk Overwrite Complete event is
recorded.

EVENT EVENT
DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
TION SEVERITY AUDIT LOG | SYSLOG INFORMATION

4 Standard Disk | 5-Notice Device dvchost=Device Name e This event applies to
Overwrite Name devices with a hard
Complete disk drive (HDD), and

Device Serial | deviceExternalld=Device
does not apply to

Number Serial Number

devices fitted with a
Completion | outcome=Completion solid-state drive
Status Status (SSD).
e Success e This event applies to
e Failed manual and

scheduled Standard
On-Demand Image
Overwrite (ODIO).

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |4 | Standarddisk overwrite complete |5|dvchost=SalesNEteam
deviceExternalId=GN123456 outcome=Success
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On completion of a print Job, a Print Job event is recorded. Print jobs include jobs submitted using a print driver, a
USB drive, the Embedded Web Server, Scan To print, EIP Apps, AirPrint, Mopria, Universal Print, or another Internet

Printing Protocol (IPP).

EVENT
DESCRIP-

SYSLOG

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

TION
5 Print Job

SEVERITY

6_
Information-
al

Job Name xrxjob1=Job Name
User Name suser=User Name
Service sourceServiceName=
e Cloud Service

Service
e Universal

Print
e Print

from

USB
e Print

from URL
e Scan To
Completion | outcome=Completion
Status Status
110 Status act=II0 Status
Accounting | xrxaccUID1=Accounting
User ID- User ID-Name
Name
Accounting | xrxaccAID1=Accounting
Account ID- | Account ID-Name
Name

Accounting User ID can
be for Job Based
Accounting (JBA) or
Xerox Standard
Accounting.

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |5 | Print job | 6|xrxjobl=SalesReport suser=JSmith
sourceServiceName=Print From URL outcome=Success act=I1I1I0 Not Applicable

xrxaccUID1=JSmith xrxaccAIDl=Sales

Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide 41



Message List

6 Network Scan Job

When a workflow scan job is completed and filed to any network location, a Network Scan Job event is recorded.

EVENT

DESCRIP-
TION

SYSLOG
SEVERITY

EVENT DATA
FOR AUDIT
LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

6 Network
Scan Job

6_
Informational

Job Name xrxjob1=Job Name
User Name suser=User Name
Completion outcome=Completion
Status Status

IIO Status act=II0 Status

Accounting User

xrxaccUID1=

ID-Name Accounting User ID-
Name

Accounting xrxaccAID1=

Account ID- Accounting Account

Name ID-Name

total-number-
net-destination

net-destination

msg=total-number-
net-destination + net-
destination

e The event is triggered
on job completion.

e EIP apps can create
scan jobs that do not
always relate directly
to the name of the
app, for example, Scan
to Cloud Email.

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |6 | Network scan job | 6| xrxjobl=SalesReport suser=JSmith
outcome=Success act=II0 Not Applicable xrxaccUIDl1=JSmith xrxaccAIDl=Sales msg=1

192.168.1.10:446

42
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7 Server Fax Job

When a server fax job completes, a Server Fax Job event is recorded.

EVENT EVENT DATA
DESCRIP- SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
TION SEVERITY LOG SYSLOG INFORMATION
7 Server Fax Job | 6- Job Name xrxjob1=Job Name The event is triggered
Information- on job completion.
al User Name suser=User Name
Completion outcome=Completion
Status Status
I10 Status act=II0 Status
Accounting User | xrxaccUID1=
ID-Name Accounting User ID-
Name
Accounting xrxaccAID1 =
Account ID- Accounting Account
Name ID-Name
Total-fax- msg=Total-fax-
recipient-phone- | recipient-phone-
numbers numbers + fax-

recipient-phone-
numbers + net-
destination

fax-recipient-
phone-numbers

net-destination

Syslog Example Message:

<110>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |7 | Server fax job |6|xrxjobl=SalesReport suser=JSmith outcome=
Success act=II0 Not Applicable xrxaccUID1=JSmith xrxaccAIDl=Sales msg=1
04425808899192.168.1.10:443
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8 Internet Fax Job

When an internet fax job completes, an Internet Fax Job event is recorded.

f Note: This event is not applicable to newer firmwares.

EVENT EVENT
DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
TION SEVERITY AUDIT LOG | SYSLOG INFORMATION
8 Internet Fax 6— Job Name xrxjob1=Job Name e The event occurs
Job Information- when internet fax
al User Name | suser=User Name data is sent, received
Completion | outcome=Completion or printed.
Status Status e Theeventis
110 Status act=IT0 Status tnggerec.i on job
completion.
Accounting | xrxaccUID1=Accounting
User ID- User ID-Name
Name

Accounting | xrxaccAID1=Accounting
Account ID- | Account ID-Name
Name

total- msg=Total-number-of-
number-of- | smtp-recipients + smtp-
smtp- recipients

recipients

smtp-
recipients

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |8 | Internet fax job |6|xrxjobl=SalesReport suser=JSmith
outcome=Success act=II10 Not Applicable xrxaccUID1=JSmith xrxaccAIDl=Sales msg=1
Jane Doe <jane.doef@acme.com>
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9 Email Job

Message List

When an email job completes, an Email Job event is recorded. Both the Email app and the Scan To app can create

email jobs.

EVENT
DESCRIP-
TION

SYSLOG
SEVERITY

EVENT DATA
FOR AUDIT
LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

9 Email Job

6_
Informa-
tional

Job Name xrxjob1=Job Name
User Name suser=User Name
Completion outcome=Completion
Status Status

IO Status act=IIO Status

Accounting User

xrxaccUID1=Accounting

ID-Name User ID-Name
Accounting xrxaccAID1=Accounting
Account ID- Account ID-Name
Name
Encryption msg=Encryption On or Off
Status + total-number-of-smtp-
e Encryption- recipients + smtp-

On recipients

e Encryption-
Off

total-number-of-
smtp-recipients

smtp-recipients

The event is triggered
on completion of an
outgoing email job.

Syslog Example Message:

<110>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |9 | Email job |6|xrxjobl=SalesReport suser=JSmith outcome=
Success act=II0 Not Applicable xrxaccUID1=JSmith xrxaccAIDl=Sales msg=Encryption-

Off 1 jane.doel@acme.com
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Message List

10 Audit Log Disabled

When the audit log is disabled, an Audit Log Disabled event is recorded.

f Note: This event is not applicable to newer firmwares.

EVENT DATA
EVENT SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
10 Audit Log 1-Alert Device Name | dvchost=Device Name
Disabled

Device Serial | deviceExternalld=Device
Number Serial Number

Syslog Example Message:

<105>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |10 | Audit logdisabled |1|dvchost=SalesNEteam
deviceExternalId=GN123456
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Message List

11 Audit Log Enabled

When the audit log is enabled, an Audit Log Enabled event is recorded.

f Note: This event is not applicable to newer firmwares.

EVENT
EVENT SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
1 Audit Log 4-Warning Device Name | dvchost=Device Name
Enabled

Device Serial | deviceExternalld=Device
Number Serial Number

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |11 | Audit logenabled |4|dvchost=SalesNEteam deviceExternalld=
GN123456
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Message List

12 Copy Job

When copy job completes, a Copy Job event is recorded.

EVENT
SYSLOG DATA FOR | EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY | AUDIT LOG | SYSLOG INFORMATION
12 Copy Job 6— Job name/ xrxjob1=Job Name The event is triggered
Information- | Number on job completion.
al

User Name | suser=User Name

Completion | outcome=Completion
Status Status

11O Status act=II0 Status

Accounting | xrxaccUID1=
User ID Accounting User ID-
Name

Accounting | xrxaccAID1=Accounting
Account ID | Account ID-Name

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |12 | Copy job | 6] xrxjobl=SalesReport suser=JSmith outcome=
Success act=II0 Not Applicable xrxaccUID1l=JSmith xrxaccAIDl=Sales

48 Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide



Message List

13 Fax Job

When a fax job completes, a Fax Job event is recorded.

EVENT SYSLOG EVENT DATA EVENT DATA FOR | ADDITIONAL
DESCRIPTION | SEVERITY FOR AUDIT LOG | SYSLOG INFORMATION
13 Fax Job 6— Job Name xrxjob1=Job Name | The event is
Informational triggered on job
User Name suser=User Name completion.
Completion outcome=
Status Completion Status
I10 Status act=I10 Status
Accounting User | xrxaccUID1=
ID Accounting User ID-
Name
Accounting xrxaccAID1=
Account ID Accounting Account
ID-Name
Total-fax- msg=Total-fax-
recipient-phone- recipient-phone-
numbers numbers + Fax-
recipient-phone-

Fax-recipient-

numbers
phone-numbers

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |13 | Fax job |6|xrxjobl=SalesReport suser=JSmith outcome=
Success act=II0 Not Applicable xrxaccUID1=JSmith xrxaccAIDl=Sales msg=1
04422889966
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Message List

14 LAN Fax Job

You can send a fax job from your computer using the print driver. On completion of a fax job that was sent using
the print driver, a LAN Fax Job event is recorded.

EVENT
EVENT DATA FOR
DESCRIP- SYSLOG AUDIT EVENT DATA FOR ADDITIONAL
EVENT ID TION SEVERITY | LOG SYSLOG INFORMATION
14 LAN Fax Job 6— Job Name xrxjob1=Job Name The event is triggered
Informa- on job completion.
tional User Name | suser=User Name

Completion | outcome=Completion
Status Status

110 Status act=II10 Status

Accounting | xrxaccUID1=
User ID- Accounting User ID-
Name Name

Accounting | xrxaccAID1=
Account ID- | Accounting Account

Name ID-Name

Total-fax- msg=Total-fax-

recipient- recipient-phone-

phone- numbers + Fax-

numbers recipient-phone-
numbers

fax-

recipient-

phone-

numbers

Syslog Example Messgae:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |14 | LAN fax job |6 |xrxjobl=SalesReport suser=JSmith outcome=
Success act=II0 Not Applicable xrxaccUID1=JSmith xrxaccAIDl=Sales msg=1
04422669933
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Message List

16 Full Disk Overwrite Started

When a full disk overwrite starts, a Full Disk Overwrite Started event is recorded.

EVENT
DATA FOR
EVENT SYSLOG AUDIT EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY | LOG SYSLOG INFORMATION
16 Full Disk 5-Notice User Name | suser=User Name This event applies to
Overwrite Device dvchost=Device Name devices with a hard disk
Started drive (HDD), and does
Name )
not apply to devices
Device deviceExternalld=Device | fitted with a solid-state
Serial Serial Number drive (SSD).
Number

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |16 | Full disk overwrite started |5]|suser=Admin dvchost=
SalesNEteam deviceExternalld=GN123456
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Message List

17 Full Disk Overwrite Complete

When a full disk overwrite completes, a Full Disk Overwrite Complete event is recorded.

EVENT
SYSLOG DATA FOR | EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY | AUDIT LOG | SYSLOG INFORMATION
17 Full Disk 5—Notice Device dvchost=Device Name | This event applies to

Overwrite Name devices with a hard disk
Complete Device Serial | deviceExternalld= :2:2:)‘;823) gz\ijezes

Number Device Serial Number fitted with @ solid-state

Completion | outcome=Completion drive (SSD).

Status Status

e Success

e Failed

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |17 | Full disk overwrite complete |5|dvchost=SalesNEteam
deviceExternalld=GN123456 outcome=Success
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20 Scan to Mailbox Job

When a scan to mailbox job completes, a Scan to Mailbox Job event is recorded.

EVENT
EVENT SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
20 Scan to Mailbox | 6- Job name or | xrxjob1=Job Name e The eventis
Job Information- | Dir name triggered on job
al completion.

User Name suser=User Name

e Mailboxes are

Completion | outcome=Completion located on the
Status Status internal storage of
110 Status | act=I10 Status the device.
Accounting | xrxaccUID1=Accounting

User ID- User ID-Name

Name

Accounting | xrxaccAID1=Accounting
Account ID- | Account ID-Name
Name

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |20 | Scan tomailbox job | 6|xrxjobl=SalesReport suser=JSmith
outcome=Success act=II0 Not Applicable xrxaccUIDl=JSmith xrxaccAIDl=Sales
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21 Delete File/Dir

When a file or directory is deleted from the device Hard Disk Drive (HDD), a Delete File/Dir event is recorded.

21

EVENT

DESCRIPTION

Delete File/Dir

SYSLOG
SEVERITY

4-Warning

EVENT DATA FOR
AUDIT LOG

Service
e Print
e Scan To Mailbox

e Network
Troubleshooting
Log

EVENT DATA FOR
SYSLOG

sourceService-
Name=Service

Job name or Dir
name

fname=Job Name /
Dir Name

User Name

suser=User Name

Completion Status

outcome=
Completion Status

110 Status

act=II0 Status

ADDITIONAL
INFORMATION

This event applies
to saved jobs and
network
troubleshooting
data capture.

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |21 | Delete file/dir |4|sourceServiceName=Print fname=
SalesReport suser=JSmith outcome=Success act=II0 Success
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23 Scan to Home

When the Scan to Home app is enabled or disabled, a Scan to Home event is recorded.

EVENT

SYSLOG

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

Message List

ADDITIONAL
INFORMATION

EVENT ID
23

DESCRIPTION

Scan to Home

SEVERITY

6—
Informational

User Name suser=User Name
Device dvchost=Device Name
Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion | outcome=Completion
Status Status

e Enabled

e Disabled

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |23 | Scan tohome | 6|suser=Admin dvchost=SalesNEteam
deviceExternalld=GN123456 outcome=Enabled

Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide

55



Message List

24 Scan to Home Job

When a Scan to Home job completes, a Scan to Home Job event is recorded.

EVENT ID

EVENT
DESCRIPTION

SYSLOG
SEVERITY

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

24

Scan to Home
Job

6_
Information-
al

Job Name xrxjob1=Job Name
User Name suser=User Name
Completion | outcome=Completion
Status Status

110 Status act=I10 Status
Accounting | xrxaccUID1=Accounting
User ID- User ID-Name

Name

Accounting | xrxaccAID1=Accounting
Account ID- | Account ID-Name
Name

total- msg=total-number-net-
number-net- | destination + net-
destination destination

net-

destination

e Theeventis
triggered on job
completion.

e The job is scanned
to the home
directory of the
current
authenticated user.

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |24 | Scan to home job | 6| xrxjobl=SalesReport suser=JSmith
outcome=Success act=I10 Not Applicable xrxaccUID1=JSmith xrxaccAIDl=Sales msg=1
192.168.1.6
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Message List

27 Postscript Passwords

When PostScript passwords are enabled, disabled, or changed, a Postscript Passwords event is recorded.

EVENT EVENT SYSLOG EVENT DATA FOR EVENT DATA FOR | ADDITIONAL
ID DESCRIPTION | SEVERITY AUDIT LOG SYSLOG INFORMATION
27 Postscript 6— Device Name dvchost=Device
Passwords Information- Name
[
a Device Serial Number deviceExternalld=
Device Serial
Number
e StartupMode act=StartupMode |
o SystemParamsPass- | YstemParamsPass-
word word |
e StartJobPassword StartjobPassword
Completion Status outcome=Status
e Enabled
e Disabled
e Changed

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |27 | Postscript passwords |6|dvchost=SalesNEteam
deviceExternalld=GN123456 act=StartJobPassword outcome=Changed
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29 Network User Login

When the devices authenticates a network user, a Network User Login event is recorded.

EVENT ID
29

EVENT
DESCRIPTION

Network User
Login

SYSLOG
SEVERITY

6_
Informa-
tional

EVENT
DATA FOR
AUDIT
LOG

EVENT DATA FOR
SYSLOG

User Name | suser=User Name
Device dvchost=Device Name
Name

Device deviceExternalld=
Serial Device Serial Number
Number

Completion | outcome=Completion
Status Status

e Success

e Failed

ADDITIONAL
INFORMATION

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |29 | Network User login | 6] suser=JSmith dvchost=SalesNEteam
deviceExternalId=GN123456 outcome=Success
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30 SA Login

When any user who has administrative rights logs in to the device, an SA Login event is recorded.

EVENT

EVENT SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION

30 SA Login 6— User Name suser=User Name
Informational

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status

e Success
e Failed

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |30 | SAlogin |6]suser=Admin dvchost=SalesNEteam
deviceExternallId=GN123456 outcome=Success
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31 User Login

When the local user database authenticates a user login, a User Login event is recorded.

EVENT DATA

SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION

31 User Login 6— User Name suser=User Name
Informational

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status

e Success
e Failed

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |31 | User login | 6|suser=JSmith dvchost=SalesNEteam
deviceExternallId=GN123456 outcome=Success
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32 Service Login Diagnostics

When a Xerox service representative logs in to the diagnostic mode on the device, a Service Login Diagnostic event
is recorded.

EVENT EVENT
DESCRIP- SYSLOG DATA FOR | EVENT DATA FOR ADDITIONAL
EVENTID | TION SEVERITY | AUDIT LOG | SYSLOG INFORMATION
32 Service Login 5-Notice Service sourceServiceName= If an invalid pin is
Diagnostics Name Service Name entered for this event,
Device dvchost=Device Name failedis recorded in
the message.
Name

Device Serial | deviceExternalld=
Number Device Serial Number

Completion | outcome=Completion
Status Status

e Success
e Failed

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |32 | Service logindiagnostics |5]|sourceServiceName=Copy
dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Success
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33 Audit Log Download

When the audit log is downloaded from the device, an Audit Log Download event is recorded.

EVENT EVENT
DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | TION SEVERITY AUDIT LOG | SYSLOG INFORMATION
33 Audit Log 5-Notice User Name suser=User Name
Download Device Name | dvchost=Device Name
Device Serial | deviceExternalld=Device
Number Serial Number
Destination msg=Destination
(Web UI,
USB drive)
Completion outcome=Completion
Status Status
e Success
e Failed

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |33 | Audit logdownload |5]|suser=Admin dvchost=SalesNEteam
deviceExternalld=GN123456 msg=Web UI outcome=Success
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34 Immediate Job Overwrite Enablement

Message List

When the Immediate Job Overwrite feature is enabled or disabled, an Immediate Job Overwrite Enablement event

is recorded.

EVENT

SYSLOG

EVENT
DATA FOR

EVENT DATA FOR

ADDITIONAL

34

DESCRIPTION

Immediate Job
Overwrite
Enablement

SEVERITY

5-Notice

AUDIT LOG

SYSLOG

User Name suser=User Name
Device dvchost=Device Name
Name

Device Serial | deviceExternalld=Device
Number Serial Number

110 Status outcome=Status

e Enabled

e Disabled

INFORMATION

This event applies to
devices with a hard
disk drive (HDD), and
does not apply to
devices fitted with a
solid-state drive
(SSD).

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |34 | Immediate job overwrite enablement |5|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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Message List

35 SA PIN Changed

When the system administrator admin account password is changed, an SA PIN Changed event is recorded.

EVENT ID

EVENT

DESCRIP-
TION

SYSLOG
SEVERITY

EVENT DATA
FOR AUDIT
LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

35

SA PIN
Changed

5—Notice

User Name

suser=User Name

Device Name

dvchost=Device Name

Device Serial deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status

Interface msg=Interface

e Web

e Local

e SNMP

e Web Service

Session IP src=Session IP Address
Address (If

Available)

Syslog Example Message:

<109>2022-08-26T16:28:56+05:30xrx9c934e330e74CEF:0|Xerox|AltalLinkC8145|
118.010.002.23400|35|SAPINChanged|5|suser=admindvchost=XeroxAltalLinkC8145
(9D:85:88) deviceExternalId=EHQ2065100cutcome=Successmsg=Websrc=192.168.1.10
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36 Audit Log File Saved

When the Audit Log file is saved to the device internal storage, an Audit Log File Saved event is recorded.

EVENT
SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY | AUDIT LOG | SYSLOG INFORMATION
36 Audit Log File 5—Notice User Name | suser=User Name This event precedes
Saved Device dvchost=Device Name an Audit Log

Name Download activity.

Device Serial | deviceExternalld=Device
Number Serial Number

Completion | outcome=Completion
Status Status

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |36 | Audit log file saved |5|suser=Admin dvchost=SalesNEteam
deviceExternalId=GN123456 outcome=Success
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37 Force Traffic over Secure Connection

When the Force Traffic over Secure Connection (HTTPS) setting is enabled, disabled, or terminated, a Force
Traffic over Secure Connection (HTTPS) event is recorded.

EVENT
SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
37 Force Traffic 5—Notice User Name suser=User Name e HTTPS is used for

over Sec.ure Device Name | dvchost=Device Name the connection to
Connection the Embedded
(HTTPS) Device Serial | deviceExternalld=Device Web Server on the

Number Serial Number device. Some

webpages are

Completion outcome=Completion i
required to use

Status Status
HTTPS regardless
* Enabled of the Force
e Disabled Traffic over
e Terminat- Secure
ed Connection

(HTTPS) setting.
e [f the Completion
Status shows as
Terminated,
the User Name is
not shown in the
message.

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |37 | Force traffic over secure connection |5]|suser=Admin
dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Enabled

66 Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide



38 Security Certificate

Message List

When a digital certificate is created, imported, exported, or deleted, a Security Certificate event is recorded.

EVENT ID

EVENT

DESCRIP-
TION

SYSLOG
SEVERITY

EVENT DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

38

Security
Certificate

5—Notice

User Name

suser=User Name

Device Name

dvchost=Device
Name

Device Serial deviceExternalld=

Number Device Serial
Number

Completion Status | outcomes=

e Created

e Upload_
Success

e Upload_Failed

e Downloaded

e Deleted

Completion Status

Digital
certificates that
apply to this
event include the
Xerox Device
Certificate, CA-
Signed
certificates,
Certificate
Authority (CA)
certificates, and
Peer Device
certificates.
Additionally, a
Certificate
Signing Request
(CSR) triggers
this event.

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |38 | Securitycertificate |5|suser=Admin dvchost=SalesNEteam
deviceExternalld=GN123456 outcome=Created
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Message List

39 IPsec

When IPsec is enabled, disabled, configured, or terminated, an IPsec event is recorded.

39

EVENT

DESCRIP-
EVENT ID | TION

IPsec

SYSLOG
SEVERITY

5—Notice

EVENT DATA FOR
AUDIT LOG

User Name

EVENT DATA FOR
SYSLOG

suser=User Name

Device Name

dvchost=Device
Name

Device Serial deviceExternalld=

Number Device Serial
Number

Completion Status | outcome=

Configured
Enabled
Disabled
Terminated

Completion Status

ADDITIONAL
INFORMATION

If the Completion
Status shows as
Terminated, the
User Name is not
shown in the
message.

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]

111.009.009.21000 |39 | IPsec |5|suser=Admin dvchost=SalesNEteam

deviceExternalId=GN123456 outcome=Configured
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40 SNMPv3

When SNMPv3 is enabled, disabled, configured, or terminated, an SNMPv3 event is recorded.

SYSLOG EVENT DATA EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY FOR AUDIT LOG | SYSLOG INFORMATION
40 SNMPv3 5—Notice User Name suser=User Name If the Completion
Device Name dvchost=Device Status‘shows a
Name Terminated, the
User Name is not
Device Serial deviceExternalld= shown in the
Number Device Serial Number | message.
Completion outcome=Completion
Status Status
e Configured
e Enabled
e Disabled
e Terminated

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |40 | SNMPv3 |5|suser=Admin dvchost=SalesNEteam
deviceExternalId=GN123456 outcome=Configured

Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide 69



Message List

47 TP Filtering Rules

When an IP Filtering rule is added, edited, or deleted, an IP Filtering Rules event is recorded.

EVENT DATA
EVENT SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
41 IP Filtering Rules | 4—Warning User Name suser=User Name
Device Name | dvchost=Device Name
Device Serial | deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status
e Rule
Added
e Rule
Edited
e Rule
Deleted

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |41 | IPFilteringRules |4|suser=Admin dvchost=SalesNEteam
deviceExternalId=GN123456 outcome=Rule Added
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Message List

42 Network Authentication Configuration

When the Login Method for the local user interface is changed to or from Validate on the Network, a Network
Authentication Configuration event is recorded.

ADDITIONAL
INFORMATION

EVENT SYSLOG
EVENT ID | DESCRIPTION | SEVERITY

EVENT DATA EVENT DATA FOR
FOR AUDIT LOG | SYSLOG

42

Network
Authentication
Configuration

5—Notice

User Name

suser=User Name

Device Name

dvchost=Device Name

Device Serial deviceExternalld=
Number Device Serial Number
Completion outcome=Completion
Status Status

e Configured

e Enabled

e Disabled

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |42 | Network authentication configuration |5]|suser=Admin

dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Configured
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Message List

43 Device Clock

When the device clock settings for time zone, date and time, time format, or date format are changed, a Device
Clock event is recorded.

EVENT

SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION

43 Device Clock 5—Notice User Name suser=User Name

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion

Status Status

e Time
zone
changed

e Date/
Time
changed

e Time
format
changed

e Date
format
changed

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |43 | Device clock |5|suser=Admin dvchost=SalesNEteam
deviceExternalld=GN123456 outcome=Time zone changed
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44 Software Upgrade

Message List

When a software installation is attempted, a Software Upgrade event is recorded. The event provides the outcome

of the installation attempt.

4l

EVENT

DESCRIP-
EVENTID | TION

Software
Upgrade

SYSLOG
SEVERITY

4-Warning

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

User Name suser=User Name
Device dvchost=Device Name
Name

Device Serial | deviceExternalld=
Number Device Serial Number
Completion | outcome=Completion
Status Status

e Success

e Failed

ADDITIONAL
INFORMATION

e For Fleet
Orchestrator
installations, the file
can be downloaded,
rather than installed
locally. For this type
of event, the
originator of the file
is recorded.

e For Fleet
Orchestrator
installations, the
User Name shows
as
DeviceFileD-
ist.

Syslog Example Message:

<108>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |44 | Software upgrade |4 |suser=Admin dvchost=SalesNEteam
deviceExternalId=GN123456 outcome=Success
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Message List

45 Clone File Operations

When a clone file is installed, downloaded, or submitted, a Clone File Operations event is recorded.

ADDITION-
AL
EVENT SYSLOG EVENT DATA FOR | EVENT DATA FOR INFORMA-
EVENT ID | DESCRIPTION SEVERITY AUDIT LOG SYSLOG TION
45 Clone File 5—Notice User Name suser=User Name
Operations Device Name dvchost=Device Name
Device Serial deviceExternalld=
Number Device Serial Number
Completion status | outcome=Completion
e Clone file Status
installed:
—  Success
—  Failed
e Clone file
downloaded:
—  Success or
Failed
—  Submit
clone file

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.210000 |45 | Clone file operations |5]|suser=Admin dvchost=SalesNEteam
deviceExternalld=GN123456 outcome=Clone file installed:Success
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46 Scan Metadata Validation

Message List

f Note: Workflow Scanning Metadata Validation is not related to Metadata feature of Scan to app.

When the device attempts to validate metadata that a user enters during a Workflow Scanning job, a Scan
Metadata Validation event is recorded.

EVENT
DESCRIP-
TION

SYSLOG
SEVERITY

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

46 Scan
Metadata
Validation

5-Notice

Device dvchost=Device Name
Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion | outcome=Completion
Status Status

e Success

e Failed

The message indicates

whether the metadata

validation succeeded or
failed.

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |46 | Scanmetadata validation |5|dvchost=SalesNEteam

deviceExternallId=GN123456 outcome=Metadata validation success
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Message List

47 Xerox Secure Access Configuration

When the Login Method for the local user interface is configured, or changed to or from Xerox Secure Access, a
Xerox Secure Access Configuration event is recorded.

47

DESCRIPTION | SEVERITY

Xerox Secure
Access
Configuration

SYSLOG

5—Notice

EVENT DATA
FOR AUDIT LOG

User Name

EVENT DATA FOR
SYSLOG

suser=User Name

Device Name

dvchost=Device

Name
Device Serial deviceExternalld=
Number Device Serial Number
Completion outcome=Completion
Status Status
e Configured
e Enabled
e Disabled

ADDITIONAL
INFORMATION

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |47 | Xerox secure access configuration |5|dvchost=SalesNEteam
deviceExternalld=GN123456 outcome=Configured
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Message List

48 Service Login Copy Mode

When a Xerox service representative logs in to diagnostic mode to make test copies after they service the device, a
Service Login Copy Mode event is recorded.

EVENT EVENT
DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
TION SEVERITY AUDIT LOG | SYSLOG INFORMATION
48 Service Login | 5-Notice Service sourceServiceName= If an invalid login code is
Copy Mode Name Service Name entered, failed
Device dvchost=Device Name event 32 appears.

Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion | outcome=Completion
Status Status
(Success)

Syslog Example Message:

<109>22020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |48 | Service login copymode |5|sourceServiceName=Service Name
dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Success
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Message List

49 Smartcard Login

When a user logs in to the device using a smart card, a Smartcard Login event is recorded.

EVENT EVENT DATA

DESCRIP- SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
EVENT ID | TION SEVERITY LOG SYSLOG INFORMATION
49 Smartcard 5—Notice User Name suser=User Name

Login (if valid Card

and Password
are entered)

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status

e Success
e Failed

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |49 | Smartcard login |5|suser=JdJSmith dvchost=SalesNEteam
deviceExternalId=GN123456 outcome=Success
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Message List

50 Process Terminated

When an internal process is terminated, a Process Terminated event is recorded.

EVENT DATA
EVENT SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
50 Process 1-Alert Device Name | dvchost=Device Name
Terminated Device Serial | deviceExternalld=Device
Number Serial Number
Process sproc=Process Name
Name

Termination reason=Termination
Reason Reason

Syslog Example Message:

<105>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |50 | Process terminated |1|dvchost=SalesNEteam
deviceExternalld=GN123456 sproc=File2EFax Name reason=Crash
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Message List

51 Scheduled Disk Overwrite Configuration

When a Scheduled Disk Overwrite is enabled, disabled, or configured, a Scheduled Disk Overwrite Configuration
event is recorded.

EVENT SYSLOG | EVENT DATA

DESCRIP- | SEVERI- | FOR AUDIT EVENT DATA
TION TY LOG FOR SYSLOG ADDITIONAL INFORMATION
51 Scheduled | 5-Notice | User Name suser=User Name | o  This event applies to devices
Disk ! Device Name dvchost=Device with a hard disk drive (HDD),
Overwrite Name and does not apply to devices
Configura- fitted with a solid-state drive
tion Device Serial deviceExternalld= (SSD).
Number Device Serial e The Completion Status is
Number shown as one of the
Completion outcomes= following:
Status Completion Status — Enabled
e Enabled .
— Disabled
e Disabled
e Schedule — Schedule Mode
Mode Configured
Configured — Schedule Frequency
e Schedule Configured
Frequlency — Schedule Day Of
Configured Week Configured
e Schedule
Day Of — Schedule Day Of
Week Month Configured
Configured — Schedule Minute Of
e Schedule Day Configured
Day Of
Month
Configured
e Schedule
Minute Of
Day
Configured

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |51 | Scheduleddisk overwrite configuration |5|suser=Admin
dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Schedule Mode Configured
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Message List

53 Saved Jobs Backup

When saved jobs are backed up to an FTP server, a Saved Jobs Backup event is recorded.

EVENT
EVENT SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION

53 Saved Jobs 6— File Name fname=File Name The User Name is the

Backup I]Tformqtlon— User Name | suser=User Name logged in user.

Completion | outcome=Completion

Status Status

e Comp-

normal
e FError

110 Status act=I10 Status

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |53 | saved jobs backup | 6| fname=SalesReport suser=JSMith
outcome=Normal act=II0 Not Applicable
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Message List

54 Saved Jobs Restore

When saved jobs that are backed up are restored to the device from an FTP server, a Saved Jobs Restore event is
recorded.

EVENT EVENT
DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | TION SEVERITY AUDIT LOG | SYSLOG INFORMATION
54 Saved Jobs 6— File Name fname=File Name The User Name is the
Restore Lrl\formatlon- User Name cuser=User Name logged in user.
Completion outcome=Completion
Status Status
e Comp-
normal
e Error

110 Status act=II0 Status

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |54 | Saved jobs restore | 6| fname=SalesReport suser=JSMith
outcome=Normal act=II0 Not Applicable
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Message List

57 Session Timer Logout

When a user is logged out of the local user interface or the Embedded Web Server because the session times out, a
Session Timer Logout event is recorded.

EVENT DATA
EVENT SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION

57 Session Timer 6— Device Name | dvchost=Device Name

Logout Informational Device Serial | deviceExternalld=Device

Number Serial Number

Interface msg=Interface

(Web, LUI,

CAQ)

User Name suser=User Name

(who was

logged out)

Session IP src=Session IP Address

Address (If

Available)

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |57 | Session timer logout |6|dvchost=SalesNEteam
deviceExternalld=GN123456 msg=Web suser=JSmith src=198.51.100.0
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Message List

58 Session Timeout Interval Change

When a user login session timeout value is changed, a Session Timeout Interval Change event is recorded.

EVENT EVENT DATA
DESCRIP- SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
EVENTID | TION SEVERITY LOG SYSLOG INFORMATION
58 Session 5—Notice Device Name | dvchost=Device Name
Timeout Device Serial | deviceExternalld=Device
Interval )
Number Serial Number
Change
Interface msg=Interface
(Web, LUI,
CACQ)
User Name suser=User Name
(who made
this change)
Session IP src=Session IP Address
Address (If
Available)
Completion outcome=Completion
Status Status
e Success
e Failed

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |58 | Session timeout interval change |5|dvchost=SalesNEteam
deviceExternallId=GN123456 msg=Web suser=JSmith src=198.51.100.0 outcome=Success
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Message List

59 User Permissions

When user permissions are configured, a User Permissions event is recorded.

EVENT EVENT DATA

DESCRIP- SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
EVENT ID | TION SEVERITY LOG SYSLOG INFORMATION
59 User 5—Notice User Name suser=User Name

Permissions

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status
(Configured)

Interface msg=Interface
(Web, Local,
CAC, SNMP)

Session IP src=Session IP Address
address (If
Available)

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |59 | User permissions |5|dvchost=SalesNEteam deviceExternalld=
GN123456 msg=Web suser=JSmith src=198.51.100.0 outcome=Configured
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Message List

60 Device Clock NTP Configuration

This event is generated when an NTP server is configured, enabled, or disabled.

EVENT ID

EVENT

DESCRIP-
TION

SYSLOG
SEVERITY

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

60

Device Clock
NTP
Configuration

5—Notice

Device
Name

dvchost=Device Name

Device Serial
Number

deviceExternalld=
Device Serial Number

Action

e Enabled

e Disabled

e Config-
ured

e Time
Sync

act=Action

NTP Server

e IP
Address:
port

e Host-
name:
port

dst=NTP Server

Completion
Status

e Success
e Failed

outcome=Completion
Status

For the outcome to be
successful, confirmation
that the device is
communicating with
the NTP server is
required.

Syslog Example Message:

<109>2024-09-04T13:30:02405:00 SalesNEteam CEF:0|Xerox|VersalLink B625 MFP |
121.025.004.22720|60|Device Clock NTP Configuration|5|dvchost=SalesNEteam
deviceExternalId=UPQ100515 act=Enabled dst=192.168.1.10:123 outcome=3Success
<109>2024-09-04T13:30:18+05:00 SalesNEteam CEF:0|Xerox|VersaLink B625 MFP |
121.025.004.22720160|Device Clock NTP Configuration|5|dvchost=SalesNEteam
deviceExternalId=UPQ100515 act=Time Sync dst=192.168.1.10:123 outcome=Success
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61 Device Administrator Role Permission

Message List

When Device Administrator role rights are granted or revoked for a user, a Device Administrator Role Permission

event is recorded.

EVENT

DESCRIP-

SYSLOG

EVENT
DATA FOR

EVENT DATA FOR

ADDITIONAL

TION

61 Device

Administrator
Role Permission

SEVERITY

4-Warning

AUDIT LOG

User Name
(of user
making the
change)

SYSLOG

suser=User Name

Device Name

dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

User Name suser=User Name

(of target

user)

Completion | outcome=Completion
Status Status

e Grant

e Revoke

INFORMATION

This event applies to
users that are
registered on the
device user database
only.

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |61 | Device administrator role permission |4 | dvchost=
SalesNEteam deviceExternalId=GN123456 suser=JSmith outcome=Grant
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Message List

62 Smartcard Configuration

When the device Smart Card Authentication option is enabled, disabled, or configured, a Smartcard Configuration
event is recorded.

62

EVENT
DESCRIP-
TION

Smartcard
Configuration

SYSLOG
SEVERITY

5-Notice

EVENT DATA FOR
AUDIT LOG

User Name

EVENT DATA FOR
SYSLOG

suser=User Name

Device Name

dvchost=Device Name

Device Serial deviceExternalld=
Number Device Serial Number
Card Type (SIPR msg=Card Type

Token, CAC/PIV)

Completion Status
e Enabled

e Disabled

e Configured

outcome=Completion
Status

ADDITIONAL
INFORMATION

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |62 | Smartcard configuration |5]|suser=Admin dvchost=

SalesNEteam deviceExternalId=GN123456 msg=CAC/PIV outcome=Enabled
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Message List

63 IPv6 Configuration

When IPv6 is configured, enabled, or disabled for the device wired or wireless network interfaces, an IPv6
Configuration event is recorded.

ADDITION-
EVENT AL
DESCRIP- SYSLOG EVENT DATA FOR AUDIT | EVENT DATA FOR INFORMA-
TION SEVERITY LOG SYSLOG TION
63 IPv6 5—Notice User Name suser=User Name
tCigEflgura- Device Name dvchost=Device Name
Device Serial Number deviceExternalld=

Device Serial Number

Completion Status outcome=Completion
e Enabled Wireless Status

e Disabled Wireless

e Configured Wireless
e Enabled Wired

e Disabled Wired

e Configured Wired

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |63 | IPv6 configuration |5|suser=Admin dvchost=SalesNEteam
deviceExternalld=GN123456 outcome=Enabled Wireless
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Message List

64 802.1x Configuration

When 802.1x is configured, enabled, or disabled for the device wired network interfaces, an 802.1x Configuration
event is recorded.

64

DESCRIPTION | SEVERITY

802.1x
Configuration

SYSLOG

5—Notice

EVENT DATA FOR
AUDIT LOG

User Name

EVENT DATA FOR
SYSLOG

suser=User Name

Device Name

dvchost=Device
Name

Device Serial
Number

deviceExternalld=
Device Serial
Number

Failover Mode
e Block Access
e Connect Anyway

act=Failover Mode

Interface msg=Interface

e Web

e SNMP

e EIP

e LUI

e SM

Session IP Address src=Session IP
Address

Completion Status outcome=

e Enabled
e Configured Wired
e Disabled

Completion Status

ADDITIONAL
INFORMATION

This event applies to
wired network
interfaces only. Any
wireless 802.1x
changes are covered
in event 99.

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |64 | 802.1x Configuration |5|suser=Admin dvchost=SalesNEteam
deviceExternalId=GN123456 outcome=Enabled
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Message List

65 Abnormal System Termination

When the device restarts to solve a problem, an Abnormal System Termination event is recorded.

EVENT DATA
EVENT SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
65 Abnormal O-Emergency | Device Name | dvchost=Device Name
System

Device Serial | deviceExternalld=Device

Termination Number Serial Number

Syslog Example Message:

<104>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |65 | Abnormal system termination |0|suser=Admin dvchost=
SalesNEteam deviceExternalld=GN123456
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Message List

66 Local Authentication Enablement

When the Login Method for the local user interface or the Embedded Web Server is changed to or from Validate on
the Device, a Local Authentication Enablement event is recorded.

EVENT
EVENT SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
DESCRIPTION SEVERITY AUDIT LOG | SYSLOG INFORMATION
66 Local 5—Notice User Name suser=User Name
Authentication Device Name | dvchost=Device Name
Enablement

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status

e Enabled
e Disabled

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |66 | Local authentication enablement |5]|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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Message List

67 Web User Interface Login Method

When the Login Method for the Embedded Web Server is changed, a Web User Interface Login Method event is
recorded.

EVENT
EVENT SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION SEVERITY AUDIT LOG | SYSLOG INFORMATION
67 Web User 5—Notice User Name suser=User Name
Interface Login Device dvchost=Device Name
Method
Name

Device Serial | deviceExternalld=Device
Number Serial Number

Authentica- | msg=Authentication
tion Method | Method Enabled
Enabled

e Network
e Local

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |67 | Web user interface loginmethod |5|suser=Admin dvchost=
SalesNEteam deviceExternallId=GN123456 msg=Network
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Message List

68 FIPS Mode Configuration

When any change is made to Federal Information Processing Standard (FIPS) mode, a FIPS Mode Configuration
event is recorded.

EVENT

SYSLOG

EVENT DATA
FOR AUDIT

EVENT DATA FOR

ADDITIONAL

EVENT ID
68

DESCRIPTION

FIPS Mode
Configuration

SEVERITY

5-Notice

LOG

User Name

SYSLOG

suser=User Name

Device Name

dvchost=Device Name

Device Serial deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status

e Configured

e Enabled

e Disabled

INFORMATION

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |68 | FIPSmode configuration |5|suser=Admin dvchost=SalesNEteam
deviceExternalId=GN123456 outcome=Enabled
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Message List

69 Xerox Secure Access Login

When a user logs in to the device using the Xerox Secure Access Unified ID System®, a Xerox Secure Access Login
event is recorded.

EVENT

SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION

69 Xerox Secure 5-Notice User Name suser=User Name
Access Login

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status

e Success
e Failed

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox |Altalink C8135]|
111.009.009.21000 |69 | Xerox secure access login |5|suser=Admin dvchost=
SalesNEteamdeviceExternalId=GN123456 outcome=3uccess
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Message List

70 Print from USB Enablement

When the Print From USB feature is enabled or disabled for the local user interface (LUI), a Print from USB
Enablement event is recorded.

EVENT EVENT DATA

DESCRIP- SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL

TION SEVERITY LOG SYSLOG INFORMATION
70 Print from USB | 5-Notice User Name suser=User Name

Enablement

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status

e Enabled
e Disabled

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |70 | Print from USB enablement |5]|suser=Admin dvchost=
SalesNEteamdeviceExternalId=GN123456 outcome=Enabled
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Message List

771 USB Port Enablement

When a USB port on the device is enabled or disabled, a USB Port Enablement event is recorded.

EVENT
SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
71 USB Port 4-Warning User Name suser=User Name
Enablement

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

USB Port ID | msg=USB Port ID

Completion | outcome=Completion
Status Status

e Enabled
e Disabled

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |71 | USB port enablement |4 |suser=Admin dvchost=SalesNEteam
deviceExternalld=GN123456 msg=Front aux outcome=Enabled
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72 Scan to USB Enablement

When the Scan to USB feature is enabled or disabled for the local user interface (LUI), a Scan to USB Enablement

event is recorded.

EVENT

DESCRIP-

SYSLOG

EVENT DATA
FOR AUDIT

EVENT DATA FOR

ADDITIONAL

TION

72 Scan to USB
Enablement

SEVERITY

5-Notice

LOG

User Name

SYSLOG

suser=User Name

Device Name

dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status

e Enabled

e Disabled

INFORMATION

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |72 | Scan to USB enablement |5|suser=Admin dvchost=SalesNEteam
deviceExternalId=GN123456 outcome=Enabled
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73 System Log Download

When a user or Xerox service representative downloads support logs from the device using the local user interface or
the Embedded Web Server, a System Log Download event is recorded.

EVENT EVENT DATA

DESCRIP- SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL

TION SEVERITY LOG SYSLOG INFORMATION
73 System Log 6— User Name suser=User Name

Download Informational

Device Name | dvchost=Device Name

File names fname=File names
downloaded downloaded

Destination msg=Destination
(IP address or
USB device)

Completion outcome=Completion
status Status

e Success
e Failed

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |73 | System logdownload | 6|suser=Admin dvchost=SalesNEteam
fname=UsageLog.csv downloaded msg=USB device outcome=Success

Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide 99



Message List

74 Scan to USB Job

On completion of a Scan to USB job, a Scan to USB Job event is recorded.

EVENT DATA
SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
74 Scan to USB 6— Job Name xrxjob1=Job Name

Job Informational

User Name suser=User Name

Completion outcome=Completion

Status Status

I10 Status act=II0 Status

Accounting xrxaccUID1=Accounting

User ID- User ID-Name

Name

Accounting xrxaccAID1=Accounting

Account ID- Account ID-Name

Name

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |74 | Scan to USB job | 6|xrxjobl=SalesReport suser=JSmith
outcome=Success act=II0 Not Applicable xrxaccUIDl=JSmith xrxaccAIDl=Sales
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75 Remote Control Panel Configuration

Message List

The Remote Control Panel allows you to access the control panel of the printer from a Web browser. When the
Remote Control Panel is enabled, disabled, or configured, a Remote Control Panel Configuration event is recorded.

75

EVENT

DESCRIPTION

Remote Control
Panel
Configuration

SYSLOG
SEVERITY

5—Notice

EVENT DATA FOR
AUDIT LOG

User Name

EVENT DATA FOR
SYSLOG

suser=User Name

Device Name

dvchost=Device
Name

Device Serial deviceExternalld=
Number Device Serial
Number

Interface Msg=Interface
e WebUI
e SNMP
IP Address of the Src=IP Address
remote computer
if available
Config Act=Config
e Speechis

Disabled
e Speechis

Enabled
Completion Status | outcomes=

e Configured for
Admin

e Configured for
Admin and
Diagnostic
Users

e Configured for
all Users

e Enabled for
Admin

e Enabled for
Admin and
Diagnostic
Users

e Enabled forall
Users

e Disabled

Completion Status

ADDITIONAL
INFORMATION

Syslog Example Message:
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<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |75 | Remote control panel configuration |5]|suser=Admin dvchost=
SalesNEteam deviceExternalld=GN123456 outcome=Enabled
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76 Remote Control Panel Session

Message List

When a Remote Control Panel session starts or ends, a Remote Control Panel Session event is recorded.

EVENT

ID

76

EVENT
DESCRIPTION

Remote Control
Panel Session

SYSLOG
SEVERITY

5—Notice

EVENT DATA
FOR AUDIT LOG

User Name (at
Remote Client)

EVENT DATA FOR
SYSLOG

suser=User Name

Device Name

dvchost=Device

Name
Device Serial deviceExternalld=
Number Device Serial
Number
Completion Status | outcomes=

e Initiated

e Initiated with
Speech

e Terminated

Completion Status

Remote Client IP
Address

src=Remote Client IP
Address

ADDITIONAL
INFORMATION

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |76 | Remote control panel session |5|suser=JdJSmith dvchost=
SalesNEteamdeviceExternalId=GN123456 outcome=Enabled src=198.51.100.0
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77 Remote Scan Feature Enablement

f Note: To enable the Remote Scan Feature on the WebUI, click Properties > Workflow Scanning > Remote
Scan Start.

Remote Scanning enables users to scan images to a TWAIN-compliant application using the TWAIN driver. When
Remote Scanning is enabled or disabled, a Remote Scan Feature Enablement event is recorded.

EVENT
SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
77 Remote Scan 5-Notice User Name suser=User Name
Feature Device Name | dvchost=Device Name
Enablement

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status

e Enabled
e Disabled

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |77 | Remote Scan feature enablement | 5| suser=Admin dvchost=
SalesNEteamdeviceExternalId=GN123456 outcome=Enabled
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78 Remote Scan Job Submitted

Message List

When a remote scan job is submitted to the device, a Remote Scan Job Submitted event is recorded.

78

EVENT

DESCRIP-
TION

Remote Scan
Job Submitted

SYSLOG
SEVERITY

6_
Information-
al

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

User Name suser=User Name

(at client if

available)

IP Address of | src=IP Address of
submitting submitting client
client

Device Name | dvchost=Device Name
Device Serial | deviceExternalld=Device
Number Serial Number

Job name (if | xrxjob1=Job Name
accepted)

Completion outcome=Completion
Status Status

e Accept

e Request

¢ Rejected

ADDITIONAL
INFORMATION

e Thisevent is
triggered on
submission of the
job.

e The device can
reject the job.

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |78 | Remote scan job submitted | 6|suser=JSmith src=198.51.100.0
dvchost=SalesNEteam deviceExternalId=GN123456 xrxjobl=SalesReport outcome=Accept

request

Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide

105



Message List

79 Remote Scan Job Completed

On completion of a remote scan job, a Remote Scan Job Completed event is recorded.

EVENT ID

EVENT
DESCRIPTION

SYSLOG
SEVERITY

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

79

Remote Scan Job
Completed

6_
Information-
al

Job Name xrxjob1=Job Name
User Name suser=User Name
Accounting xrxaccUID1=Accounting
User ID- User ID-Name

Name

Accounting xrxaccAID1=Accounting
Account ID- | Account ID-Name
Name

Completion outcome=Completion
Status Status

IIO Status act=II0 Status
Destination msg=Destination

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |79 | Remote scan job completed |6|xrxjobl=SalesReport suser=
JSmith xrxaccUID1=JSmith xrxaccAIDl=Sales act=I1I0 Not Applicable Status msg=Web

Service
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80 SMTP Connection Encryption

When Simple Mail Transfer Protocol (SMTP) connection encryption is configured, an SMTP Connection Encryption
event is recorded.

EVENT

DESCRIP-
TION

SYSLOG
SEVERITY

EVENT DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

80 SMTP 5-Notice User Name suser=User Name Details about the
) ion th
Connecpon Device Name dvchost=Device option that was
Encryption N enabled are
ame included in the
Device Serial Number | deviceExternalld= message.
Device Serial
Number
Completion Status outcomes=

e Enabled for
STARTTLS

e Enabled for
STARTTLS if Avail

e Enabled for SSL/
TLS

e Disabled
e Configured

Completion Status

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |80 | SMTP connection encryption |5]|suser=Admin dvchost=

SalesNEteamdeviceExternalId=GN123456 outcome=Enabled for SSL/TLS
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81 Email Domain Filtering Rule

When email domain filtering rules are added, deleted, or configured, an Email Domain Filtering Rule event is
recorded.

EVENT EVENT
DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
TION SEVERITY AUDIT LOG | SYSLOG INFORMATION
81 Email Domain | 5-Notice User Name suser=User Name
Filtering Rule Device dvchost=Device Name
Name

Device Serial | deviceExternalld=
Number Device Serial Number

Completion | outcome=Completion

Status Status

e Feature
Enabled

e Feature
Disabled

e Rule
Added

e Rule
Deleted

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |81 | Email domain filtering rule |5|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Rule Added
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82 Software Verification Test Started

The Software Verification Test checks the software files to confirm that they are not corrupt or modified. When a
device Software Verification Test starts, a Software Verification Started event is recorded.

EVENT DATA
EVENT SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY (o]c} SYSLOG INFORMATION
82 Software 5—Notice Device Name | dvchost=Device Name
\S/fcrllr?:jtlon Test Device Serial | deviceExternalld=Device
Number Serial Number

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |82 | Software verification test started |5|dvchost=SalesNEteam
deviceExternalId=GN123456
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83 Software Verification Test Complete

The Software Verification Test checks the software files to confirm that they are not corrupt or modified. When a
device Software Verification Test finishes, a Software Verification Completed event is recorded.

EVENT EVENT

DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL

TION SEVERITY AUDIT LOG | SYSLOG INFORMATION
83 Software 5—Notice Device dvchost=Device Name

Verification Name

Test Complete Device Serial | deviceExternalld=

Number Device Serial Number

Completion | outcome=Completion
Status Status

e Success
e Failed

e Cancel-
led

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |83 | Softwareverification test complete |5]|suser=Admin
dvchost=SalesNEteam devicekxternalId=GN123456 outcome=Success

110 Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide



Message List

84 Trellix Embedded Security State

j’ Note: Trellix® formerly known as McAfee®.

When the Trellix Security level is changed, a Trellix Embedded Security State event is recorded.

EVENT
SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
84 Trellix 1-Alert User Name | suser=User Name The possible security
Embe.dded Device dvchost=Device Name modes qre Enhanced
Security State Security and
Name .
Integrity
Device Serial | deviceExternalld= Control.
Number Device Serial Number
Security act=Security Mode
Mode
e En-
hanced
Security
e Integrity
Control
Completion | outcome=Completion
Status Status
e Enabled
e Disabled
e Pending
Enable

Syslog Example Message:

<109>2022-12-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |84 | Trellix Embedded Security State |1]|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 act=Enhanced Security outcome=Enabled
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85 Trellix Embedded Security Event

j’ Note: Trellix® formerly known as McAfee®.

When Trellix Embedded Control prevents a Read, Modify, or Execute operation, a Trellix Embedded Security Event
message is recorded.

EVENT EVENT
DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
TION SEVERITY | AUDIT LOG | SYSLOG INFORMATION
85 Trellix 1-Alert Device dvchost=Device Name Additionally, this event
Embedded Name is generated when a
Security Event Device Serial | deviceExternalld= Deluge event occurs.
Number Device Serial Number
Type act=Type
e Read
e Modify
e Execute
e Deluge
Trellix msg=message text
message
text

Syslog Example Message:

<105>2022-12-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |85 | Trellix Embedded security event |1|dvchost=SalesNEteam
deviceExternalld=GN123456 act=Modifymsg=Xerox Security prevented an attempt to
read file 'stunnel.pem' by process curl

For more information, go to www.xerox.com/security.
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87 Trellix Embedded Security Agent

j’ Note: Trellix® formerly known as McAfee®.

When Trellix Embedded Security Agent is enabled or disabled, a Trellix Embedded Security event is recorded.

EVENT
SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
87 Trellix 5-Notice User Name suser=User Name This event is for the
Embe.dded Device dvchost=Device Name agent thgt )
Security Agent Name communicates with the

Trellix ePolicy

Device Serial | deviceExternalld=Device | Orchestrator (ePO)
Number Serial Number server. If the ePO server
is changed, an
Enabled outcome is
recorded.

Completion | outcome=Completion
Status Status

e Enabled
e Disabled

Syslog Example Message:

<109>2022-12-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |87 | Trellix Embedded security agent |5|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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88 Digital Certificate Failure

If a digital certificate import failure occurs, a Digital Certificate Import Failure event is recorded.

88

EVENT

DESCRIPTION

Digital
Certificate
Failure

SYSLOG
SEVERITY

4-Warning

EVENT DATA FOR
AUDIT LOG

Device Name

EVENT DATA FOR
SYSLOG

dvchost=Device Name

Device Serial
Number

deviceExternalld=
Device Serial Number

Email address of
requestor (If
Available)

suser=Email address of
requestor

Hostname / IP
Address of Server
(If Available)

src=Hostname / IP
Address

Service Name (for
example, POP3)

sourceServiceName=
Service Name

Failure Reason
e Invalid Address

e Invalid
Certificate
e Invalid
Signature
e [P Address
Mismatch
e Hostname
Mismatch
e Certificate
Expired
o Certificate
Corrupted
e NotACA
Certificate

e CA Certificate
not in Trusted
Store

e [ssuer
Certificate not
in Chain

e Purpose Error

reason=Failure Reason

ADDITIONAL
INFORMATION

This event occurs
if the device
rejects an attempt
to add an email
address and
certificate to the
device for secure
email.

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |88 | bigital certificate import failure |4|dvchost=SalesNEteam

114

Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide



Message List

deviceExternalld=GN123456 suser=jsmith@bigsales.comreason=Invalid Certificate
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89 Device User Account Management

When local users are created or deleted on the device, a Device User Account Management event is recorded.

EVENT ID

EVENT

DESCRIP-
TION

SYSLOG
SEVERITY

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

89

Device User
Account
Management

5—Notice

User Name
(managing
user names)

suser=User Name

Device Name

dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

User name duser=User Name added
added or or deleted

deleted

Completion outcome=Completion
Status Status

e Created

e Deleted

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |89 | Device user account management |5|suser=Admin dvchost=
SalesNEteam deviceExternalld=GN123456 duser=JSmith outcome=Created
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90 Device User Account Password Change

When the password of a user account in the device user database is modified, a Device User Account Password
Change event is recorded.

EVENT
EVENT SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
90 Device User 5—-Notice User Name suser=User Name
Account (managing
Password passwords)
Change

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device

Number Serial Number

User name duser=User name
affected affected

Completion outcome=Completion
Status Status

(Password

Modified)

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |90 | Device user account password change |5|suser=Admin dvchost=
SalesNEteam deviceExternalld=GN123456 duser=JSmith outcome=Password Modified

Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide 117



Message List

91 Fax Job Secure Print Passcode

When the Secure Print Passcode for incoming fax jobs is configured for the fax Secure Receive feature, a Fax Job
Secure Print Passcode event is recorded.

EVENT DATA
SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY | LOG SYSLOG INFORMATION
91 Fax Job Secure | 5-Notice User Name suser=User Name
Print Passcode (managing
passcodes)

Device Name dvchost=Device Name

Device Serial deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status
e Passcode

Created
e Passcode

Changed

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |91 | Fax job secure print passcode |5|suser=JSmith dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Created
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92 Scan to Mailbox Folder Password

When the password for a Scan to Mailbox folder is configured, a Scan to Mailbox Folder Password event is recorded.

EVENT ADDITIONAL
DESCRIP- SYSLOG EVENT DATA INFORMA-
TION SEVERITY FOR AUDIT LOG | EVENT DATA FOR SYSLOG TION
92 Scan to 5—Notice User Name suser=User Name
Mailbox (managing
Folder passwords)
Password
Device Name dvchost=Device Name
Device Serial deviceExternalld=Device
Number Serial Number
Folder Name msg=Folder Name
Completion Status | outcome=Completion Status
(Password was
Changed)

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |92 | Scan tomailbox folder password |5|suser=JSmith dvchost=
SalesNEteamdeviceExternallId=GN123456 msg=Sales outcome=Password was Changed
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93 Fax Mailbox Passcode

When the password for a Fax Mailbox is configured, a Fax Mailbox Passcode event is recorded.

EVENT
SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
93 Fax Mailbox 5—Notice User Name suser=User Name
Passcode (managing
passwords)

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status

(Passcode
Created/
Changed)

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |93 | Faxmailbox passcode | 5| suser=Admin dvchost=SalesNEteam
deviceExternallId=GN123456 outcome=Passcode changed
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94 FTP Client Mode

This event is generated when FTP Client is changed between active and passive modes.

EVENT
DATA FOR
EVENT SYSLOG AUDIT EVENT DATA FOR ADDITIONAL
EVENT ID DESCRIPTION SEVERITY | LOG SYSLOG INFORMATION
94 FTP Client Mode 5—Notice User Name | suser=User Name When Passive mode is
Device dvchost=Device Name Q|sabled, Active mode
is enabled.
Name
Device deviceExternalld=
Serial Device Serial Number
Number

Completion | outcome=Completion
Status Status

e Active
e Passive

Session IP src=Session IP Address
Address (If
Available)

Syslog Example Message:

<109>2024-09-04T13:15:34+05:00 LobbyPrinter CEF:0|Xerox|VersalLink B625 MFP |
121.025.004.22720194|FTP Client Mode|5|suser=admin dvchost=LobbyPrinter
deviceExternalId=UPQ100515 outcome=Active src=192.168.1.63
<109>2024-09-04T13:15:54+05:00 LobbyPrinter CEF:0|Xerox|Versalink B625 MFP |
121.025.004.22720]94|FTP Client Mode|5|suser=admin dvchost=LobbyPrinter
deviceExternalId=UPQ100515 outcome=Passive src=192.168.1.63
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95 Fax Forwarding Rule

When fax forwarding rules are configured or modified, a Fax Forwarding Rule event is recorded.

EVENT

EVENT SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
DESCRIPTION SEVERITY AUDIT LOG | SYSLOG INFORMATION

95 Fax Forwarding 5-Notice User Name suser=User Name
Rule

Device dvchost=Device Name
Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion | outcome=Completion
Status: Status

e Rule Edit

e Rule
Enabled

e Rule
Disabled

e Rule
Changed

e Rule
Enabled
on Fax
Line 1

e Rule
Enabled
on Fax
Line 2

e Rule
Disabled
on Fax
Line 1

e Rule
Disabled
on Fax
Line 2

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |95 | Fax forwarding rule | 5| suser=Admin dvchost=SalesNEteam
deviceExternalId=GN123456 outcome=Rule Enabled
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96 Allow Weblet Installation

When the Security Installation Policy for weblet installation is changed, an Allow Weblet Installation event is
recorded.

EVENT EVENT

DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENTID | TION SEVERITY AUDIT LOG | SYSLOG INFORMATION
96 Allow Weblet 5—Notice User Name suser=User Name

Installation

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion

Status Status

e Enable
Installa-
tion

e Block
Installa-
tion

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |96 | Allowweblet installation |5|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Enable Installation
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97 Weblet Installation

When a weblet is installed or deleted, a Weblet Installation event is recorded.

97

EVENT

DESCRIP-
EVENT ID | TION

Weblet
Installation

SYSLOG
SEVERITY

4-Warning

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

User Name suser=User Name
Device dvchost=Device Name
Name

Device Serial | deviceExternalld=Device
Number Serial Number

Weblet msg=Weblet Name
Name

Action act=Action

e Install

e Delete

Completion | outcome=Completion
e Success | Status

e Fail

ADDITIONAL
INFORMATION

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |97 | Weblet installation |4|suser=Admin dvchost=SalesNEteam
deviceExternalld=GN123456 msg=@PrintByXerox act=Install outcome=Success
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98 Weblet Enablement

When a weblet is enabled or disabled, a Weblet Enablement event is recorded.

EVENT EVENT

DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENTID | TION SEVERITY AUDIT LOG | SYSLOG INFORMATION
98 Weblet 5—Notice User Name suser=User Name

Enablement

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device

Number Serial Number
Weblet msg=Weblet Name
Name

Completion outcome=Completion
Status Status

e Enabled
e Disabled

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |98 | Weblet enablement |5]|suser=Admin dvchost=SalesNEteam
deviceExternalld=GN123456 msg=@PrintByXerox outcome=Enabled
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Message List

99 Network Connectivity Configuration

When any configuration is changed for Wired, Wireless, or Wi-Fi Direct network interfaces, a Network Connectivity
Configuration event is recorded.

EVENT
SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
99 Network 5—Notice User Name suser=User Name
Connectivity

Device Name | dvchost=Device Name

Configuration
Device Serial | deviceExternalld=Device
Number Serial Number

Interface msg=Interface
e Web
e local
e SNMP

Session IP src=Session IP Address
Address ( If
Available)

Completion outcome=Completion

Status Status

e Enable
Wireless

e Disable
Wireless

e Configure
Wireless

e Enable
Wired

e Disable
Wired

e Configure
Wired

e Enable
Wi-Fi
Direct®

e Disable
Wi-Fi
Direct®

e Configure
Wi-Fi
Direct®

Syslog Example Message:
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Message List

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |99 | Network connectivity configuration |5]|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Enable Wireless
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Message List

100 Address Book Permissions

When Device Address Book permissions are changed in the Embedded Web Server, an Address Book Permissions
event is recorded.

EVENT DATA
EVENT SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
100 Address Book 5—-Notice User Name suser=User Name
Permissions

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status (SA Status

Only | Open
Access
Enabled
WebUI) / (SA
Only | Open
Access
Enabled
LocalUl)

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |100 | Address book permissions |5|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=0pen Access Enabled WebUI
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Message List

101 Address Book Export

When the Device Address Book is exported from the local user interface or from the Embedded Web Server, an
Address Book Export event is recorded.

EVENT
DESCRIP- SYSLOG EVENT DATA FOR EVENT DATA FOR | ADDITIONAL
TION SEVERITY AUDIT LOG SYSLOG INFORMATION
101 Address Book | 4—Warning User Name suser=User Name
Export Device Name dvchost=Device
Name

Device Serial Number deviceExternalld=
Device Serial
Number

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |101 | Address book export |4 |suser=Admin dvchost=SalesNEteam
deviceExternalId=GN123456
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Message List

102 Software Upgrade Policy

When the device software Installation Policy is modified, a Software Upgrade Policy event is recorded.

EVENT EVENT DATA
DESCRIP- SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
EVENT ID | TION SEVERITY LOG SYSLOG INFORMATION
102 Software 4-Warning User Name suser=User Name
Upgrade Policy Device Name | dvchost=Device Name
Device Serial | deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status
e Enable
Installa-
tion
e Disable
Installa-
tion

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |102 | Software Upgrade Policy |4 |suser=Admin dvchost=
SalesNEteam deviceExternallId=GN123456 outcome=Enable Installation
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Message List

103 Supplies Plan Activation

When a Supplies Plan Activation Code is entered, a Supplies Plan Activation event is recorded.

EVENT

EVENT SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION

103 Supplies Plan 5-Notice Device Name | dvchost=Device Name
Activation

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion

Status Status

e Success -
if
Passcode
is ok

e Failed - if
Passcode
is not ok

Locked out - | msg=Lockout + Time
if Max Remaining

Attempts
Exceed 5

Time
Remaining:
e Hrs-
Remain-
ing for
next
attempt
e Min-
Remain-
ing for
next
attempt

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |103 | Suppliesplanactivation |5|dvchost=SalesNEteamn
deviceExternalld=GN123456 outcome=Success msg=01:00
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Message List

104 Plan Conversion

When a service plan conversion code is entered at the local user interface, a Plan Conversion event is recorded.

EVENT EVENT

DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID TION SEVERITY AUDIT LOG | SYSLOG INFORMATION

104 Plan 5—Notice Device Name | dvchost=Device Name
Conversion

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion

Status Status

e Success -
if
Passcode
is ok

e Failed - if
Passcode
is not ok

Locked out - | msg=Lockout + Time
if Max Remaining

Attempts
Exceed 5

Time
Remaining:
e Hrs-
Remain-
ing for
next
attempt
e Min-
Remain-
ing for
next
attempt

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |104 | Plan conversion |5]|dvchost=SalesNEteamdeviceExternalld=
GN123456 outcome=Success msg=00:43
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105 IPv4 Configuration

When IPv4 is enabled, disabled, or configured for the device Wired or Wireless network interfaces, an IPv4
Configuration event is recorded.

105

EVENT

DESCRIP-
TION

IPv4
Configuration

SYSLOG
SEVERITY

5—Notice

EVENT DATA
FOR AUDIT
LOG

User Name

EVENT DATA FOR
SYSLOG

suser=User Name

Device Name

dvchost=Device Name

Device Serial
Number

deviceExternalld=
Device Serial Number

Completion
Status

Enabled
Wireless
Disabled
Wireless
Configured
Wireless
Enabled
Wired
Disabled
Wired
Configured
Wired

outcome=Completion
Status

Message List

ADDITIONAL
INFORMATION

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |105 | IPv4 configuration |5|suser=Admin dvchost=SalesNEteam
deviceExternalld=GN123456 outcome=Enabled Wireless
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Message List

106 SA PIN Reset

When the system administrator Admin account password is reset to the default administrator password, an SA PIN
Reset event is recorded.

EVENT

EVENT SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION

106 SA PIN Reset 1-Alert Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status - Status
Success

Syslog Example Message:

<105>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |106 | SAPINreset |1|dvchost=SalesNEteam devicekExternalld=
GN123456 outcome=Success
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Message List

107 Convenience Authentication Login

When a user logs in to the device using Convenience Authentication, a Convenience Authentication Login event is
recorded.

EVENT DATA
SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
107 Convenience 5—Notice User Name suser=User Name
Authentication

) Device Name | dvchost=Device Name
Login

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status

e Success
e Failed

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |107 | Convenience authentication login |5|suser=JSmith dvchost=
SalesNEteamdeviceExternalId=GN123456 outcome=3uccess
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Message List

108 Convenience Authentication Configuration

When the Login Method for the local user interface is configured, or changed to or from Convenience
Authentication, a Convenience Authentication Configuration event is recorded.

EVENT DATA
EVENT SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
108 Convenience 5—Notice User Name suser=User Name
Authgnt|cqt|on Device Name dvchost=Device Name
Configuration
Device Serial deviceExternalld=
Number Device Serial Number
Completion outcome=Completion
Status Status
e Configured
e Enabled
e Disabled

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |108 | Convenience authentication configuration |5|suser=Admin
dvchost=SalesNEteam deviceExternalld=GN123456 outcome=Configured
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109 Fax Passcode Length

Message List

When the minimum length for the fax passcode is changed, a Fax Passcode Length event is recorded.

EVENT
DESCRIPTION

SYSLOG
SEVERITY

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

EVENT ID

109

Fax Passcode
Length

5—Notice

User Name
(managing
passcodes)

suser=User Name

Device Name

dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status - Status

Passcode

Length

Changed

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |109 | Fax passcode length | 5| suser=Admin dvchost=SalesNEteam
deviceExternalId=GN123456 outcome=Passcode Length Changed
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Message List

110 Custom Authentication Login

When a user logs in using Custom Authentication, a Custom Authentication Login event is recorded.

EVENT ID

EVENT
DESCRIPTION

SYSLOG
SEVERITY

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

110

Custom
Authentication
Login

5—Notice

User Name

suser=User Name

Device Name

dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status

e Success

e Failed

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |110 | Customauthentication login |5|suser=Admin dvchost=
SalesNEteamdeviceExternalId=GN123456 outcome=Success
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Message List

111 Custom Authentication Configuration

When the Login Method for the local user interface is configured, or changed to or from Custom Authentication, a
Custom Authentication Configuration event is recorded.

EVENT DATA
EVENT SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION

111 Custom 5—Notice User Name suser=User Name

é;;?;njrlzggzn Device Name | dvchost=Device Name

Device Serial deviceExternalld=Device

Number Serial Number

Completion outcome=Completion

Status Status

e Config-

ured
e Enabled
e Disabled

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |111 | Customauthentication configuration |5]|suser=Admin
dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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Message List

112 Billing Impression Mode

When the Billing Impression Mode is changed, a Billing Impression Mode event is recorded.

112

EVENT

DESCRIP-
TION

Billing
Impression
Mode

SYSLOG
SEVERITY

5—Notice

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

User Name suser=User Name
Device dvchost=Device Name
Name
Device Serial | deviceExternalld=Device
Number Serial Number
Mode act=Mode
e Setto A4

Mode
e Setto A3

Mode
Completion | outcome=Completion
Status Status
e Success
e Failed

ADDITIONAL
INFORMATION

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |112 | Billing impressionmode |5]|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 act=Set to A4 Mode outcome=Success
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114 Clone File Installation Policy

Message List

When the security installation policy for cloning is changed, a Clone File Installation Policy event is recorded.

EVENT ID

EVENT

DESCRIPTION

SYSLOG
SEVERITY

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

114

Clone File
Installation
Policy

4-Warning

User Name suser=User Name
Device dvchost=Device Name
Name
Device Serial | deviceExternalld=Device
Number Serial Number
Completion | outcome=Completion
Status Status
e Disabled
e Enabled

for

encrypt-

ed files

only

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |114 | Clone fileinstallationpolicy |4]|suser=Admin dvchost=
SalesNEteamdeviceExternalId=GN123456 outcome=Enable for encrypted files only
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Message List

115 Save For Reprint Job

When a job is saved for reprinting, a Save For Reprint Job event is recorded.

EVENT
DESCRIP- SYSLOG EVENT DATA FOR | EVENT DATA FOR ADDITIONAL
TION SEVERITY AUDIT LOG SYSLOG INFORMATION
115 Save For 6-Informational | Job Name xrxjob1=Job Name If the job is
Reprint Job printed and
User Name suser=User Name saved. both
Source msg=Print from USB / event 5 and
e Print from USB | Print from URL event 115 are
recorded.

e Print from URL
e Print Protocol

e Web UI

Completion Status | outcome=Completion
Status

110 Status act=II0 Status

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |115 | Save for reprint job |6|xrxjobl=SalesReport suser=JSmith
msg=Print from USB outcome=Success act=II0 Not Applicable

142 Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide



116 Web User Interface Access Permission

Message List

When an access permission is changed for the Embedded Web Server, a Web User Interface Access Permission
event is recorded.

EVENT

SYSLOG

EVENT
DATA FOR

EVENT DATA FOR

ADDITIONAL

EVENT ID
116

DESCRIPTION

Web User
Interface Access
Permission

SEVERITY

4-Warning

AUDIT LOG

User Name

SYSLOG

suser=User Name

Device Name

dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion | outcome=Completion
Status Status
e Standard

Access
e Open

Access

e Restricted

INFORMATION

Syslog Example Message:

<108>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |116 | Web user interface access permission |4]|suser=Admin
dvchost=SalesNEteam devicekExternalId=GN123456 outcome=Standard Access
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Message List

117 System Log Push to Xerox

When a user initiates the sending of system log information to the Xerox server, on completion of the data send, a
System Log Push to Xerox event is recorded.

EVENT EVENT
DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | TION SEVERITY AUDIT LOG | SYSLOG INFORMATION
117 System Log 5—Notice User Name, | suser=User Name The message includes
Push to Xerox if the User Name if user
authenticat- is authenticated.
ed
Server request=Server
destination | destination URL
URL
Log identifier | fname=Log identifier
string string
(filename)

Completion | outcome=Completion
Status Status

e Success
e Failed

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |117 | System log push to Xerox |5|suser=Admin request=https://
remserv03.support.xerox.com:443/MDTPP/MDT fname=6TB436726.20200612.B001
outcome=Success
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Message List

120 Mopria Print Enablement

When Mopria is enabled or disabled for printing, a Mopria Print Enablement event is recorded.

EVENT DATA
EVENT SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
120 Mopria Print 5-Notice User Name suser=User Name
Enablement

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device

Number Serial Number
Completion outcome=Completion
Status Status

e Enabled

e Disabled

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |120 | Mopria Print Enablement |5]|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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Message List

123 Near Field Communication (NFC) Enablement

When NFC is enabled or disabled, a Near Field Communication (NFC) Enablement event is recorded.

EVENT ID

EVENT
DESCRIPTION

SYSLOG
SEVERITY

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

123

Near Field
Communication
(NFC)
Enablement

5—Notice

User Name

suser=User Name

Device Name

dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status

e Enabled

e Disabled

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |123 | Near Field Communication (NFC) enablement |5]|suser=Admin
dvchost=SalesNEteam deviceExternallId=GN123456 outcome=Enabled
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124 Invalid Login Attempt Lockout

Message List

When an account is locked out due to an invalid login attempt, an Invalid Login Attempt Lockout event is recorded.

EVENT ID
124

EVENT
DESCRIPTION

Invalid Login
Attempt
Lockout

SYSLOG
SEVERITY

4-Warning

EVENT
DATA FOR
AUDIT
LOG

Device
Name

EVENT DATA FOR
SYSLOG

dvchost=Device Name

Device
Serial
Number

deviceExternalld=Device
Serial Number

Interface

e Web UI
e Local UI
e SNMP

e Remote
e Fax

e Secure
Fax

msg=Interface

Session IP
Address (If
Available)

src=Session IP Address

ADDITIONAL
INFORMATION

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |124 | Invalid login attempt lockout |4 |dvchost=SalesNEteam
deviceExternalId=GN123456 msg=Web UI src=198.51.100.0

Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide

147



Message List

125 Secure Protocol Log Enablement

When Secure Protocol Log is enabled or disabled for Audit Log, a Secure Protocol Log Enablement event is
recorded.

EVENT

SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION

125 Secure Protocol | 4-Warning User Name suser=User Name
Log Enablement

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion | outcome=Completion
Status Status

e Enabled
e Disabled

Syslog Example Message:

<108>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |125 | Secure protocol logenablement |4]|suser=Admin dvchost=
SalesNEteamdeviceExternalId=GN123456 outcome=Enabled
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Message List

126 Display Device Information Configuration

When Display Device Information is configured to display information on the local user interface, such as the IP
Address or Host Name, a Display Device Information Configuration event is recorded.

EVENT

EVENT SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION

126 Display Device 5—-Notice User Name | suser=User Name
Information
Configuration

Device dvchost=Device Name
Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion | outcome=Completion
Status Status
(Configured)

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |126 | Display device information configuration |5|suser=Admin
dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Configured
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Message List

127 Successful Login After Lockout Expired

When a user logs in to the device after a lockout period expires, a Successful Login After Lockout Expired event is
recorded.

EVENT DATA

SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION

127 Successful 5—Notice Device Name | dvchost=Device Name
Login After
Lockout Expired

Device Serial | deviceExternalld=Device
Number Serial Number

Interface
e Web UI
e local UI

Session IP src=Session IP address
address (If
Available)

Count of msg=Interface + Count of
invalid Invalid attempts
attempts: xx
attempts
where xx =
the number
of attempts.

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 1127 | Successful loginafter lockout expired |5|dvchost=
SalesNEteamdeviceExternalId=GN123456 src=198.51.100.0 msg=Web UI 7 attempts
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Message List

128 Erase Customer Data

The Erase Customer Data feature clears all customer-specific information, including jobs, configurations, and
settings, from the printer. On completion of the Erase Customer Data process, an Erase Customer Data event is
recorded.

EVENT
SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
128 Erase Customer | 4-Warning Device Serial | deviceExternalld=Device | This event is not
Data Number Serial Number forwarded to a log

destination, because

Completion | outcome=Completion the Erase Customer

Status Status

Data process erases
e Success the server details.
e Failed

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |128 | Erase Customer Data |4 |deviceExternalld=GN123456 outcome=
Success
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Message List

129 Audit Log SFTP Scheduled Configuration

You can use Secure FTP (SFTP) to send the device audit log file to a server on demand, or schedule a daily log
transfer. When Schedule Automatic Log Transfer is configured, an Audit Log SFTP Scheduled Configuration event is

recorded.

EVENT ID

EVENT
DESCRIPTION

SYSLOG
SEVERITY

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

129

Audit Log SFTP
Scheduled
Configuration

5—Notice

User Name

suser=User Name

Device Name

dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status
e Config-

ured
e Enabled
e Disabled

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox |Altalink C8135]|
111.009.009.21000 |129 | Audit 1log SFTP scheduled configuration |5|suser=Admin
dvchost=SalesNEteam deviceExternalIld=GN123456 outcome=Enabled
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Message List

130 Audit Log SFTP Transfer

You can use Secure FTP (SFTP) to send the device audit log file to a server on demand, or schedule a daily log
transfer. When a Schedule Automatic Log Transfer process completes, an Audit Log SFTP Transfer event is recorded.

EVENT DATA
SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
130 Audit Log SFTP | 5-Notice User Name suser=User Name
Transfer Device Name dvchost=Device Name
Device Serial deviceExternalld=Device
Number Serial Number
Destination msg=Destination Server
Server
Failure Reason reason=Failure Reason
e NA
e  Maximum
Payload Size
Exceeded
e (Connection
Timeout
Completion outcome=Completion
Status Status
e Success
e Failed

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |130 | Audit 1log SFTP transfer |5|suser=Admin dvchost=
SalesNEteam deviceExternallId=GN123456msg=192.168.1.10:22 outcome=File
Transmitted
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Message List

131 Remote Software Download Policy

When the policy for remote software download is changed, a Remote Software Download Policy event is recorded.

EVENT

SYSLOG

EVENT
DATA FOR

EVENT DATA FOR

ADDITIONAL

EVENT ID
131

DESCRIPTION

Remote
Software
Download Policy

SEVERITY

5—Notice

AUDIT LOG

SYSLOG

User Name suser=User Name
Device dvchost=Device Name
Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion | outcome=Completion
Status Status

e Enabled

e Disabled

INFORMATION

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |131 | Remote software download policy |5]|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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Message List

132 AirPrint & Mopria Scanning Configuration / Mopria Scanning Configuration

When AirPrint and Mopria scanning is enabled, disabled, or configured, an AirPrint & Mopria Scanning Configuration
event is recorded.

EVENT DATA

EVENT SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION SEVERITY | LOG SYSLOG INFORMATION
132 AirPrint & Mopria | 5-Notice User Name suser=User Name

Scanrnng : Device Name dvchost=Device
Configuration /
Mopria Scanning Name
Configuration Device Serial deviceExternalld=

Number Device Serial

Number

Interface msg=Interface

e Web

e SNMP

Session IP src=Session IP

address (If address

Available)

Completion outcome=

Status Completion Status

e Configured

e Enabled

e Disabled

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |132 | AirPrint & Mopria scanning configuration |5|suser=Admin
dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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Message List

133 AirPrint & Mopria Scan Job Submitted / Mopria Scan Job Submitted

When an AirPrint or Mopria scan job is submitted, an AirPrint & Mopria Scan Job Submitted event is recorded.

133

AirPrint &
Mopria Scan

Job Submitted /

Mopria Scan
Job Submitted

SYSLOG
DESCRIPTION | SEVERITY

6_
Informational

EVENT DATA
FOR AUDIT
LOG

Job name (If

EVENT DATA FOR
SYSLOG

xrxjob1=Job Name

Accepted)
UserName (If | suser=User Name
Available)
IP Address of | src=IP Address of
Submitting Submitting Client
Client
Device Name | dvchost=Device Name
Device Serial deviceExternalld=
Number Device Serial Number
Completion outcome=Completion
Status Status
e Accept
e Reject

request

ADDITIONAL
INFORMATION

The message
indicates whether the
job was accepted or
rejected.

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |133 | AirPrint & Mopria scan job submitted | 6|xrxjobl=
SalesReport suser=JSmith src=198.51.100.0 dvchost=SalesNEteam deviceExternalld=
GN123456 outcome=Accept request
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Message List

134 AirPrint & Mopria Scan Job Completed / Mopria Scan Job Completed

On completion of an accepted AirPrint or Mopria scan job, an AirPrint & Mopria Scan Job Completed event is
recorded.

EVENT DATA
EVENT SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
134 AirPrint & 6— Job Name xrxjob1=Job Name
Mopria Scan Informational
Job Completed / User Ngme suser=User Name
Mopria Scan (If Available)
Job Completed Completion outcome=Completion
Status Status

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |134 | AirPrint & Mopria scan job completed | 6| xrxjobl=
SalesReport suser=JSmith outcome=Success
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Message List

136 Remote Services NVM Write

After the device completes a non-volatile memory (NVM) data write request initiated from Xerox Remote Services, a

Remote Services NVM Write event is recorded.

136

EVENT

DESCRIP-
TION

Remote
Services NVM
Write

SYSLOG
SEVERITY

5—Notice

EVENT
DATA FOR
AUDIT LOG

Device Name

EVENT DATA FOR
SYSLOG

dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status

e Success

e Failed

ADDITIONAL
INFORMATION

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |136 | Remote services NVMwrite |5|dvchost=SalesNEteam
deviceExternalId=GN123456 outcome=Success
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Message List

137 FIK Install via Remote Services

When the device completes an installation request for a Feature Installation Key (FIK) that was initiated from Xerox
Remote Services, a FIK Install via Remote Services event is recorded.

EVENT DATA
EVENT SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
137 FIK Install via 5—Notice Device Name | dvchost=Device Name
Rem.ote Device Serial | deviceExternalld=Device
Services

Number Serial Number

Completion outcome=Completion
Status Status

e Success
e Failed

User-readable | msg=User-readable
names for the | names for the features
features being installed

being
installed

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |137 | FIK Install via Remote Services |5|dvchost=SalesNEteam
deviceExternalld=GN123456 outcome=Enabled msg=North America/Europe Sold
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Message List

138 Remote Services Data Push

This event is generated after the SA requests a Support Log data push to Xerox Remote Services and the device
completes the request.

EVENT
SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
138 Remote 5—Notice Device Name | dvchost=Device Name
lile;;\;lces Data Device Serial | deviceExternalld=Device

Number Serial Number

Destination msg=Destination
e Sentto
Produc-
tion
Server
e Sentto
Test
Server
e Sentto
Staging
Server

Completion outcome=Completion
Status Status

e Success
e Failed

Syslog Example Message:

<109>2024-09-04T04:25:13-04:00 XRXU788c77fcadbl CEF:0|Xerox|VersaLink C625
Color MFP|121.024.004.22720]138|Remote Services Data Push|5|dvchost=Xerox
Versalink C625 Color MFP (FC:A4:Bl) deviceExternalId=UQA188040 msg=Sent to
Production Server outcome=Success
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139 Remote Services Enablement

Message List

When Remote Services is enabled or disabled, a Remote Services Enablement event is recorded.

EVENT ID

EVENT
DESCRIPTION

SYSLOG
SEVERITY

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

139

Remote Services
Enablement

5—Notice

User Name suser=User Name
Device dvchost=Device Name
Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion | outcome=Completion
Status Status

e Enabled

e Disabled

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |139 | Remote services enablement |5|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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Message List

140 Restore Backup Installation Policy

When the Backup and Restore settings installation policy is changed, a Restore Backup Installation Policy event is
recorded.

EVENT
SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
140 Restore Backup | 5-Notice User Name suser=User Name
Installation

) Device Name | dvchost=Device Name
Policy

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status

e Enabled
e Disabled

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |140 | Restore backup installationpolicy |5|suser=Admin
dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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147 Backup File Downloaded

When a backup file is created, then downloaded from the device, a Backup File Downloaded event is recorded.

141

EVENT
DESCRIPTION

Backup File
Downloaded

SYSLOG
SEVERITY

5—Notice

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

File Name fname=File Name
User Name suser=User Name
Interface msg=Interface
(WebUI)

Destination dst=Destination IP
IP Address (if | Address
applicable)

Completion outcome=Completion
Status Status

e Success

e Failed

Message List

ADDITIONAL
INFORMATION

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |141 | Backup File Downloaded | 5| fname=SalesReport suser=JSmith
msg=WebUI dst=198.51.100.0 outcome=Success
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Message List

142 Backup File Restored

When a backup file is restored, then installed on the device, a Backup File Restored event is recorded.

EVENT
EVENT SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION SEVERITY AUDIT LOG | SYSLOG INFORMATION
142 Backup File 5—Notice File Name fname=File Name
Restored

User Name suser=User Name

Device Name | dvchost=Device Name

Session IP src=Session IP address
address (If
Available)

Interface msg=Interface
(WebUI)

Completion outcome=Completion
Status Status

e Success
e Failed

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |142 | Backup file restored |5| fname=SalesReport suser=JSmith
dvchost=SalesNEteam src=198.51.100.0 msg=WebUI outcome=Success
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Message List

143 Google Cloud Print Services Configuration

This event is generated when Google Cloud Print Services is configured.

f Note: This event is not applicable to newer firmwares.

ADDITIONAL
EVENT SYSLOG EVENT DATA FOR EVENT DATA FOR INFORMA-
DESCRIPTION | SEVERITY AUDIT LOG SYSLOG TION
143 Google Cloud 5-Notice User Name suser=User Name

Prlnt.Serwc.es Device Name dvchost=Device Name
Configuration

Device Serial deviceExternalld=Device

Number Serial Number

Completion Status outcome=Completion

« Configured Status

e Enabled

e Disabled

Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide 165



Message List

144 User Permission Role Assignment

When User Permission Roles are assigned, a User Permission Role Assignment event is recorded.

EVENT ID

EVENT

DESCRIP-
TION

SYSLOG
SEVERITY

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

144

User
Permission
Role
Assignment

5—Notice

User Name suser=User Name
Device dvchost=Device Name
Name

Device Serial | deviceExternalld=Device
Number Serial Number

User or msg=User or Group
Group Name | Name

(assigned)

Role Name spriv=Role Name
Action act=Action

e Added

e Removed

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |144 | User permission role assignment |5]|suser=Admin dvchost=
SalesNEteamdeviceExternallId=GN123456 msg=Sales spriv=Admin act=Added
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145 User Permission Role Configuration

Message List

When User Permission Roles are configured, a User Permission Role Configuration event is recorded.

145

EVENT

DESCRIP-
TION

User
Permission
Role
Configuration

SYSLOG
SEVERITY

5—Notice

EVENT DATA FOR
AUDIT LOG

User Name

ADDITIONAL
INFORMA-

EVENT DATA FOR SYSLOG | TION

suser=User Name

Device Name

dvchost=Device Name

Device Serial deviceExternalld=Device
Number Serial Number
Role Name spriv=Role Name

Completion Status
o Created

e Deleted

e Configured

outcome=Completion Status

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|

111.009.009.21000 |145 | User permission role configuration |5|suser=Admin
dvchost=SalesNEteam deviceExternalId=GN123456 spriv=Device Administrator
outcome=Created
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Message List

146 Admin Password Reset Policy Configuration

When the Admin Password Reset policy is configured, an Admin Password Reset Policy Configuration event is
recorded.

EVENT DATA
SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
146 Admin 5-Notice User Name suser=User Name
Pas.sword Reset Device Name | dvchost=Device Name
Policy
Configuration Device Serial | deviceExternalld=Device

Number Serial Number

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |146 | Admin password reset policy configuration |5|suser=Admin
dvchost=SalesNEteam deviceExternalId=GN123456
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Message List

147 Local User Account Password Policy

When the password policy for local user accounts is changed, a Local User Account Password Policy event is
recorded.

EVENT DATA
SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
147 Local User 5—Notice User Name suser=User Name
Account

) Device Name | dvchost=Device Name
Password Policy

Device Serial | deviceExternalld=Device
Number Serial Number

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |147 | Local user account passwordpolicy |5|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456
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Message List

148 Restricted Administrator Login

When a user with restricted administrator role permissions logs in to the device, a Restricted Administrator Login
event is recorded.

EVENT EVENT

DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | TION SEVERITY AUDIT LOG | SYSLOG INFORMATION
148 Restricted 5—Notice User Name suser=User Name

Administrator

) Device Name | dvchost=Device Name
Login

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status

e Success
e Failed

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |148 | Restricted administrator login |5|suser=Admin dvchost=
SalesNEteamdeviceExternalId=GN123456 outcome=3uccess
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149 Restricted Administrator Role Permission

Message List

When a user is added or removed from a restricted administrator role, a Restricted Administrator Role Permission
event is recorded.

EVENT

SYSLOG

EVENT DATA

FOR AUDIT

EVENT DATA FOR

ADDITIONAL

EVENT ID
149

DESCRIPTION

Restricted
Administrator
Role Permission

SEVERITY

5-Notice

LOG

User Name
(of user
making the
change)

SYSLOG

suser=User Name

Device Name

dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

User Name duser=User Name

(of target

user)

Action act=Action

e Grant

e Revoke

INFORMATION

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |149 | Restricted administrator role permission |5]|suser=Admin
dvchost=SalesNEteam deviceExternalId=GN123456 duser=JSmith act=Grant
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Message List

150 Logout

When a user logs out of the device, a Logout event is recorded.

EVENT

SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION SEVERITY AUDIT LOG | SYSLOG INFORMATION

150 Logout 6— Device Name | dvchost=Device Name
Informational

Device Serial | deviceExternalld=Device
Number Serial Number

Interface msg=Interface
e Web
e LUI

e CAC

User Name suser=User Name
(who was
logged out)

Session IP src=Session IP Address
Address (If
Available)

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |150 | Logout | 6|dvchost=SalesNEteam deviceExternalId=GN123456
msg=LUI suser=JSmith src=198.51.100.0
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Message List

151 IPP Configuration

When Internet Printing Protocol (IPP) is enabled, disabled, or configured, an IPP Configuration event is recorded.

EVENT EVENT DATA
DESCRIP- SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
TION SEVERITY LOG SYSLOG INFORMATION
151 IPP 5—Notice User Name suser=User Name

Configuration Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device

Number Serial Number

Completion outcome=Completion

Status Status

e Config-

ured
e Enabled
e Disabled

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |151 | IPP configuration |5|suser=Admin dvchost=SalesNEteam
deviceExternalId=GN123456 outcome=Enabled
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Message List

152 HTTP Proxy Server Configuration

When a Hypertext Transfer Protocol (HTTP) Proxy Server is configured, an HTTP Proxy Server Configuration event is

recorded.

152

EVENT

DESCRIP-
TION

HTTP Proxy
Server
Configuration

SYSLOG
SEVERITY

5—-Notice

EVENT DATA
FOR AUDIT LOG

User Name

EVENT DATA FOR
SYSLOG

suser=User Name

Device Name

dvchost=Device Name

Device Serial deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status

e Configured

e Enabled

e Disabled

ADDITIONAL
INFORMATION

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |152 | HTTP proxy server configuration |5]|suser=Admin dvchost=
SalesNEteam deviceExternalld=GN123456 outcome=Enabled
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Message List

153 Remote Services Software Download

When device software or configuration file download operations are processed using Remote Services, a Remote
Services Software Download event is recorded.

EVENT
SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
153 Remote 4-Warning Device Name | dvchost=Device Name
Services Device Serial | deviceExternalld=Device
Software )
Number Serial Number
Download
Completion outcome=Completion
Status Status
e Success
e Failed
File Name fname=File Name

Syslog Example Message:

<108>2022-08-30T12:28:36+05:301ocalhostCEF:0|Xerox|AltalinkC8130|
118.009.002.22900|153 |RemoteServicesSoftwareDownload|4|dvchost=
XeroxAltaLinkC8130 (A9:1E:D6) deviceExternalId=EKZ3365120utcome=SUCCESSfname=
XeroxAltalink C8130-C8135 system-sw#11800900223710.DLM
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Message List

154 Restricted Administrator Permission Role Configuration

When a permission role with restricted administrator access is created, deleted, or configured, a Restricted
Administrator Permission Role Configuration event is recorded.

EVENT ID

EVENT

DESCRIPTION

SYSLOG
SEVERITY

EVENT DATA
FOR AUDIT
LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

154

Restricted
Administrator

Permission Role

Configuration

4-Warning

User Name suser=User Name
Device Name | dvchost=Device Name
Device Serial | deviceExternalld=Device
Number Serial Number
Restricted msg=Restricted admin
admin role role name
name
Completion outcome=Completion
Status Status
e C(Created
e Deleted
e Config-

ured

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |154 | Restricted administrator permission role configuration |
4| suser=Admin dvchost=SalesNEteam deviceExternalId=GN123456 msg=Device
Administrator outcome=Created

176

Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide



Message List

155 Weblet Installation Security Policy

When the Security Installation Policy is changed for weblets, a Weblet Installation Security Policy event is recorded.

EVENT

DESCRIP- SYSLOG EVENT DATA FOR EVENT DATA FOR | ADDITIONAL

TION SEVERITY AUDIT LOG SYSLOG INFORMATION
155 Weblet 4-Warning User Name suser=User Name

Instalation Device Name dvchost=Device

Security Policy Name

Device Serial Number | deviceExternalld=

Device Serial
Number
Policy outcome=Policy
e Allow installation
of encrypted
Weblets

e Allow installation
of both encrypted
and unencrypted
Weblets

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |155 | Weblet installation securitypolicy |4]|suser=Admin
dvchost=SalesNEteam devicekExternalId=GN123456 outcome=Allow installation of
encrypted Weblets
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Message List

156 Lockdown and Remediate Security Enablement

When lockdown and remediate security is enabled or disabled in Configuration Watchdog, a Lockdown and

Remediate Security Enablement event is recorded.

EVENT ID

EVENT
DESCRIPTION

SYSLOG
SEVERITY

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

156

Lockdown and
Remediate
Security
Enablement

5—Notice

User Name suser=User Name
Device Name | dvchost=Device Name
Device Serial | deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status

e Enabled

e Disabled

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |156 | Lockdown and remediate security enablement |5|suser=Admin
dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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157 Lockdown Security Check Complete

Message List

When a lockdown security check is completed in Configuration Watchdog, a Lockdown Security Check Complete
event is recorded.

157

EVENT
DESCRIPTION

Lockdown
Security Check
Complete

SYSLOG
SEVERITY

6—
Information-
al

EVENT DATA

FOR AUDIT
LOG

EVENT DATA FOR
SYSLOG

User Name suser=User Name

(If Available.

SYSTEM, if

executed as a

scheduled

event)

Device Name | dvchost=Device Name
Device Serial | deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status

e Success

e Failed

ADDITIONAL
INFORMATION

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |157 | Lockdown security check complete |6|suser=Admin dvchost=
SalesNEteamdeviceExternalId=GN123456 outcome=3Success
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Message List

158 Lockdown Remediation Complete

When lockdown remediation is completed in Configuration Watchdog, a Lockdown Remediation Complete event is

recorded.

EVENT

SYSLOG

EVENT
DATA FOR

EVENT DATA FOR

ADDITIONAL

EVENT ID

158

DESCRIPTION

Lockdown
Remediation
Complete

SEVERITY

4-Warning

AUDIT LOG

SYSLOG

User Name suser=User Name

(If Available.

SYSTEM, if

executed as

a scheduled

event)

Device Name | dvchost=Device Name
Device Serial | deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status

e Success

e Failed

INFORMATION

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |158 | Lockdown remediation complete |4 |suser=Admin dvchost=
SalesNEteamdeviceExternalId=GN123456 outcome=3Success
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159 Send Engineering Logs on Data Push

Message List

When the device is enabled or disabled to send engineering logs using Remote Services, a Send Engineering Logs

on Data Push event is recorded.

159

EVENT
DESCRIPTION

Send
Engineering Logs
on Data Push

SYSLOG
SEVERITY

6—
Information-
al

EVENT
DATA FOR
AUDIT LOG

User Name
(If Available)

EVENT DATA FOR
SYSLOG

suser=User Name

Device dvchost=Device Name
Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion | outcome=Completion
Status Status

e Enabled

e Disabled

ADDITIONAL
INFORMATION

Syslog Example Message:

<110>22020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |159 | Send engineering logs on data push | 6|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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Message List

160 Print Submission of Clone Files Policy

You can allow clone files to install by sending a print job. When the security Installation Policy for clone files is
changed to enable or disable Allow Print Submission, a Print Submission of Clone Files Policy event is recorded.

EVENT
DESCRIP-
TION

SYSLOG
SEVERITY

EVENT DATA FOR
AUDIT LOG

ADDITION-
AL
INFORMA-

160 Print
Submission
of Clone Files
Policy

6_
Informational

User Name (If
Available)

EVENT DATA FOR SYSLOG | TION

suser=User Name

Device Name

dvchost=Device Name

Device Serial
Number

deviceExternalld=Device
Serial Number

Completion Status
e Enabled
e Disabled

e Permanently
Removed

outcome=Completion
Status

Syslog Example Message:

<110>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |160 | Print submissionof clone filespolicy |6|suser=Admin
dvchost=SalesNEteam deviceExternalld=GN123456 outcome=Enabled
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161 Network Troubleshooting Data Capture

Message List

When Network Troubleshooting data capture starts or stops, a Network Troubleshooting Data Capture event is

recorded.

EVENT

SYSLOG

EVENT
DATA FOR

EVENT DATA FOR

ADDITIONAL

EVENT ID

161

DESCRIPTION

Network
Troubleshooting
Data Capture

SEVERITY

5—-Notice

AUDIT LOG

SYSLOG

User Name suser=User Name
Device dvchost=Device Name
Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion | outcome=Completion
Status Status

e Started

e Stopped

INFORMATION

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |161 | Network troubleshooting data capture |5|suser=Admin
dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Started
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Message List

162 Network Troubleshooting Data Download

When Network Troubleshooting data is downloaded from the device, a Network Troubleshooting Data Download
event is recorded.

EVENT ID
162

EVENT
DESCRIPTION

Network
Troubleshooting
Data Download

SYSLOG
SEVERITY

5—Notice

EVENT DATA FOR
AUDIT LOG

User Name

EVENT DATA FOR
SYSLOG

suser=User Name

File Name (of
downloaded file)

fname=File Name

Device Name

dvchost=Device Name

Device Serial
Number

deviceExternalld=Device
Serial Number

Destination (IP
Address)

dst=Destination IP
Address

Completion Status
e Success
e Failed

outcome=Completion
Status

ADDITION-
AL
INFORMA-
TION

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |162 | Network troubleshooting data download |5]|suser=Admin
fname=NetworkTroubleshooting 2020-06-17T095153.119+0530.pcap dvchost=
SalesNEteamdeviceExternalId=GN123456 dst=198.51.100.0 outcome=Success
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Message List

163 DNS-SD Record Data Download

When the Wide Area Bonjour DNS-SD record data file is downloaded as a text file, a DNS-SD Record Data
Download event is recorded.

EVENT EVENT
DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
TION SEVERITY AUDIT LOG | SYSLOG INFORMATION
163 DNS-SD Record | 5-Notice User Name suser=User Name
D
ata File name (of | fname=File Name
Download
downloaded
file)
Device dvchost=Device Name
Name

Device Serial | deviceExternalld=Device
Number Serial Number

Destination dst=Destination IP
(IP Address) | Address

Completion | outcome=Completion
Status Status

e Success
e Failed

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |163 | DNS-SD record data download | 5| suser=Admin fname=dns-sd.
txt dvchost=SalesNEteam deviceExternalld=GN123456 dst=198.51.100.0 outcome=
Success
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Message List

164 One-Touch App Management

This event is generated each time a one-touch application is created, installed, deleted, or uninstalled.

EVENT EVENT DATA
DESCRIP- SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
EVENT ID | TION SEVERITY LOG SYSLOG INFORMATION
164 One-Touch 5—Notice User Name suser=User Name
A
PP Device Name | dvchost=Device Name
Management
Device Serial | deviceExternalld=Device
Number Serial Number
Onetouch msg=0Onetouch
application application Display Name
Display Name
Action act=Action
e Install
e Uninstall

Completion outcome=Completion
Status Status

e Success
e Failed

Syslog Example Message:

<109>2024-09-04T13:18:154+05:00 XRXU788c77ace73d CEF:0|Xerox|VersalLink B625 MFP |
121.025.004.227201164 |0One-Touch App Management | 5| suser=admin dvchost=Xerox
VersalLink B625 MFP (AC:E7:3D) deviceExternallId=UPQ100515 msg=Test act=Install
outcome=Success

<109>2024-09-04T13:19:274+405:00 XRXU788c77ace73d CEF:0|Xerox|VersalLink B625 MFP |
121.025.004.227201164 |0One-Touch App Management |5|suser=admin dvchost=Xerox
VersalLink B625 MFP (AC:E7:3D) deviceExternalId=UPQ100515 msg=Test act=Uninstall
outcome=Success
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Message List

165 SMB Browse Enablement

When SMB browsing is enabled as a destination for the Scan To App, an SMB Browse Enablement event is recorded.

SYSLOG EVENT DATA EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY FOR AUDIT LOG | SYSLOG INFORMATION
165 SMB Browse 5—Notice User Name suser=User Name

Enablement Device Name dvchost=Device Name

Device Serial deviceExternalld=Device

Number Serial Number

Completion outcome=Completion

Status Status

e Configured

e Enabled

e Disabled

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |165 | SMBbrowse enablement |5|suser=Admin dvchost=SalesNEteam
deviceExternalld=GN123456 outcome=Configured
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Message List

166 Standard Job Data Removal Started

When manual or scheduled standard Job Data Removal starts, a Standard Job Data Removal Started event is
recorded.

EVENT EVENT
DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
TION SEVERITY AUDIT LOG | SYSLOG INFORMATION

166 Standard Job | 5-Notice Device dvchost=Device Name This event applies to
Data Removal Name devices with a solid-
Started Device Serial | deviceExternalld=Device state drive (SDD), and

does not apply to
devices fitted with a
hard disk drive (HDD).

Number Serial Number

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |166 | Standard job data removal started |5|dvchost=SalesNEteam
deviceExternalld=GN123456
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167 Standard Job Data Removal Complete

Message List

When manual or scheduled standard Job Data Removal completes, a Standard Job Data Removal Complete event

is recorded.

EVENT

SYSLOG

EVENT
DATA FOR

EVENT DATA FOR

ADDITIONAL

EVENT ID
167

DESCRIPTION

Standard Job
Data Removal
Complete

SEVERITY

5—Notice

AUDIT LOG

Device Name

SYSLOG

dvchost=Device Name

Device Serial | deviceExternalld=
Number Device Serial Number
Completion outcome=Completion
Status Status

e Success

e Failed

INFORMATION

This event applies to
devices with a solid-
state drive (SDD), and
does not apply to
devices fitted with a
hard disk drive (HDD).

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 1167 | Standard job data removal complete |5|dvchost=SalesNEteam
deviceExternalId=GN123456 outcome=Success
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Message List

168 Full Job Data Removal Started

When manual or scheduled full Job Data Removal starts, a Standard Job Data Removal Started event is recorded.

EVENT
EVENT SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
168 Full Job Data 5-Notice Device dvchost=Device Name This event applies to
Removal Started Name devices with a solid-

state drive (SDD), and
does not apply to
devices fitted with a
hard disk drive (HDD).

Device Serial | deviceExternalld=Device
Number Serial Number

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |168 | Full job data removal started |5|dvchost=SalesNEteam
deviceExternalId=GN123456
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169 Full Job Data Removal Complete

Message List

When manual or scheduled full Job Data Removal completes, a Full Job Data Removal Complete event is recorded.

169

EVENT

DESCRIP-
TION

Full Job Data
Removal
Complete

SYSLOG
SEVERITY

5—Notice

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

Device dvchost=Device Name
Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion | outcome=Completion
Status Status

e Success

e Failed

ADDITIONAL
INFORMATION

This event applies to
devices with a solid-state
drive (SDD), and does
not apply to devices
fitted with a hard disk
drive (HDD).

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |169 | Full jobdata removal complete |5|dvchost=SalesNEteam

deviceExternalId=GN123456 outcome=Success
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Message List

170 Scheduled Job Data Removal Configuration

When scheduled Job Data Removal settings are configured, a Scheduled Job Data Removal Configuration event is

recorded.

170

EVENT
DESCRIP-
TION

Scheduled Job
Data Removal
Configuration

SYSLOG
SEVERITY

5-Notice

EVENT DATA FOR
AUDIT LOG

User Name

EVENT DATA FOR
SYSLOG

suser=User Name

Device Name

dvchost=Device
Name

Device Serial
Number

deviceExternalld=
Device Serial Number

Completion Status
e Enabled

e Disabled

e Schedule

Frequency
Configured

e Schedule
Minute Of Day
Configured

e Schedule Day
Of Month
Configured

e Schedule Day
Of Week
Configured

e Schedule Mode
Configured

outcome=Status

ADDITIONAL
INFORMATION

This event applies to
devices with a solid-
state drive (SDD),
and does not apply
to devices fitted with
a hard disk drive
(HDD).

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |170 | Scheduled job data removal configuration |5|suser=Admin
dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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171 Cross-Origin-Resource-Sharing (CORS)
When Cross Origin Resource Sharing (CORS) is enabled or disabled, a Cross-Origin-Resource-Sharing (CORS) event is

recorded.

EVENT
DESCRIP-

SYSLOG

Message List

ADDITIONAL

EVENT ID

171

TION

Cross-Origin-
Resource-
Sharing
(CORS)

SEVERITY

5—-Notice

EVENT

DATA FOR EVENT DATA FOR
AUDIT LOG | SYSLOG

User Name suser=User Name
Device dvchost=Device Name
Name

Device Serial | deviceExternalld=
Number Device Serial Number
Completion | outcome=Status
Status

e Enabled

e Disabled

INFORMATION

The system
administrator manages
this setting to
determine the control
associated with EIP
Application
communication.

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |171 | Cross-Origin-Resource-Sharing (CORS) |5|suser=Admin

dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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Message List

172 One-Touch App Export

When a One-Touch App export is attempted using Fleet Orchestrator, a One-Touch App Export event is recorded.

EVENT DATA
SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
172 One-Touch App | 5-Notice User Name suser=User Name
Export

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status

e Success
e Failed

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |172 | One-Touch app export |5|suser=Admin dvchost=SalesNEteam
deviceExternallId=GN123456 outcome=Success
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173 Fleet Orchestrator Trust Operations

Message List

The Fleet Orchestrator feature allows you to share files automatically between devices in your fleet. To share files, a
trust community is required. When a device is added to or removed from a trust community, a Fleet Orchestrator

Trust Operations event is recorded.

EVENT
DESCRIPTION

SYSLOG
SEVERITY

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

EVENT ID

173

Fleet Orchestrator
Trust Operations

5—Notice

User Name suser=User Name
Device dvchost=Device Name
Name
Device Serial | deviceExternalld=
Number Device Serial Number
Member msg= Member name +
name Member serial number
Mermb + TC Lead Device Name

gm er + TC Lead Serial
serial

Number

number
TC Lead
Device
Name
TC Lead
Serial
Number
Trust act=Trust Operation
Operation
e Grant
e Revoke
Completion | outcome=Completion
Status Status
e Success
e Failed

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |173 | Fleet Orchestrator trust operations |5|suser=Admin
dvchost=SalesNEteam deviceExternalId=GN123456 msg=SalesNEteam A2M620309
MarketingNEteam A2M620320 act=Grant outcome=Success
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Message List

174 Fleet Orchestrator Configuration

When the Fleet Orchestrator feature is configured for the first time at a Publisher device, or when Subscriber devices
are reorganized, a Fleet Orchestrator Configuration event is recorded.

EVENT DATA

EVENT SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
EVENTID | DESCRIPTION SEVERITY LOG SYSLOG INFORMATION

174 Fleet Orchestrator | 4—Warning User Name suser=User Name
Configuration

Device Name | dvchost=Device Name

Device Serial deviceExternalld=

Number Device Serial Number
Trust act=Trust Operation
Operation

e Enable

e Disable

e Configure

Completion outcome=Completion
Status Status

e Success

e Failed

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |174 | Fleet Orchestrator configuration |4|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 act=Enable outcome=Success
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Message List

175 Fleet Orchestrator - Store File for Distribution

When the system administrator stores a file for distribution in the Publisher device of a Fleet Orchestrator trust
community, a Fleet Orchestrator - Store File for Distribution event is recorded.

EVENT
SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
175 Fleet 5—Notice User Name suser=User Name
Orchest.rotor ) Device Name | dvchost=Device Name
Store File for
Distribution Device Serial | deviceExternalld=Device
Number Serial Number
File Type fileType=File Type
e SWUP
e C(Clone
e Add-On
File Name fname=File Name

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |175 | Fleet Orchestrator - store file fordistribution |5|suser=
Admin dvchost=SalesNEteam deviceExternalId=GN123456 fileType=Clone fname=
Clonel50.dlm
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Message List

176 Xerox Configuration Watchdog Enablement

When Configuration Watchdog is enabled or disabled, a Xerox Configuration Watchdog Enablement event is
recorded.

EVENT EVENT DATA

DESCRIP- SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL

TION SEVERITY LOG SYSLOG INFORMATION
176 Xerox 5—Notice User Name suser=User Name

Configuration ) )

Watchdog Device Name | dvchost=Device Name

Enablement Device Serial | deviceExternalld=Device

Number Serial Number

Completion outcome=Completion
Status Status

e Enabled
e Disabled

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |176 | Xerox configuration watchdog enablement |5]|suser=Admin
dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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Message List

177 Xerox Configuration Watchdog Check Complete

When a Configuration Watchdog check completes, a Xerox Configuration Watchdog Check Complete event is
recorded.

EVENT DATA
SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
177 Xerox 5-Notice User Name (If | suser=User Name

Configuration Available.
Watchdog SYSTEM, if
Check executed as a
Complete scheduled

event)

Device Name | dvchost=Device Name

Device Serial deviceExternalld=Device

Number Serial Number
Completion outcome=Completion
Status Status

e Success

e Failed

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |177 | Xerox configuration watchdog check complete |5]|suser=
Admin dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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Message List

178 Xerox Configuration Watchdog Remediation Complete

When Configuration Watchdog remediation completes, a Xerox Configuration Watchdog Remediation Complete
event is recorded.

178

EVENT

DESCRIP-
TION

Xerox
Configuration
Watchdog
Remediation
Complete

SYSLOG
SEVERITY

4-Warning

EVENT DATA
FOR AUDIT
LOG

EVENT DATA FOR
SYSLOG

User Name suser=User Name

(If Available.

SYSTEM, if

executed as a

scheduled

event)

Device Name | dvchost=Device Name
Device Serial | deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status

e Success

e Failed

ADDITIONAL
INFORMATION

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |178 | Xerox configuration watchdog remediation complete |4 |
suser=Admin dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Success
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179 ThinPrint Configuration

Message List

When the ThinPrint feature is enabled, disabled, or configured, a ThinPrint Configuration event is recorded.

EVENT

EVENT ID | DESCRIPTION

SYSLOG
SEVERITY

EVENT DATA FOR

AUDIT LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

179 ThinPrint
Configuration

5—Notice

User Name

suser=User Name

Device Name

dvchost=Device
Name

Device Serial Number

deviceExternalld=
Device Serial
Number

Completion Status
e Configured

e Enabled

e Disabled

outcomes=
Completion Status

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |179 | ThinPrint configuration |5]|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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Message List

180 iBeacon Active

When the iBeacon feature is configured, the printer advertises basic printer discovery information using the

Bluetooth® low energy beacon.

When the iBeacon is broadcasting, an iBeacon Active event is recorded.

180

iBeacon Active

SYSLOG
DESCRIPTION | SEVERITY

5—Notice

EVENT DATA

FOR AUDIT
LOG

User Name

EVENT DATA FOR
SYSLOG

suser=User Name

Device Name

dvchost=Device Name

Device Serial
Number

deviceExternalld=
Device Serial Number

Interface

e Web

e SNMP

e Hardware
Inserted

e Hardware
Removed

msg=Interface

Session IP
address (If
Available)

src=Session IP address

Completion
Status

e Enabled
e Disabled

outcome=Completion
Status

ADDITIONAL
INFORMATION

iBeacon broadcasts
when iBeacon
Bluetooth® adapter
hardware is installed
on the device, and the
iBeacon for AirPrint
Discovery feature is
enabled.

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |180 | iBeacon active |5|suser=Admin dvchost=SalesNEteam
deviceExternalId=GN123456 outcome=Enabled
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Message List

181 Network Troubleshooting Feature

When the Network Troubleshooting feature is uninstalled or reinstalled using a Xerox Feature Installation Key (FIK),
a Network Troubleshooting Feature event is recorded.

EVENT DATA
EVENT SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
DESCRIPTION SEVERITY LOG SYSLOG INFORMATION
181 Network 5—Notice User Name suser=User Name
Troubleshooting Device Name dvchost=Device Name
Feature
Device Serial deviceExternalld=
Number Device Serial Number
Completion outcome=Completion
Status Status
e Installed
e Uninstalled

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |181 | Network troubleshooting feature |5|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Installed
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Message List

182 POP3 Connection Encryption (TLS)

When POP3 Connection Encryption is configured, a POP3 Connection Encryption (TLS) event is recorded.

EVENT DATA
SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
EVENT ID | DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
182 POP3 5—Notice User Name suser=User Name
Connec.tlon Device Name dvchost=Device Name
Encryption
(TLS) Device Serial deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status
e Configured
e Enabled
e Disabled

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |182 | POP3 connection encryption (TLS) |5|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Configured
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183 FTP Browse Configuration

Message List

When FTP browsing is configured for the Scan To App, an FTP Browse Configuration event is recorded.

183

EVENT

DESCRIP-
EVENT ID | TION

FTP Browse
Configuration

SYSLOG
SEVERITY

5—Notice

EVENT DATA
FOR AUDIT
LOG

User Name

EVENT DATA FOR
SYSLOG

suser=User Name

Device Name

dvchost=Device Name

Device Serial deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status

e Configured

e Enabled

e Disabled

ADDITIONAL
INFORMATION

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |183 | FTP browse configuration |5|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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Message List

184 SFTP Browse Configuration

When SFTP browsing is configured for the Scan To App, an SFTP Browse Configuration event is recorded.

184

EVENT

DESCRIP-
TION

SFTP Browse
Configuration

SYSLOG
SEVERITY

5—Notice

EVENT DATA
FOR AUDIT
LOG

User Name

EVENT DATA FOR
SYSLOG

suser=User Name

Device Name

dvchost=Device Name

Device Serial deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status

e Configured

e Enabled

e Disabled

ADDITIONAL
INFORMATION

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |184 | SFTP browse configuration |5|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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189 Smart Proximity Sensor “Sleep on Departure” Enablement

Message List

When the Smart Proximity Sensor setting, Sleep on Departure is enabled or disabled, a Smart Proximity Sensor
“Sleep on Departure” Enablement event is recorded.

189

EVENT
DESCRIPTION

Smart Proximity
Sensor “Sleep on
Departure”
Enablement

SYSLOG
SEVERITY

5—Notice

EVENT
DATA FOR
AUDIT LOG

User Name

EVENT DATA FOR
SYSLOG

suser=User Name

Device Name

dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status

e Enabled

e Disabled

ADDITIONAL
INFORMATION

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 1189 | Smart Proximity Sensor “Sleep on Departure” Enablement | 5]
suser=Admin dvchost=SalesNEteam deviceExternalld=GN123456 outcome=Enabled
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Message List

190 Cloud Browsing Enablement

When Scan To or Print From cloud repositories, such as Dropbox, Microsoft OneDrive, or Google Drive are enabled, a
Cloud Browsing Enablement event is recorded.

EVENT
SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
190 Cloud Browsing | 5-Notice User Name suser=User Name
Enablement

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device

Number Serial Number
Feature sourceServiceName=
e Scanto Feature

Cloud
e Print from

Cloud
Interface msg=Interface
e WebUI
e SNMP
Session IP src=Session IP Address
Address
Completion outcome=Completion
Status Status
e Enabled
e Disabled

Syslog Example Message:

<109>2022-08-10T14:54:154+05:30 SalesNEteam CEF:0|Xerox|VersalLink B625 MFP |
118.025.002.215011190|Cloud Browsing Enablement|5|suser=admin dvchost=
SalesNEteamdeviceExternalId=5321605135 sourceServiceName=Scan to Cloud msg=Web
Ul src=192.167.1.159 outcome=Enabled

208 Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide



Message List

192 Scan to Cloud Job

On completion of a Scan To job to a cloud repository, such as Dropbox, Microsoft OneDrive, or Google Drive, a Scan
to Cloud Job event is recorded.

EVENT EVENT DATA
DESCRIP- SYSLOG FOR AUDIT ADDITIONAL
TION SEVERITY LOG EVENT DATA FOR SYSLOG | INFORMATION
192 Scan to Cloud | 6- Job Name xrxjob1=Job Name
Job Information-
al User Name suser=User Name
Cloud Service sourceServiceName=Cloud
e OneDrive Service

e GoogleDrive

e Dropbox

Completion outcome=Completion
Status Status

I1O Status act=I10 Status
Accounting User | xrxaccUID1=Accounting
ID-Name User ID-Name
Accounting xrxaccAID1=Accounting
Account ID- Account ID-Name
Name

Syslog Example Message:

<110>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |192 | Scan toCloud job |6]|xrxjobl=SalesReport suser=JSmith
outcome=Success act=II0 Not Applicable xrxaccUIDl1=JSmith xrxaccAIDl=Sales
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193 Xerox Workplace Cloud Enablement

When the Login Method is set to Xerox Workplace Cloud, a Xerox Workplace Cloud Enablement event is recorded.

EVENT

DESCRIP-

SYSLOG

EVENT
DATA FOR

EVENT DATA FOR

ADDITIONAL
INFORMATION

EVENT ID
193

TION

Xerox
Workplace
Cloud
Enablement

SEVERITY

5—Notice

AUDIT LOG

User Name

SYSLOG

suser=User Name

Device Name

dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status

e Enabled

e Disabled

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |193 | Xerox Workplace Cloud enablement |5|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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194 Scan To Save FTP and SFTP Credentials Policy Configured
When the save credentials policy for FTP and SFTP is configured for the Scan To App, a Scan To Save FTP and SFTP

Credentials Policy Configured event is recorded.

EVENT ID

EVENT
DESCRIPTION

SYSLOG
SEVERITY

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

Message List

ADDITIONAL
INFORMATION

194

Scan To Save
FTP and SFTP
Credentials
Policy
Configured

5—Notice

User Name suser=User Name
Device dvchost=Device Name
Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion | outcome=Completion
Status Status

e Never

e Always

e Prompt

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 1194 | Scan To Save FTP and SFTP Credentials Policy Configured |5]
suser=Admin dvchost=SalesNEteam deviceExternalId=GN123456 outcome=Prompt
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195 Card Reader

When a card reader is connected or disconnected, a Card Reader event is recorded.

EVENT SYSLOG EVENT DATA FOR | EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY | AUDIT LOG SYSLOG INFORMATION
195 Card Reader 5—Notice Device Name dvchost=Device Name

Device Serial deviceExternalld=

Number Device Serial Number

Status: outcome=Completion

e Connected Status

e Disconnected

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |195 | CardReader |5|dvchost=SalesNEteam deviceExternalld=
GN123456 outcome=Connected
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196 EIP App Management

When an EIP app is installed or deleted, an EIP App Management event is recorded. EIP applications are launched
from the device Home screen. Installation adds an EIP app and deletion removes an EIP app.

EVENT
DESCRIP- SYSLOG EVENT DATA EVENT DATA FOR ADDITIONAL
TION SEVERITY FOR AUDIT LOG | SYSLOG INFORMATION
196 EIP App 5-Notice User Name suser=User Name

Management Device Name dvchost=Device Name

Device Serial deviceExternalld=Device

Number Serial Number

App Name sourceServiceName=App

Name

Action act=Action

e Install

e Delete

Completion outcome=Completion

Status Status

e Success

e Failed

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 1196 | EIP app management |5|suser=Admin dvchost=SalesNEteam
deviceExternalId=GN123456 sourceServiceName=Scan To act=Install outcome=Success
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197 EIP App Enablement

When an EIP app is enabled or disabled, an EIP App Enablement event is recorded.

EVENT
DESCRIP-
TION

SYSLOG
SEVERITY

EVENT DATA
FOR AUDIT
LOG

EVENT DATA FOR
SYSLOG

ADDITIONAL
INFORMATION

197 EIP App
Enablement

5—Notice

User Name suser=User Name
Device Name dvchost=Device Name
Device Serial deviceExternalld=Device
Number Serial Number

EIP App Name

sourceServiceName=EIP
App Name

Completion
Status

e Enabled
e Disabled

outcome=Completion
Status

When you enable an
EIP app, the app is
available for display on
the Home screen. When
you disable an EIP app,
the app is unavailable
for display on the Home
screen.

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |197 | EIP app enablement | 5| suser=Admin dvchost=SalesNEteam
deviceExternalId=GN123456 sourceServiceName=Scan To outcome=Enabled
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199 Card Reader Upgrade Policy
When the Card Reader upgrade policy is changed, a Card Reader Upgrade Policy event is recorded.

EVENT EVENT DATA
DESCRIP- SYSLOG FOR AUDIT ADDITIONAL
TION SEVERITY LOG EVENT DATA FOR SYSLOG | INFORMATION
199 Card Reader 5—Notice User Name suser=User Name
Upgrade Policy Device Name dvchost=Device Name
Device Serial deviceExternalld=Device
Number Serial Number
Completion outcome=Completion Status
Status
e Enabled
e Disabled

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 1199 | Card reader upgrade policy |5|suser=Admin dvchost=
SalesNEteam deviceExternalId=GN123456 outcome=Enabled
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200 Card Reader Upgrade Attempted

When card reader upgrade is attempted, a Card Reader Upgrade Attempted event is recorded.

EVENT EVENT DATA
DESCRIP- SYSLOG FOR AUDIT ADDITIONAL
TION SEVERITY LOG EVENT DATA FOR SYSLOG | INFORMATION
200 Card Reader 5—Notice User Name suser=User Name
Upgrade ) M
Attempted Device Name dvchost=Device Name
Device Serial deviceExternalld=Device
Number Serial Number
Completion outcome=Completion Status
Status
e Success
e Failed
Card Reader fname=Card Reader upgrade
upgrade file file Name
Name
Card reader msg=Card reader Serial
Serial Number Number

Syslog Example Message:

<109>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]|
111.009.009.21000 |200 | Card reader upgrade attempted | 5| suser=Admin dvchost=
SalesNEteamdeviceExternalId=GN123456 outcome=Success fname=
CardReaderUpgradeTWN4test.DLMmsg=2019038357
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201 OCSP Responder Incomplete

A check is performed on a received server certificate with an OCSP server to see if the certificate has been revoked.
This event is logged when the OSCP Responder returns a value of unknown or if there is an inability to connect to
the OCSP Responder, or some internal error is not allowing a connection or response from the OCSP Responder.

201

EVENT
DESCRIPTION

OCSP Responder
Incomplete

SYSLOG
SEVERITY

5—Notice

EVENT DATA
FOR AUDIT
LOG

User Name

EVENT DATA FOR
SYSLOG

suser=User Name

Device Name

dvchost=Device Name

Device Serial deviceExternalld=Device
Number Serial Number

Service or sproc=Service Name
Feature

Certificate Serial

msg=Certificate Serial

Number Number
Responder request=Responder
Address Address
Completion outcome=Completion
Status Status
e No

Connection

e Unknown
e Internal Error

Message List

ADDITIONAL
INFORMATION
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202 OCSP Responder Returns a Revoked Status

A check is performed on a received server certificate with an OCSP server to see if the certificate has been revoked.
This event is logged when the OCSP Responder returns revoked indicating that the certificate has been revoked and
cannot be used for server validation.

EVENT
SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION
202 OCSP 4-Warning User Name suser=User Name

Responder Device Name | dvchost=Device Name
Returns a
Revoked Status Device Serial | deviceExternalld=Device

Number Serial Number

Service or sproc=Service Name

Feature

Certificate msg=Certificate Serial

Serial Number

Number

Responder request=Responder

Address Address
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203 Log Enhancement

When enhanced logging is enabled, a log enhancement event is recorded.

EVENT
EVENT SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
DESCRIPTION SEVERITY AUDIT LOG | SYSLOG INFORMATION
203 Log 4-Warning User Name | suser=User Name
Enhancement Device dvchost=Device Name
Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion | outcome=Completion
Status Status

e Started
e Stopped

Interface msg=Interface
o WebUI

e Remote
Services

IP Address or | src=IP Address
IPv6 Address
(If Available)

Syslog Example Message:

<108>2022-07-25T18:06:32+05:30 SalesNEteam CEF:0|Xerox|AltalLink C8145|
118.010.002.20210|203|Log Enhancement |4 |suser=admin dvchost=SalesNEteamn
deviceExternalld=EHQ206510 outcome=start msg=WebUI src=192.168.1.2
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204 Syslog Server Configuration

When a Syslog Server is configured as the log destination using the SIEM settings, a Syslog Server Configuration
event is recorded.

EVENT DATA

EVENT SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION

204 Syslog Server 4-Warning User Name suser=User Name
Configuration

Device Name dvchost=Device Name

Device Serial deviceExternalld=Device
Number Serial Number

Server Address | dst=Server Address

Completion outcome=Completion
Status Status

e Configured

e Enabled

e Disabled

Syslog Example Message:

<108>2020-04-12T19:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135|
111.009.009.21000 |204 | Syslog Server Configuration |4 |suser=Admin dvchost=
SalesNEteamdeviceExternalId=GN123456 dst=siem.soc.acme.comoutcome=Configured

220 Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide



Message List

205 TLS Configuration

When TLS Version or TLS Hash Algorithm is changed, a TLS Configuration event is recorded.

EVENT DATA

SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION

205 TLS 5—Notice User Name suser=User Name
Configuration

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status
(Configured)

Syslog Example Message:

<109>2020-04-12T719:20:50-05:00 SalesNEteam CEF:0|Xerox|Altalink C8135]
111.009.009.21000 |205 | TLS Configuration |5|suser=Admin dvchost=SalesNEteam
deviceExternalld=GN123456 outcome=Configured
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206 Security Dashboard Configuration

When the Security Dashboard is configured, a Security Dashboard event is recorded.

EVENT EVENT

DESCRIP- SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL

TION SEVERITY AUDIT LOG | SYSLOG INFORMATION
206 Security 5-Notice User Name suser=User Name

Dashboard

) ) Device Name | dvchost=Device Name
Configuration

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Status
Status
(Configured)

Syslog Example Message:

<109>2021-09-08T18:31:18+05:30 HRNEteam CEF:0|Xerox|AltaLink B8155|
118.013.001.228101206|Security Dashboard Configuration|5|suser=admin dvcHost=
HRNETeam deviceExternalId=HQH257510 outcome=Configured
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207 Productivity Kit

When the Productivity Kit is configured or Installed or Removal Requested or Removed or Undetected or Detected
but not paired, a Productivity Kit event is recorded.

EVENT DATA
EVENT SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
207 Productivity Kit | 5-Notice User Name suser=User Name
Device Name dvchost=Device Name
Device Serial deviceExternalld=
Number Device Serial Number
Completion outcome=Completion
Status Status
e Installed
e Removal
Requested
e Removed
e Undetected
e Detected but
not paired

Syslog Example Message:

<109>2024-09-04T13:09:31+05:00 XRXU788c77ace73d CEF:0|Xerox|VersaLink B625
MFP|121.025.004.227201207 | Productivity Kit|5|suser=admin dvchost=Xerox VersalLink
B625 MFP (AC:E7:3D) deviceExternalId=UPQ100515 outcome=Installed
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208 Canceled Job

When a scan job is canceled after it is previewed on the device local user interface, a Canceled Job event is

recorded.

EVENT
DESCRIP-

SYSLOG

EVENT
DATA FOR

ADDITIONAL

TION
208 Canceled Job

SEVERITY

5-Notice

AUDIT LOG

EVENT DATA FOR SYSLOG

Job Name xrxjob1=Job Name

User Name suser=User Name

I1O Status act=II0 Status
Accounting | xrxaccUID1=Accounting
User ID User ID-Name
Accounting | xrxaccAID1=Accounting
Account ID Account ID-Name

INFORMATION

Syslog Example Message:

<110>2022-05-25T712:59:344+405:30 HRteam CEF:0 |Xerox|AltaLink C8070 |
118.003.002.143201208|Canceled Job|6|xrxjobl=Scan-To Job 17 suser=admin act=II0
Success xrxaccUID1=Not Available xrxaccAID1=Not Available
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209 Embedded Accounts

When Embedded Accounts are enabled or disabled, an Embedded Account event is recorded. Diagnostic, CSE, and
ForceonBoxLogin are the embedded accounts.

209

EVENT

DESCRIP-
TION

Embedded
Accounts

SYSLOG
SEVERITY

5—Notice

EVENT
DATA FOR
AUDIT LOG

EVENT DATA FOR
SYSLOG

User Name suser=User Name
Device dvchost=Device Name
Name

Device Serial | deviceExternalld=Device
Number Serial Number
Completion | outcome=Completion
Status Status

e Enabled

e Disabled

Message List

ADDITIONAL
INFORMATION

Syslog Example Message:

<109>2022-07-04T15:48:004+00:00 SalesNEteam CEF:0|Xerox|VersalLink B625 MFP |
118.025.002.179211209 |Embedded Accounts|5|suser=System User dvchost=SalesNEteam
deviceExternalId=UPQ100514 outcome=Disabled

Xerox® AltaLink® and VersaLink® Series Security Information and Event Management Reference Guide 225



Message List

210 SNMP v1/v2c
When SNMP v1/v2c is enabled or disabled, an SNMP v1/v2c event is recorded.

EVENT DATA
SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL

EVENT ID | DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
210 SNMP v1/v2c 5—Notice User Name suser=User Name

Device Name dvchost=Device Name

Device Serial deviceExternalld=Device

Number Serial Number

Completion outcome=Completion

Status Status

e Configured

e Enabled

e Disabled

Syslog Example Message:

<109>2022-08-12T09:49:58+00:00 SalesNEteam CEF:0|Xerox|VersaLink B625 MFP |
118.025.002.215011210|SNMP vl/v2c|5]|suser=admin dvchost=SalesNEteam
deviceExternalld=5321605135 outcome=Configured
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211 Xerox Workplace Cloud Remote Management

When Xerox Workplace Cloud Remote Management is enabled or disabled, a Xerox Workplace Cloud Remote
Management event is recorded.

EVENT DATA
EVENT SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
DESCRIPTION SEVERITY LOG SYSLOG INFORMATION
211 Xerox Workplace | 5-Notice User Name suser=User Name
Cloud Remote Device Name | dvchost=Device Name
Management

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status

e Enabled
e Disabled

Syslog Example Message:

<109>2022-08-01T21:16:38+05:30 XRX9C934EA84D46 CEF:0|Xerox|AltaLink B8145|
118.013.002.209001211 |Xerox Workplace Cloud Remote Management |5|suser=System User
dvchost=xerox deviceExternalId=HQH257509 outcome=Enabled
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216 Infrared Security Configuration

When Infrared Security is configured on the device, an Infrared Security event is recorded.

EVENT DATA
SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
216 Infrared 5-Notice User Name suser=User Name
éii#:gi ration Device Name dvchost=Device Name
Device Serial deviceExternalld=Device
Number Serial Number
Action act=Action
e Mark
Feature
Setup
e Marking
Setup
e Mark
Detection
Setup
Completion outcome=Completion
Status Status
e Configured
e Enabled
e Disabled

Syslog Example Message:

<109>2022-07-27T17:55:54+05:30 XRX9C934E9D8588 CEF:0|Xerox|AltaLink C8145]
114.010.002.20700|216|Infrared Security Configuration|5|suser=admin dvchost=
Xerox AltaLink C8145 (9D:85:88) deviceExternalId=EHQ206510 act=Mark Feature Setup
outcome=Enabled
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217 Infrared Security Mark Detected

When you attempt to copy or scan an original document and detect an infrared mark produced by the Xerox
Imaging Infrared Security feature, an Infrared Security Mark Detected event is recorded.

EVENT DATA
SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
217 Infrared 4-Warning User Name suser=User Name

security Mark Device Name dvchost=Device Name
Detected

Device Serial deviceExternalld=Device

Number Serial Number

Job Name xrxjob1=Job Name

o Detected msg=Symbol Type -
Mark <value> + Symbol Label -
Symbol <value>
Type =
<value>

e Detected
Mark
Symbol
Label =
<value>

Detection App | sourceServiceName=App
» Copy
e Email
e ScanTo

e Workflow
Scanning

Completion outcome=Completion

Status Status

e Job
Inhibited
and Email
Sent

e Job
Inhibited
Only

e Only Email
Sent

e Audit Log
Only

Syslog Example Message:
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<108>2022-07-27T13:24:28+00:00 SalesNEteam CEF:0|Xerox|AltaLink C8145|
118.010.002.19900|217|Infrared Security Mark Detected|4|suser=Local User dvchost=
SalesNEteamdeviceExternalId=EHQ206510 xrxjobl=Scan 913 msg=Symbol Type-Lock +
Symbol Label-Confidential sourceServiceName=Workflow Scanning outcome=Job
Inhibited Only
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218 Universal Print Enablement

Message List

When Universal Print is configured on the device, a Universal Print Enablement event is recorded.

218

EVENT

DESCRIP-
TION

Universal Print
Enablement

SYSLOG
SEVERITY

5—Notice

EVENT DATA FOR
AUDIT LOG

User Name

EVENT DATA FOR
SYSLOG

suser=User Name

Device Name

dvchost=Device
Name

Device Serial
Number

deviceExternalld=

Device Serial Number

Universal Print
Completion Status

e Enabled
e Disabled

outcomes=
Completion Status

Session IP Address
(If Available)

src=Session IP
Address

ADDITIONAL
INFORMATION

Syslog Example Message:

<109>2022-06-29T717:23:59405:30 localhost CEF:0|Xerox|AltalLink C8145|
118.010.002.175001218|Universal Print Enablement|5]|suser=admin dvchost=Xerox
Altalink C8145 (9D:85:88) deviceExternalld=EHQ206510 outcome=Enabled src=
192.168.1.121
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219 Universal Print Registration

When the device is registered with the Microsoft Entra ID for Universal Print, a Universal Print Registration event is
recorded.

fe Note: Microsoft Entra ID is the new name for Azure AD. The names Azure Active Directory, Azure AD, and
AAD are replaced with Microsoft Entra ID.

SYSLOG EVENT DATA EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY FOR AUDIT LOG | SYSLOG INFORMATION
219 Universal Print 5—Notice User Name suser=User Name

Registration Device Name dvchost=Device Name

Device Serial deviceExternalld=

Number Device Serial Number

Universal Print outcome=Completion

Registration Status

Status

e Registered

e Unregistered

o Certificate
expired

e Registration
claim code
expired

Session IP Address | src=Session IP Address
(If Available)

Syslog Example Message:

<109>2022-02-17T12:07:44405:30 localhost CEF:0|Xerox|AltalLink B8145|
118.013.002.039101219|Universal Print Registration|5|suser=admin dvchost=Xerox
Altalink B8145 (A8:68:5E) deviceExternalId=3143331058 outcome=Registration claim
code expired src=192.168.1.22
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220 IDP Authentication Login Attempt

When a user logs in using Identity Provider (IdP) Authentication, an IDP Authentication Login Attempt event is
recorded.

EVENT

SYSLOG DATA FOR EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY AUDIT LOG | SYSLOG INFORMATION

220 IDP 5—Notice User Name suser=User Name
Authentication
Login Attempt

Device Name | dvchost=Device Name

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status
(Success)

Syslog Example Message:

<109>2022-07-25T19:27:44+05:30 granite2v8 CEF:0|Xerox|VersalLink B625 MFP |
118.025.002.19420|220|IDP Authentication Login Attempt|5|suser=johndoe dvchost=
Xerox VersaLink B625 MFP (5F:6A:4D) deviceExternalId=UPQ100516 outcome=Success
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221 IDP Authentication Enablement

When the Login Method for LUT is changed from Identity Provider (IdP) to Validate on Cloud, an IDP Authentication
Enablement event is recorded.

EVENT DATA
EVENT SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
DESCRIPTION SEVERITY LOG SYSLOG INFORMATION
221 IDP 5—Notice User Name suser=User Name
Authentication

Device Name | dvchost=Device Name
Enablement

Device Serial | deviceExternalld=Device
Number Serial Number

Completion outcome=Completion
Status Status

e Enabled
e Disabled

Syslog Example Message:

<109>2022-07-26T14:42:56+05:30 granite CEF:0|Xerox|Versalink B625 MFP |
118.025.002.20210|221|IDP Authentication Enablement|5|suser=Guest dvchost=Xerox
VersaLink B625 MFP (5F:6A:4D) deviceExternalId=UPQ100516 outcome=Disabled
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222 Increased Data Analysis

When Increased Data Analysis is enabled or disabled for Enhanced Logging feature, Increased Data Analysis event
is generated. A Xerox service representative can use the additional logs to investigate non-repeatable or
intermittent device issues.

EVENT EVENT DATA
DESCRIP- SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
TION SEVERITY LOG SYSLOG INFORMATION
222 Increased Data | 4-Warning User Name suser=User Name
Analysis Device Name | dvchost=Device Name
Device Serial deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status
e Started
e Stopped
Session IP src=Session IP Address
Address (If
Avadilable)

Syslog Example Message:

<108>2024-09-04T13:15:54+05:00 granite CEF:0|Xerox|VersaLink B625 MFP |
121.025.004.227201222|Increased Data Analysis|4|suser=admin dvchost=Xerox
VersalLink B625 MFP (AC:E7:3D) deviceExternalId=UPQ100515 outcome=Started src=
192.168.1.10
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223 FTP Client

This event is generated when the FTP Client is enabled or disabled.

EVENT DATA
SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
223 FTP Client 5—Notice User Name suser=User Name
Device Name dvchost=Device Name
Device Serial deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status
e Enabled
e Disabled
Session IP src=Session IP Address
Address (If
Available)
Interface msg=Interface
e Web
e SNMP
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224 0On Device Card Registration and Login Configured

The event is generated when the Card Credential Configuration is enabled or configured.

EVENT DATA
EVENT SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
224 On Device Card 5—Notice User Name suser=User Name
Reg.l stration and Device Name dvchost=Device Name
Login
Configured Device Serial deviceExternalld=
Number Device Serial Number
Completion outcome=Completion
Status Status
e Enabled
e Disabled
e Configured

Syslog Example Message:

<109>2024-09-04T07:02:48-04:00 MeetingRoomMFP CEF:0|Xerox|VersaLink C625 Color
MFP|121.024.004.227201224|0n Device CardRegistration and Login Configured|5]|
suser=admin dvchost=MeetingRoomMFP deviceExternalId=UQA188040 outcome=Enabled
<109>2024-09-04T07:02:48-04:00 MeetingRoomMFP CEF:0|Xerox|VersaLink C625 Color
MEP|121.024.004.22720|224|0n Device Card Registration and Login Configured]|5]|
suser=admin dvchost=MeetingRoomMFP deviceExternalId=UQA188040 outcome=Configured
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225 On Device Card Login Attempt

The event is generated when a user is logged-in to the device using a registered card without being authenticated.

EVENT EVENT DATA
DESCRIP- SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
TION SEVERITY LOG SYSLOG INFORMATION
225 On Device 5—Notice User Name suser=User Name
Card Login Device Name | dvchost=Device Name
Attempt
Device Serial | deviceExternalld=Device
Number Serial Number
Completion outcome=Completion
Status Status
e Success
e Failed

Syslog Example Message:

<109>2024-09-04T07:02:48-04:00 XRXU788c77fcadbl CEF:0|Xerox|VersalLink C625 Color
MEP|121.024.004.22720|225|0n Device Card Login Attempt|5|suser=admin dvchost=
Xerox VersalLink C625 Color MFP (FC:A4:Bl) deviceExternalId=UQA188040 outcome=
Failed
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226 Security Template Applied

This event is generated every time the security settings of the device are configured using a Security Template.

EVENT EVENT DATA
DESCRIP- SYSLOG FOR AUDIT | EVENT DATA FOR ADDITIONAL
TION SEVERITY LOG SYSLOG INFORMATION
226 Security 5-Notice User Name suser=User Name
TemPlate Device Name | dvchost=Device Name
Applied
Device Serial | deviceExternalld=Device
Number Serial Number
Security act=Security Template
Template
e Default
e Elevated
e High
Completion outcome=Completion
Status Status
e Success
e Failed

Syslog Example Message:

<109>2024-09-04T13:09:31+05:00 LobbyPrinter CEF:0|Xerox|Versalink B625 MFP |
121.025.004.227201226|Security Template Applied|5|suser=admin dvchost=
LobbyPrinter deviceExternalId=UPQ100515 act=Elevated outcome=Success
<109>2024-09-04T13:11:55+05:00 LobbyPrinter CEF:0|Xerox|VersalLink B625 MFP |
121.025.004.227201226|Security Template Applied]|5|suser=admin dvchost=
LobbyPrinter deviceExternalId=UPQ100515 act=Default outcome=Success
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227 EIP Session Data Modification

This event is generated when an EIP App or Solution utilizes the EIP Session API to manage data being made
available within the device session information.

EVENT ADDITIONAL
DESCRIP- SYSLOG EVENT DATA FOR INFORMA-
TION SEVERITY | AUDIT LOG EVENT DATA FOR SYSLOG | TION

227 EIP Session 5—Notice User Name suser=User Name
Data ) :
Modificationt Device Name dvchost=Device Name

Device Serial Number | deviceExternalld=Device
Serial Number

IP Address src=Session IP Address

Operation act=Operation
e Add
e Modify
e Get
e Delete

Completion Status outcome=Completion Status
e Success
e Failed

App Name (If msg=<App Name> + <Vendor
Available) Name> + <App Type> + <App
Id> + <Dev Id> +<UUID>

Vendor Name (If
Available)

App Type (If
Available)

App Id (If Available)

Dev Id (If Available)

(Hashed) UUID of
the App Data

Syslog Example Message:

<109>2024-09-04T07:08:40-04:00 XRXU788c77fcadbl CEF:0|Xerox|VersaLink C625
ColorMFP|121.024.004.22720|227|EIP App Datal|5|suser=guest dvchost=Xerox
VersalLink C625 Color MFP (FC:A4:Bl) deviceExternalId=UQA188040 src=127.0.0.1 act=
Get outcome=Success app=Session App Test msg= vendorName=Xerox EIP Development
appType=ATeipappld=Not Available developerId=Not Available hashedUUID=
8b65266£7£5145876de2e2dcf03b615fb48£30a3232e0e6a£50390e170095553
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228 EIP Registration Data Modification

This event is generated when an EIP App or Solution utilizes the EIP Registration API to manage data associated
with a specific EIP Application.

EVENT EVENT SYSLOG EVENT DATA FOR | EVENT DATA FOR ADDITIONAL
ID DESCRIPTION | SEVERITY AUDIT LOG SYSLOG INFORMATION
228 EIP Registration | 5-Notice Device Name dvchost=Device Name
Dotq _— Device Serial deviceExternalld=
Modification ) )
Number Device Serial Number
IP Address src=IP Address
Operation act=Operation
e Create
e Update
o Get
e Delete

Completion Status
e Success
e Failed

outcome=Completion
Status

Source App Name
(If Available)

msg=<Source App
Name> + <Source App
Vendor Name> +

Source App Vendor <Source App Type> +
Name <Source App Id> +
Source App Type <Source App Dev Id>
(If Available) + (Hashed) <UUID> +

<Destination App
Source App Id (If Name>

Available)

Source App Dev Id
(If Available)

(Hashed) UUID of
the Configuration
Info

Destination App
Name

Syslog Example Message:

<109>2024-09-04T06:40:04-04:00 XRXU788c77fcadbl CEF:0|Xerox|VersalLink C625
Color MFP|121.024.004.22720|228 |EIP Registration DataModification|5|suser=guest
dvchost=Xerox VersalLink C625 Color MFP (FC:A4:Bl) deviceExternalId=UQA188040 src=
192.168.1.10 act=Update outcome=Success msg= app=Not Available vendorName=Not
Available appType=Not Available appId=Not Available developerId=Not Available
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hashedkey=179af14cfe519c35b07c6£fe025696b5b4dd06d7b857£fc849883ec96ef5cd09cc
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229 802.1x Authentication Status

This event captures the Authentication Status for Ethernet 802.1x Authentication, which is authentication success
or authentication failure. This event includes the Failover Configuration value such as, Block Access or Connect
Anyway, which helps to determine the resulting network connection for the device.

f Note: This event shall be logged one time for each unique Authentication Status value per device power

‘ cycle, that is, during one power cycle, it will only be logged when the Authentication Status changes from a
prior event. Repetitive events within one power cycle will not be logged to prevent multiple events within a
power cycle indicating an unchanged status.

EVENT DATA
EVENT SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
DESCRIPTION | SEVERITY LOG SYSLOG INFORMATION
229 802.1x 4-Warning Device Name dvchost=Device Name This event applies
Authenticati to wired only. A
Lrhentication Device Serial deviceExternalld=Device O.ere eny: Any
Status ) wireless 802.1x
Number Serial Number
changes are
Failover Mode act=Failover Mode covered in event
e Block Access 99. If the 802.1x
e Connect network
Anyway experiences a
significant
Authentication | outcome=Completion disruption with
Status Status inconsistent
e Success availability, the

device could end
up alternating
between being
successfully
authenticated
and
authentication
failures. In this
unlikely scenario,
the log may have
many 229 events.

e Failure

Syslog Example Message:

<108>2025-01-23T17:15:17+05:30 XRX9C934EA26EF0 CEF:0|Xerox|AltalLink B8255 MFP|
122.041.004.358001229|802.1x Authentication Status|4|suser=Not Available
dvchost=Xerox AltalLink B8255MFP (A2:6E:F0) deviceExternalId=72QV624011 act=Block
Access outcome=Success

<108>2025-01-23T719:44:21+05:30 XRX9C934EA26EF0 CEF:0|Xerox|AltaLink B8255 MFP |
122.041.005.0221012291802.1x Authentication Status|4|suser=Not Available
dvchost=Xerox AltalLink B8255MFP (A2:6E:F0) deviceExternalId=72QV624011 act=
Connect Anyway outcome=Success
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230 Fax Card Detection

This event detects the Fax Card, whenever it is inserted or removed from the device.

EVENT DATA
EVENT SYSLOG FOR AUDIT EVENT DATA FOR ADDITIONAL
DESCRIPTION SEVERITY | LOG SYSLOG INFORMATION
230 Fax Card Detection | 4-Warning | User Name suser=User Name
Device Name dvchost=Device Name
Device Serial deviceExternalld=
Number Device Serial Number
Action act=action
e Card
Inserted
e Card
Removed

Syslog Example Message:

<108>2025-05-07T15:22:09+05:30 XRX9C934EA26EDE CEF:0|Xerox|AltaLink C8235 Color
MFP|122.038.005.11200]230|Fax Card Detection|4|suser=SYSTEM dvchost=Xerox
AltalLink C8235 Color MFP (A2:6E:DE) deviceExternalId=3050685062 outcome=Card
Removed

<108>2025-05-07T15:24:03+05:30 XRX9C934EA26EDE CEF:0|Xerox|AltalLink C8235 Color
MFP|122.038.005.11200]230|Fax Card Detection|4|suser=SYSTEM dvchost=Xerox
AltalLink C8235 Color MFP (A2:6E:DE) deviceExternalId=3050685062 outcome=Card
Inserted
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231 Fax App Configuration

This event is logged when the configuration changes are made to the Fax settings.

EVENT SYSLOG EVENT DATA FOR EVENT DATA FOR ADDITIONAL

DESCRIPTION | SEVERITY | AUDIT LOG SYSLOG INFORMATION

231 Fax App 5-Notice User Name suser=User Name
Configuration

Device Name dvchost=Device Name

Device Serial Number | deviceExternalld=
Device Serial Number

Remote device IP src=Session IP Address
Address (If Available)

Interface msg=Interface
e LUI

e Web

e SNMP

Configuration act=Config
e Enabled

e Disabled

e Configured

e Setup Completed

Completion Status outcome=Completion
e Success Status
e Failure

Syslog Example Message:

<109>2025-04-28T14:03:16+05:30 XRX9C934EA26EDE CEF:0|Xerox|AltaLink xXXxXxX |
122.038.005.11200|231|Fax App Configuration|5|suser=admin dvchost=Xerox AltaLink
C8235 Color MFP (A2:6E:DE) deviceExternalId=3050685062 src=Not Available msg=LUI
act=Enabled outcome=Success

<109>2025-04-28T14:03:174+05:30 XRX9C934EA26EDE CEF:0|Xerox|Altalink xxxxxx |
122.038.005.112001231 |Fax App Configuration|5|suser=admin dvchost=Xerox AltalLink
C8235 Color MFP (A2:6E:DE) deviceExternalId=3050685062 src=Not Available msg=LUI
act=Setup Completed outcome=Success
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More Information

You can obtain more information about your printer from these sources:

RESOURCE LOCATION

System Administration guide and other documentation
for your printer

Go to www.xerox.com/office/support. In the search
field, enter your device name, then select the needed
documentation.www.xerox.com/office/support

Security solutions information for your Xerox AltalLink
device

Go to www.xerox.com/security. Navigate to the
AltaLink page, then select your device.

Technical support information for your printer,
including online technical support, Online Support
Assistant, and print driver downloads.

Go to www.xerox.com/office/support, then select your
specific printer model.

Information about menus or error messages

View the Status region of the control panel touch
screen.

Information Pages

To print from the control panel, touch Device >
Information Pages.

To print from the Embedded Web Server, click Home >
Information Pages.

Embedded Web Server documentation

In the Embedded Web Server, click Help.

Order supplies for your printer

Go to www.xerox.com/office/supplies, then select your
specific printer model.

A resource for tools and information, including
interactive tutorials, printing templates, helpful tips,

and customized features to meet your individual needs.

www.xerox.com/office/businessresourcecenter

Local sales and Technical Customer Support

www.xerox.com/worldcontacts

Printer registration

www.xerox.com/office/register

Xerox® Direct online store

www.direct.xerox.com/

Third party and open source software

To locate third party and open source software
disclosure notices and the terms and conditions, go to
www.xerox.com/office/support, then select your
specific printer model.
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