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Welcome and thank you for choosing our software. This document will give you
guidance on how to install the product. It covers the following areas:

- System Requirements

- Setting up Network Environment

- Interactive Installation

- Setting up PaperPort PSP service with the Administration application

- Customized installation (advanced)

- Installer command-line parameters

- Trouble shooting tips

This Guide shows screen pictures made with Windows® XP. The appearance may vary
under other Operating Systems.

System Requirements
To install the software, your system has to meet the following requirements:

- Operating system: Microsoft® Windows® XP Professional SP3, Microsoft
Windows 2003 Server SP2 or Microsoft Windows 2008 Server SP1

- Microsoft Internet Information Services (IIS) 5.0, 5.1, 6.0 or 7.0 only on
Windows 2008 Server, installed with "World Wide Web Services'" and "FTP
services"

- Microsoft Internet Explorer 6.0 or above

The following prerequisites are offered during installation:

- Microsoft .NET Framework version 2.0
- Web Services Enhancements 2.0 SP3 Runtime for Microsoft NET



Installing Prerequisites
Availability of system prerequisites:
Microsoft Internet Information Services (IIS) 5.0, 5.1, or 6.0 is available from the

Windows installation CD
Microsoft Internet Explorer 6.0 or above; Microsoft .NET Framework version 2.0 is

available from the Server CD or from Windows Update
Web Services Enhancements 2.0 is available from the product installation CD under the

folder [PREREQ\Microsoft WSE 2.0 SP3 Runtime.msi]

Install prerequisites as instructed in the documentation of the individual components.

Notes:
- Windows XP Home Edition is not supported, because Internet Information

Services is not a part of this operating system.



Pre-Installation Device Configuration

We recommend that you use a static IP address for the device. Descriptions in this
guide are based on such a scenario.

To achieve proper functionality of the application, HTTPS, EIP and Simple Network
Management Protocol (SNMP) must be enabled on the device.

The examples below use WorkCentre 7665 specific terms and illustrations. The device
you are using may be different from this. For screenshots made with other devices see the
Appendix at the end of this guide.

To check HTTPS, EIP and SNMP enablement, open your MFP device’s Web
Administration Application (enter your device IP address into a browser) then click the
“Properties” tab.

HTTPS Support

Check if HTTPS is enabled. To do this, navigate to the proper page of the device’s Web
Administration Application. (The below screenshot shows 76xx devices. For other
devices, see the Appendix at the end of this guide.) [f HTTPS is not enabled, create a new
certificate or upload an existing one.
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EIP Support

By default, EIP is usually turned off. To turn it on, navigate to the proper page of the
device’s Web Administration Application. (The below screenshot shows 76xx devices.
For other devices, see the Appendix at the end of this guide.)
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Simple Network Management Protocol (SNMP) Support

By default, SNMP is usually turned on. To check this, navigate to the proper page of the
device’s Web Administration Application. (The below screenshot shows 76xx devices.
For other devices, see the Appendix at the end of this guide.) For the PaperPort PSP

service SNMP v1/v2c¢ protocols are sufficient.

XERDX WorkCentre TES5

Internet Services
Tabs Print

Suppart

LI Propeics

| snmp Configuraticn

|_BHMF Froperies
P Enitis SMUP viNdt Pratscois Ei SHMP viivic Fropesies
' Enabin SHMP v Prodossl it SNMP v3 Proganes

Moty Looace HTIES Sefood anguring SNV Conligurng Tid Ralurs rGuirkd BIcuss wirb Dhil (Ommenicidn
Mot Tonming OfFf B SHMP paolor 0l will THUSE W INBHTUREON I I {ONMTILMB AN DEbbEN D 08w @ 0 NEmOns ¢ hnl Sppi abons

[ Authentication Failure Lenerie Trags

Aufhveriiation Fatere Generic Traps I Enable

Bt VT B Actenbic #8en Faduns Oendnc Trig i4 inabled, Mk mMachits will phsrids &g B0 ity GREP nsguidd Tl i ceciiid by i Mdihing whith S0k &0 ikd communily
e

RV P -
Mook| Ueio| _asaoced |

rptwark S2anning
Fican be Mailbax
FEcan ta Mome

FRaprint Baved Jobs

FAcsounting
Sacurity
Leg
Hachine Cigial Cortficate
el

Comdugte Aatharitess

.1
L_tOn Dempad Quprmette |



http://en.wikipedia.org/wiki/Simple_Network_Management_Protocol

Scan Template Management Support

Usually, Scan Template Management is enabled by default. On 52xx, 72xx, 76xx and
73xx devices, you also have the option to disable it. When you use such devices, go to the
proper page of the device’s Web Administration Application to check that it is enabled.
(The below screenshot shows 76xx devices. For other devices, see the Appendix at the
end of this guide.)

Internet Services XEROX WorkGCentre 7585
T L R T Froeerises

XEROX

L*Smemeny

You need to enable Scan Template Management for the PaperPort PSP service to work
properly.

Setting up the Network Environment

To utilize the full functionality of the product, you have to identify a file server in your
network that is accessible via SMB or FTP. (This file server can also be used as a
PaperPort PSP server.)

We recommend that you install the product to a server with a static IP address. The
following description is based on such a scenario.

FTP access is not necessary in all cases: whether you need it or not depends on
your Administration Tool settings.

The configuration steps presented here describe only Windows and IIS based SMB and
FTP process. If you are using the product on a different system, consult your product
distributor.



IP Addresses and Host Names

PaperPort PSP supports IP addresses as well as host names. In general, you are free to use
either for identifying the device, server, etc. However, there are cases when host names
cannot be properly resolved (e.g. clients, the server, the device(s) are in different
workgroups, etc). In such scenarios, only use IP addresses when

- installing the server

- accessing the Administration Tool

- setting the repository parameters in the Administration Tool, or

- specifying the PSP Server in Image Retriever.

Configuring IIS on Windows 2008 Server

The following steps describe the necessary steps to install and configure IIS on Windows

2008 Server.
1. Click Start > Server Manager

Under the Server Manager root node click Roles

Under Roles Summary click Add Role

In the Add Roles Wizard choose the Select Server Roles page

Click Web Server (IIS) and accept all required features

Click Next twice

On the Select Role Services page click ASP.NET under Application Development

and accept all required role services

On the same page select Windows Authentication under Security

9. On the same page select IIS 6 Metabase Compatibility under IIS 6 Management
Compatibility

10. Click Next

11. Click Install

12. When the installation completes click Close to close the wizard

Nownkwd

*

Checking your IIS settings

1. Open the IIS Administrator console: Click the Windows Start menu then choose
Control Panel > Administrative Tools > Internet Information Services

2. In the IIS administrator console select <<computer name>>(local computer)/Web
Sites/Default Web Site.

3. Click the Action menu item and select Properties. The “Default Web Site
Properties” dialog window appears.

4. Make sure that in the “Web Site” tab the “IP Address” is set to that of the product
installation target server. (i.e. It is the same as the one in the Server Information
dialog (“Host address” field) of the product installer.)



= At EW e Default Web Site Properties
& @
— - HTTP Headers || Custam Erors || ASPMET || Server Extensions | —
% Internet Information Services web Site | 154P1 Filters || Home Director || Documents || Directory Secunt | | £
= & MACHINENAME (ocal computer) L L &
-] web Sites wheb Site ldentification
+ o) Defalt wieb Site Deseription Defaultweb Site |
+-_7] FTP Sites
+ iz Default SMTP Virtual Server IP Address: V| [ Advanced... ]
1CF Port: |:|
Connections
Connection Tinmeaut; geconds
HTTP Eeep-dlives Enabled
Enable Logaging
Active log format;
|'W'3C Eutended Log File Format R | [ Froperties...
T [ .
) | L+

Creating temporary storage for scanned media files

Scanned media files are stored in a temporary storage until ImageRetriever starts
processing them. This temporary storage can be either an SMB share or an FTP folder.
The device and the ImageRetriever clients will use a dedicated user account to access the
temporary storage.

Note: The folder, share and account names in next sections are illustrations only. You are
free to make your own destination and account choices when setting up your system.

The account “PSPUser” is used in these examples as an illustration. You can use any

account that you want to grant access to the file share.

Providing SMB access to Temporary Storage

Make sure you first disable the folder option “Simple file sharing (recommended)” in
“Folder settings” on Windows XP. (To learn more about advanced folder settings refer to
your operating system manual.) Without enabling advanced file sharing you will not see
some dialog boxes referenced in the following section.
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Note: the server file system must be NTFS.

To provide SMB access to Temporary Storage:

1.

i

e

Open Windows Explorer and browse to the folder you want to use as the
temporary storage. We will use the c:\temp\PaperPortPSPTemporaryStorage
folder in our example.

Click: File > “Sharing and Security...”

Turn on the “Share this folder” option on the Sharing pane

Enter the following parameters:

Share name: PaperPortPSPTemporaryStorage

Comment: Temporary media storage for Nuance PaperPort PSP Solution

PaperPortPSPTemporaryStorage Properties @E|

General | Sharng | Security | Web Sharing | Customize

o

— Y'ou can share thiz folder with other users on vour
network. To enable sharing far this folder, click Share thiz
folder.

) Do not share thiz folder
(%) Share thiz folder

Share name: | PaperPortPSFT emporanStarage

Comment; Temporary media storage for Muance FaperPc

Llger lirnit: (%) Mawimum allowed

(3 Allow this number of wsers;

4

To zet permizzions for uzers who access thiz
folder over the network, click Permiszions.

To configure settings for offline access, click
Caching.

¢ Permissions |

YWindows Firewall iz configured to allow this folder to be shared
with ather computers on the network:.

"Wiew pour Windows Firewall settings

[ k. ][ Cancel ][ Apply ]

Click the “Permissions...” button.

Click the "Add..." button.

Turn on Full Control for the PSPUser account. In our example PSPUser is a
dedicated account that will be used by the device and the ImageRetriever clients
to access the PaperPortPSPTemporaryStorage.

11



Permissions for PaperPortP5SPTemporaryStorage |E|[E|

Share Permizzions |

Group or user names:

ﬁ Everone

[ add... H Remove ]

Permiszions for PSP ser Allova Dermy
Full Control ]
Change ]
Read O
[ k. l [ Cancel ] [ Apply

9. Click OK to close this dialog.

10. Select the “Security” pane.

11. Click the “Add...” button.

12. Enter PSPUser and click OK to close add wizard.

13. Select the PSPUser item in “Group or user names” list box.
14. Turn on Full Control for the PSPUser account.

12



PaperPortPSP TemporaryStorage Properties |E|[z|

General || Sharing | Security | “Web Sharing | Customize
Group or user names:
ﬁ Admiriztrators
€7 CREATOR OWNER
€ PSPUser
€7 SvSTEM
[ Add ] [ Remove ]
Permizzions for PSPUzer Al Deny
Full Cartral [ &8
b odify ]
Fead & Execute ]
Lizt Folder Contents ]
Read O
Write H
= | Dlmrrmimmimim !
For zpecial permizzions or for advanced settings,
clck Advanced. =
[ k. ] [ Cancel ] [ Apply ]

15. Click OK. You have finished setting up SMB access to the folder
PaperPortPSPTemporaryStorage.

Checking SMB access

1. Open Windows Explorer and navigate to \\<<your computer
name>>\PaperPortPSPTemporaryStorage.
2. Create a new folder (call it “Test”).

L 4 PaperPortPSPTemporaryStorage on MachineMame |: E|

X
'l*r

File Edit ‘Wiew Fawaorites Tools  Help

>
Y Y

eﬁack - \_/l lm ‘2__‘] Search - Folders |'._—$' Lj}

fddress | L' \\MachineMame|PaperPortPSPTemporaryShorage V| 4 6o

=
=

3. Copy a file into this directory.

13
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Make sure you do not get any error messages.

Delete the “Test” folder.

Choose another computer in your network and navigate to \\<<your computer
name>>\PaperPortPSPTemporaryStorage

Provide the PSPUser account details — user name and password — if prompted.
Create a new folder (call it “Test”).

Copy a file into this directory.

10 Make sure you do not get any error messages.
11. Delete the “Test” folder.

Your SMB configuration is now complete.
To set up FTP access as well, proceed as follows:

Creating an FTP folder

The following steps describe how to provide FTP access on the Windows XP Operating
System. For other operating systems or FTP servers, consult their product documentation.

1.

2.
3.

Open the IIS Administrator console: Click the Windows Start menu then choose
Control Panel > Administrative Tools > Internet Information Services

In the Administrator console, select <COMPUTER> and choose FTP Sites.
Select: "Default FTP site". (At this point you may choose to create a new FTP site
for Nuance product services or to use an already existing one.)

Click Action > New > Virtual Directory...

14



g Internet Information Services

File  Action Wew Help
&= Iz0] E o
% Inkernet Infarmation Services Marme Path
—|- &} MACHINEMAME {local computer) _ S
+- (0 Web Sites There are no items to shiow in this view,
--[Z FTP Sites
. I;@f It SMTP Wirl Explore
+ efau i
% Open
Browse
Stop
Pausze
Wirkual Directary. .,
all Tasks »
Wiew 4
Rename
Refresh
Expaort Lisk...
Properties
*
Help
Create new FTP Yirtual Directe.,

The Virtual Directory Wizard appears. Set up your virtual directory with the
following parameters:

- alias: PaperPortPSPTemporaryStorage

- directory: C:\temp\PaperPortPSPTemporaryStorage

- permissions for this directory: read and write checked.
Click Finish to complete the wizard.
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[ 1 15|

2| Internet Information Services

PaperPortPSP TemporaryStorage Properties | ? |r_|

File Help —
. || x @ VirtuaIDirector_l,ll

m Internet Information Services When connecting ta thiz resource, the content should corne fram:
= B MACHINEMAME {local computer)
(] Web Sites
-] FTP Sites
=-#2) Default FTP Site

Action  View

(=) a directory lozated o this computer

() a share located on another computer
FTP Site Directany

@I PaperPortPSPTempararystorage Local Path: |C:\temp'\F’aperPortPSF'Temporar_l,lS| [ Browse...
+]. £ Default SMTP Yirtual Server Fead
it
Laog wisits

[ ok [ cancel Apply

Checking FTP access
1. Open Explorer and type: ftp://<<your site [IP>>:<<your site
port>>/PaperPortPSPTemporaryStorage/ Your file server is accessed via FTP in
your browser.
2. Create a new folder (name it “Test”).
File=  Edit Wiew Favorites Tools  Help |',"
\_) \‘_/j Lﬁ ":\J Search [ Folders |'$ Lj} x n
Address |E£| ftpif fMachineMamePaperPortPSPTempor aryStarage, V| G0 Links **
Tesk
User: Anorymaous ‘:J Local inkraret
3. Copy a file into this directory.
4. Make sure you do not get any error messages.
5. Delete the “Test” folder.
6. Close your browser.
7. Choose another computer in your network and browse to
ftp://<<your site [P>>:<<your site port>>\PaperPortPSPTemporaryStorage
8. Create a new folder (name it “Test”).
9. Copy a file into this directory.

10. Make sure you do not get any error messages.
11. Delete the “Test” folder.
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Installation alternatives

There are two alternatives to install the product: interactive and customized. Interactive
presents you with a wizard-like interface, whereas customized is recommended for
advanced users. You can use either one to install the product.

To install the product use:

either Interactive installation... or Customized Installation.

The installer of the server components is located in the root of the Server CD.
After successful installation, two shortcuts will be added to Start Menu > “(All)
Programs” > “Nuance” > “PaperPort PSP”*:

- “Administration Tool”

- “PaperPort PSP Server” linking to a device simulation page.

17



Interactive Installation

Tips before starting:
- It is recommended to take notes about each installation step to make it easier to
restore your system or to roll back installation in case of a failure.
- Interactive product installation will create a virtual directory called
"PaperPortPSP" overwriting any existing ones with the same name.

On most PCs, simply insert the installation CD-ROM into the CD-ROM drive to launch
the Server installer. However, if the installer does not automatically start on your PC

1. Use Windows Explorer to browse the CD-ROM.

2. Double-click on the autorun.exe program

Xerox g NuaNcE

o by g

_haose From the Fallowing, Mate that non-selzctable
components are required For this product,

Stark installation

v MET Framework 2,0 5P1
[
03 Web Services Enhancements 2.0
—-—
-— 2 PaperPort PSP Server
-_—
PaperPort PSP Server
v 0
Back J Exit I

Before starting the installation, you can specify which components you want to install.
Click the check boxes ON for each item to be installed. Microsoft .NET Framework
version 2.0 and Web Services Enhancements 2.0 SP3 Runtime for Microsoft .NET are
required for proper functioning. Turn off the installation of these components only if they
are already installed on your machine (e.g. through Windows update)

A separate installer program for each component launches. Follow the installation
instructions for each component.
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PaperPort PSP Server

During the installation make sure that the “Host address” is the same as the “IP Address”
on the “Web Site” tab in the IIS Management Console.

“z| Internet Information Services

] Default Web Site Properties

HTTPHeaders |  CustomEmors |  ASP.MET
b ‘wieh Site | I154P| Filters || Home Directony || D ocume|

i PaperPort PSP - InstallShield Wizard

wieb Site |dentification Server Information |

Description: |Default Web Site Specify server IP address,

IP Address: 10.140.26.159
B | Enter the IP address of your server that is liskening on wour intranet, This address will be

TCP Port: - 551 Part I: written into configuration Files that can be modified later, To change the IP address after
m S installation refer ko the installakion quide.

Connections

QNRECion | imeoul FEConds Host address (lp:port):

HTTF Keep-tlives Enabled

Enable Logging

Active log farmat:
|W3E Extended Log File Faorrmat v | Frops

InstallShield

< Back ”_ [ext = ] [ Cancel

ak. ] [ Cancel Apply

€

Service setup with the Administration application

Your Application Server and FTP folder/SMB shared folder are now ready to be
registered to Xerox EIP-capable Multi Functional devices. First collect some information
about your network and your device to proceed:

Device properties:
Type: oo, (e.g.: Xerox Workcentre Pro 232)
IP address: ......cccoeeevveenneenn. (e.g.: 10.140.24.30)

Administrator’s User Name
Administrator’s Password

Application server properties:

IP address (or name): ............... (e.g.: 10.140.1.1, or rocket)
Administration Tool URL: ......... (e.g.: http://10.140.1.1/PaperPortPSP/admin)
EIP user interface URL.: ............. (e.g.: http://10.140.1.1/PaperPortPSP/UI)

File server properties:
IP address (or name): ............... (e.g.: 10.140.1.1, or rocket)
SMB share path: ..................... (e.g.: \\rocket\PaperPortPSPTemporaryStorage)
FTP access path: .................... (e.g.: ftp://rocket/PaperPortPSPTemporaryStorage)
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All examples are illustrations only and have to be replaced with your own environment
settings.

Steps to launch the Administration Tool

To launch the Administration tool

1. Choose Start Menu > (All) Programs > Nuance > PaperPort PSP > Administration
Tool or type the Administration Tool URL
(http://10.140.1.1/PaperPortPSP/admin) into a browser.

If IIS is not permitted to serve dynamic content, you may get “HTTP Error 404 -
File or Directory not found” on Windows 2003 Servers. For guidelines on how to
resolve this problem, see http://support.microsoft.com/kb/315122.

2. Depending on your network security settings, an authentication dialog may
display. Log in as an administrator (the administration task involves modification
of local files).

3. Select your interface language from the following: English, French, Italian,
German, Portuguese or Spanish.

Using the Administration Tool

In the following section, we present a typical use case of this tool for system
administrators.

This is only a working example to walk you through the most commonly used steps.
Your actual administration activity is likely to differ from the one you find here.

Example Scenario

Suppose that your company purchases or rents one or more devices. A single device is
usually enough for small and medium size businesses, while larger organizations might
need several more devices.

The device(s) are delivered and set up by an external expert with the help of the
company’s IT expert. This way, the IT professional will know the IP address and
administrator login information.

Optional software components — for instance, the current package — are installed and the

network infrastructure is created. The PaperPort PSP administrator role is assigned to a
person with sufficient knowledge and experience (can be the same IT professional).
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Administration Steps

Server side configuration

1. The first task of the administrator is to configure the server side of the PaperPort
PSP system. To do so, launch the Administration Tool.

Language: E |:I:| E [I:l Server version: 2.0.0.0

Devices

Use the fields below to add a device to the list. Enter the device IP address and the same
administrator login and password as set on the device or through its ad ation application.
For SNMP communication (GET operation) please also specify Community Name.

IP Address: |

1.2 Admin Login: |

Password: |

SNMP Community Name:  [public

Add Device

Manage Multiple Devices

File to prucess:l Browse. . |

Add Update Remaove
devices registration configuration devices
Managed Devices

Four check marks are displameo
device, refresh its statusz or remowve it.

atus colurnn if the device is configured properly. Use icons in the Sions column to corfigure 2

IP Bddress MNarne Location 3 . Betions

0,940,119 Sorcery Danubius 11 4.em.

1.1. The “Managed Devices” table at the bottom is empty, indicating that the server
does not manage any devices yet.

1.2. Enter the device’s IP Address, the device administrator’s logon information and
the SNMP Community Name. You can find the SNMP Community Name in the
device’s Web Administration Application on the “Edit SNMP v1/v2c Properties”
page.

1.3. Click the “Add Device” button

1.4. A new row is added to the table containing the device information and the
PaperPort PSP service is automatically registered on the device.
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1.5. Check the four icons in the “Status” column to see if the device is up and running
correctly.

The first status indicator displays a check mark if the device is reachable at the specified
IP Address. If the device does not appear to be reachable, check the IP Address and make
sure the device is turned on.

The second status indicator displays a check mark if the device is EIP capable. If the
device is not EIP capable, PaperPort PSP can not be used on the device.

The third status indicator displays a check mark if EIP is enabled on the device. If EIP is
not enabled, consult your device documentation on how to enable it.

The last status indicator displays a check mark if the PaperPort PSP service has been
installed on the device.

Device configuration

Normally, when you add a device, you should see four check mark indicators in the table.
If the 3" and the 4" status indicators signal problems, you have to resolve them first — as
described in the "Pre-Installation Device Configuration" section in this guide — and then
perform this step.

2. Configuring the device.

2.1. Click the blue Configure icon in the “Actions” column
2.2. The Device Configuration page is displayed.
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Language: E |:I:| E [I:l Server version: 2.0.0.0

Device Configuration

Device Name: Sorcery
IP Address: 10.140.1.15
& Registration " Change configuration information

Register/Unregister the PaperPort PSP service on this device:

PaperPort PaperPort http://10.140.26.129/PaperPortPSP/ui/index.aspx
PSP PSP

2.3. The table at the bottom is empty, indicating that our service is not yet registered

on the device.

2.4. Click the “Register this server” button.
2.5. A new row is added to the table and the “Register this Server” button changes to

“Unregister this Server”.

Registration is now finished.

Note: in some cases (while this page is loading) a Security Warning displays. If you
choose “No”, individual Service Names might not be available.

This dialog is displayed, because the machines running services to be listed in this table
are not in the trusted zone. To avoid this warning, you have two options:

Add the above computers to the trusted zone, or

Change security settings. Using Internet Explorer under Windows XP, it implies the
following steps:

1.

NNl e

Launch Internet Explorer.

Choose “Internet Options...” in the “Tools” menu

Go to the “Security” tab

Select “Local intranet”

Click the “Custom Level...” button

Choose “Miscellaneous” > “Access data sources across domains” and select the
radio button “Enable”.
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Administrators might also want to add or remove a device. In the most common cases a
few devices are purchased or rented simultaneously and the necessary administration
tasks are performed after installation.

Adding new devices

To set up additional devices manually, the administrator has to go through the following
steps again:

1.
2.

(98]

Click the “Devices” tab (at the top).

Enter the device IP Address, the device administrator’s logon information and
the SNMP Community Name.

Click the “Add Device” button.

A new row is added to the table with the device information and the PaperPort
PSP service is automatically registered on the device.

Check the four icons in the “Status” column to see if the device is up and
running correctly.

If automatic registration was not successful, or if you want to unregister the application
from the device, proceed as follows:

6.

7.

>

Click the Configure icon (the blue wrench in the “Actions” column) associated
with the new device.

The Device Configuration page is displayed with the IP Address and name of
the new device.

Click the “Register this server” button.

A new row is added to the table and the “Register this Server” button changes
to “Unregister this Server”.

Removing devices

To remove a device

1. Go to the Devices page (choose the “Devices” tab at the top) and click the Delete icon
in the “Actions” column.

2. The device is removed from the system and the PaperPort PSP service is
automatically unregistered from the device.

3. The table at the bottom is updated to reflect this change.

Removing this service from a device

To remove this service from a device, do this:
1. Go to the Devices page (choose the “Devices” tab at the top) and click the Configure
icon in the “Actions” column.
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2. The Device configuration page is displayed with this service highlighted in the table
at the bottom.

3. Click the “Unregister this server” button.

4. The service is revoked from the device.

The table at the bottom is updated to reflect this change.

Managing multiple devices

When handling several devices, it is more convenient to utilize comma-separated text
files — filled with device parameters — to carry out the following device management
tasks:

* Adding several devices

* Removing several devices

* Registering PSP on several devices

* Updating the configuration parameters of several devices

A comma-separated text file for such purposes has to have the following structure:

Field name 1P Admin Password SNMP Register
Accepted String, valid IP String, Admin String, Admin String, SNMP Get 1,0 (representing
value(s) address of a device | login password, valid for the | Community Name, "Register" and
information, device on the valid for the device "Unregister"
valid for the corresponding IP on the respectively)
device on the address corresponding IP
corresponding IP address
address
Example 100.255.23.45 Admin 1111 Public 1

Device management task details

Adding devices: all fields are required and used for this task. Devices are added one-by-
one and - depending on the value of the Register fields - PSP server registration is also
done. Processing continues with the next row in the file in case of errors (e.g. invalid IP
address, wrong password...)

Sample CSV file content:
10.140.1.15,admin,1111,public,1
10.140.24.34,admin,1111,public,0
10.140.24.32,11111,x-admin,public,1

Explanation:

1. The device at 10.140.1.15 is registered using the user name admin, the password
1111, and the SNMP Get community name public. PSP server registration is
performed.

2. The device at 10.140.24.34 is registered using the user name admin, the
password 1111, and the SNMP Get community name public. PSP server
registration is not performed.
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3. The device at 10.140.24.32 is registered using the user name 11111, the
password x-admin and the SNMP Get community name public. PSP server
registration is performed.

Removing devices: Required and used fields: [P Address, Admin, Password and SNMP
(the Register field is ignored). Currently managed devices are enumerated and matched
against the IP Addresses in the file. If a match is found, the PSP server is unregistered
automatically and the device is removed.

Sample CSV file content:
10.140.1.15,admin,1111,public,
10.140.24.34,admin,1111,public,
10.140.24.32,11111,x-admin,public,

Explanation:
1. The device at 10.140.1.15 is removed (using admin as the user name, 1111 as
the password and public as the SNMP Get community name.)
2. The device at 10.140.24.34 is removed (using admin as the user name, 1111 as
the password and public as the SNMP Get community name.)
3. The device at 10.140.24.32 is removed (using admin as the user name, 1111 as
the password and public as the SNMP Get community name.)

PSP Registration: Required and used fields: IP Address and Register (other fields are
ignored). Currently managed devices are enumerated and matched against the IP
Addresses in the file. If a match is found, the PSP server is registered or unregistered,
depending on the content of the Register field. If the PSP server is already registered and
the content of the Register field is 1, no action is taken. Similarly, if the PSP server is not
registered and the content of the Register field is 0, no action is taken.

Sample CSV file content:
10.140.1.15,,,1
10.140.24.34,,,,0

Explanation:
1. PSP Server gets registered on the device at 10.140.1.15
2. PSP Server gets unregistered on the device at 10.140.24.34

Updating the configuration: Required and used fields: IP Address, Admin, Password
and SNMP (the Register field is ignored). Currently managed devices are enumerated and
matched against the IP Addresses in the file. If a match is found, the content of the
Admin, Password and SNMP fields overwrite the currently stored values.

Sample CSV file content:

10.140.1.15,newadmin,1111,public,
10.140.24.34,admin,12345,public,
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Explanation:
1. PSP Server stores newadmin as the new user name, 1111 as the new password
and public as the new SNMP Get community name for the device at 10.140.1.15
2. PSP Server stores admin as the new user name, 12345 as the new password and
public as the new SNMP Get community name for the device at 10.140.24.34

The result of each batch operation is a log file that is accessible from the Administration
Tool.

Setting the device working folder

3. The next step is to set the working folder of the device. This is where images will
temporarily be stored.
3.1. Click the “Repository” tab (at the top).
3.2. The Repository page is displayed
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B—

E |:I:| E [I:l Server version: 2.0.0.0

Repository

Use the fields below to view or change file destination for scanning.

All devices with this server registration will uze the same protocol and =settings.

Select the protocol you want the devices to use when transferring scanned images.

CFTP & SMB

Location

Server: MachineName |

Share Name:  [PaperPortPSPTemporary|

34

Folder Path: | |

Files will be stored at the location: WeServer-\<Share Name=\=Folder Path=\=domain>-<username=, where <domain> and <username>= are
generated automaticalty, from the infermation provided by the user on logging into the device.

Specify the account the device should use when transferring scanned images.

User Name:  |Administrator |

For example: MyDomain\MyUser1, or MyUs=ser1.

Password: [sessees |

3.5

3.3. In most cases, the SMB protocol is used: pick this option.
3.4. Enter the information of a shared folder along with an account that the device
and the ImageRetriever clients will use to reach this location.
3.5. Click the “Store Settings” button.
Initial server administration is done and the system is ready to work.

& For full functionality, client side installation is also required.

Repository Changes

Protocol and file transfer location changes are not quite frequent (c.f. email system
changes within an organization). However, the Administration Tool gives you the option
to do this.

To change the file transfer location and protocol

1. Click the “Repository” tab (at the top).

2. Change the protocol and other information.
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3. Click the “Store Settings” button.

User management

Administrators are usually not required to manage user lists, because clients are able to
automatically register themselves and use the system without any administrator
interaction.

On the other hand, we provide an administration tool to add/remove users and user
groups to/from the system.

Adding users

1. Click the “Users” tab (at the top)

2. The User Management page is displayed with the list of already registered (manually
by the administrator or automatically by the clients themselves) users.

B—

—

—
W——

Language: E |:I:| E [I:l Server version: 2.0.0.0

E=E

Mark for

Dl deletion

DoMAlK UzerHameal Harnel First1 Las=t1 Departrneznti I—

DomMalN UzerMame2 Marnez Firstz Lasta Departrnent2 |—

3. To add a single user manually
3.1. Pick the “Add users manually” option
3.2. The page changes to this
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Language: E |:I:| E [I:l Server version: 2.0.0.0

" List users & Add users manually " Add users from LDAP

he fields below to quickly add a user to the list. Enter user information and click 'Add

Domain: [DomaAIN

User Name: [UserName3

Department: |

34

First Name: |

|
|
3.3 Display Name:  [Name3 |
|
|
|

Last Name: |

3.3. Enter user information.
3.4. Click the “Add User” button.
3.5. The page reverts to the user list.

To add several users

4.1. Pick the “Add users from LDAP” option
4.2. The page changes to this
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Language: E [I:l E [I] Server version: 2.0.0.0

" List users " Add users manually & Add users from LDAP 4.1

Enter a domain to query its entries, and specify a filter.

Domain:  [DOMAIN |

4.3

Filter- |daily build |

Provide a User Name and Password. This user must have rights to query LDAP entries of the

specified domain.

User Name:  [DOMAINVAdmin |

Passwaord: | |

Entries matching the filter

4.5

4.6 Add Selected Add All

4.3. Provide the LDAP server and its access parameters. Leave the Filter field blank
to get access to each user and group available within LDAP.

4.4. Click the “List” button.

4.5. The list at the bottom of the screen is populated with the entries matching the
filter. Individual users and user groups are also displayed in the list.

4.6. Select several users and click “Add Selected”,
or
Press the “Add All” button

4.7. The page reverts back to the user list.
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Removing users
5.1. Click the “Users” tab (at the top)
5.2. The User Management page is displayed with the list of already registered
(manually by the administrator or automatically by the clients themselves) users.

Language: E I:I:l E I:I:l Server version: 2.0.0.0

& List users " Add users manually " Add users from LDAP
The fal
Uszers can autom

Mark for

Dormain i Bl Departrmertt

Narne narne narne deletion
DoMalN UserMame1 Marne1 Fir=t1 Last1 Departrnent I—
DomMall UserMarme? Marnez Fir=tZ Lastd Departrnent? I— 5 '3

54 A I™ Remove user folders even if they contain data.

Delete Selected Users

5.3. Mark the appropriate boxes in the “Mark for deletion” column.

5.4. Decide if user data should be deleted (mark the checkbox in the yellow field
below the table).

5.5. Click the “Delete Selected Users” button.

5.6. The table updates to reflect the changes.

Displaying a customized message to unregistered users

The following message is displayed for not registered users

Message

Save
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Click the “Users” tab (at the top)

Enter your customized text in the Message area. You might want to include
details, such as how to get the PSP client, whom users should contact in case they
need access to PaperPort PSP, etc.

3. Click the Save button.

N —

Your customized message is going to be displayed on the device panel for users who are
not registered on the PaperPort PSP Server.

Sorting login names on the device panel

Select how registered users are displayed on the login screen

First name, then Last name, then Department

Last name, then First name, then Department
Department, then First name, then Last name
Department, then Last name, then First name

Sort users by

1. Click the “Users” tab (at the top)
2. Set the order for displaying user names on the device panel.
3. Click the Apply button.
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Defaults

Default Fol

Mote: [MyDocuments] can be used to represent the user's real My Docurnents folder.

Dizplay name Folder's full path Mark for deletion

Delete selected folders |

Folders:l Browse... | Upload file

Default

Dizplay narme Mark for deletion

Delete selected workflows |

W'orlcﬂow:l Browse... | Upload file

Default Profiles

Dizplay narme Mark for deletion

Delete selected profiles |

Proﬁles:l Browse... | Upload file

Administrators are usually not required to manage user settings, because users are able to
customize the device screen using their own destination folders and scanning preferences
through the Personalized MFP Scanning Wizard. On the other hand, we provide an
administration tool to add/remove default folders, workflows and profiles.

These defaults will appear on the device screen - below the users' own
A items — if the user

/ I \ * Restarts Image Retriever
At * Updates his/her own preferences through the Wizard

* Selects the Refresh defaults item from the context menu of the
Image Retriever system tray icon.
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Default folders

Use comma-separated text files — filled with folder information — to specify destination
folders for all users. These comma-separated text files have to have the following
structure

Field name Path Display name

Accepted String, full path of a folder String, short display name of the path as it will appear on the
value(s) device's main screen

Example Q:\Year2009\Common\Accounting Accounting

How to create default destination folders (administrator’s tasks):
1. Create the comma-separated text file, containing the full path and the display
name of the destination folders.

2. Click the "Defaults" tab (at the top)
3. Click the Browse button in the "Default Folders" section, next to "Folders file".
4. Select the comma-separated text file in the File Open dialog and click OK.
5. Click the "Upload File" button in the "Default Folders" section
6. The file is uploaded, processed and the default folders are displayed.
Sample CSV file content:

C:\temp,MyTemp
Q:\Year2009\Common\Accounting,Accounting
[MyDocuments|\ScannedFiles,Scanned files

Explanation

1. The user will see the MyTemp item on the device screen. If this item is selected,
the scanned document is delivered into the C:\temp folder on the user's machine.

2. The user will see the Accounting item on the device screen. If this item is
selected, the scanned document is delivered into the
Q:\Year2009\Common\Accounting folder on the user's computer.

3. The user will see the Scanned files item on the device screen. If this item is
selected, the scanned document is delivered into the C:\Documents and
Settings\<User>\My Documents\ Scanned files folder on the user's PC. The
[MyDocuments] meta tag should be used when the administrator wants to use a
path within the user's own My Documents folder. (This meta tag is resolved on
the user's machine locally).

Default workflows

Use OmniPage to create workflows available for all users on their machines.
As an administrator, do the following to create default workflows:

1. Create one or more workflows in OmniPage and export them to a location
accessible through the Administration tool.
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2. Click the "Defaults" tab (at the top)

Click the Browse button in the "Default Workflows" section, next to "Workflow
file".

Select the workflow file in the File Open dialog and click OK.

Click the "Upload File" button in the "Default Workflows" section

The file is uploaded, processed and the default workflow is displayed.
Workflow files can be uploaded one-by-one. If you have more workflows to
upload, repeat the above steps.

[98)

N we

Sample:

The administrator uses the Workflow Assistant in OmniPage (Tools menu/Workflow
Assistant item) to create a workflow, with steps necessary to handle an invoice. The
workflow is exported from OmniPage (Tools menu/Workflows item) as Invoice, and
then uploaded to the PSP Server through the Administration Tool. The user will see the
Invoice item on the device screen. If this item is selected, the scanned document is
loaded into OmniPage on the user's machine and processed using the Invoice workflow.

Default profiles

As an administrator, use PaperPort to create profiles available for all users on their own
machines.

To create profiles, do the following:
1. Create one or more profiles in PaperPort.
2. Right click the profile list in PaperPort and export them to a location accessible
through the Administration tool.

3. Click the "Defaults" tab (at the top)
4. Click the Browse button in the "Default Profiles" section, next to "Profiles file".
5. Select Profiles.xml in the File Open dialog and click OK.
6. Click the "Upload File" button in the "Default Profiles" section
7. The file is uploaded, processed and the default profiles are displayed.
Sample:

The administrator uses PaperPort to create profiles (e.g. ColorScan, LowResBW...),
containing the scanning parameters, image processing and destination format options.
The profiles are uploaded to the PSP Server through the Administration Tool. The user
will see the ColorScan, LowResBW... items on the device screen. If an item is selected,
the document is scanned and processed, as described in the profile.
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Customized installation (advanced)

Customized installation is recommended for advanced administrators. To install the
product this way, follow the steps below:

IMPORTANT: It is an imperative that all prerequisites are already installed before you
perform the following steps.

Extract product files to a specific folder

Use the following command line to extract application files to a dedicated folder:
msiexec.exe /i "PaperPort PSP.msi" /IIS=0
SERVERIPADDRESS="?727.22?7.222.222:22" INSTALLDIR="?7:\222?2"
e C:AWINDOWSAsystem 32emd. exe

Microzoft Windows XP [Uerzion 5.1.26081
(C» Copyright 1985-2801 Microsoft Corp.

E:~PS5PSRU>msiexec ~i "PaperPort PSP.msi" ~gn SERUERIPADDRESS="18.148.26.159:8@"
INSTALLDIR="C:~Frogram Files“MNuance“PaperPort PSP"_

Installer command-line parameters

IIS Interaction with IIS.

[IS=0: Extract into a specific folder and do
not interact with IIS.

[IS=1: Extract into a specific folder and
interact with IIS to register the virtual folders.

SERVERIPADDRESS You need to specify the IP address of the
computer and a port number.
INSTALLDIR C:\Program Files\Nuance\PaperPort PSP

(Destination folder for product files)

PREREQ IIS INSTALLEDONPORTSO0 | Interactive installation may fail with the
following error “Check if your IIS is
configured to listen at port 80. To install the
application without this check refer to the
Server Administrator's Guide. Installation will
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now abort.” Use this command line parameter
to disable the check.

If SERVERIPADDRESS is specified, the appropriate files will be replaced with the ones
containing the specified IP address. Otherwise, you have to modify some files manually
after installation: these are listed in the next section. If you do not specify a server IP
address and port number, the name of your computer will be used by default.

When PREREQ IIS INSTALLEDONPORT80="2" is specified, the IIS settings are not
examined and the “Check if your IIS is configured to listen at port 80. To install the
application without this check refer to the Server Administrator's Guide. Installation will
now abort.” error message is suppressed.

It is also a good practice to turn on installer logging and to check the log file after
installation. We suggest consulting the Windows Installer documentation on the 1vx*
<log file>command line parameter and its usage.

Set-up Web Services in IIS web site

1. Create a base virtual directory
1. Click the Windows Start menu then choose Control Panel > Administrative
Tools > Internet Information Services
2. Select <COMPUTER>/Web Sites/Default Web Site
3. Click: Action > New > Virtual Directory...
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+ & Internet Information Services

Eile Action Wew Help

& 23] 2 o
% Internet Information Services 1I5Help @] postinfo. bkl
= &) MACHINEMAME {local computer) Scripts @] print. aif
-] ‘web Sites bsweh &) warning. gif
ll*‘_l @ ﬁ Explare _wki_bin E weh, gif
L FTF Sity Open Prinkers E wirzp . gif
*-<% Default Browse aspnet_client E _wti_inf. html
images
_private
Stop _whi_cnf
Pause _whi_lag
Yirtual Directary...

&l Tasks » ]
Server Extensions Web
WView 4 Server Extensions Administrakar
Rename m iisstark, asp
Refrash 8] lacalstart.asp

Export Lisk, ., (9] rme. aif
@ pagetrar. gif

Properties
o Help
Create new Web Vilcem ey
4. The Virtual Directory Wizard appears. Set up your virtual directory with the
following parameters:

o alias: PaperPortPSP
o directory: C:\Program Files\Nuance\PaperPortPSP (or the directory you
have specified in the INSTALLDIR property)
o permissions for this directory:
read, run scripts (such as ASP) and browse checked
write, execute (such as ISAPI applications or CGI) unchecked
5. Click Finish to complete the wizard.

On Windows XP perform the following additional steps

Select the new virtual directory.

Click Actions > Properties. The Virtual directory properties dialog appears.
Select the "Low (IIS Process)" Application protection option.

Click OK

A e

2. Create a virtual directory for product administration
1. Select the “PaperPortPSP” virtual directory.
2. Click Action > New > Virtual Directory...
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Internet Information Services

File  Action Wew Help

€ @ XEFRE @

|% Inkernet Information Services @ ServerfdministratorsGuide, doc
—|- &} MACHINEMAME {local computer)
-1-[2 web Sites
—| g Default Weh Site

+- {8 15Help
+ Ei acripks
+ Ei ksweh
+ Ei _wki_hin

+ % Printers

+(] aspnet_c  Explore
+ (] images Cpen
+-C7 _private Browse

+- [ _whi_conf
- = [ew L Wirkual Direckary., ..
280 i log yirtual Director,

w53 _vhi_pvt Il Tasks »
+ _wti_scrip e ,
R R —
-1 FTF Sites Delete
+| - Default SMTP virt  Refresh
Expaort Lisk,..
Properties

Create new Web Virkual Direc Help

The Virtual Directory Wizard appears. Set up your virtual directory with the
following parameters:
o alias: admin
o directory: C:\Program Files\Nuance\PaperPortPSP\admin (or the directory
you have specified in the INSTALLDIR property)
o permissions for this directory:
read, run scripts (such as ASP), execute (such as ISAPI
applications or CGI) and write checked
browse unchecked
Click Finish to complete the wizard.
Select this new “PaperPortPSP\admin” virtual directory.
Click Actions > Properties. The Virtual directory properties dialog appears.
Select the Directory Security pane.
Click the Edit button under the “Anonymous access and authentication
control” section. The “Authentication Methods™ dialog displays.
Uncheck the “Anonymous access” checkbox.
9. Check the “Integrated Windows authentication” checkbox.

NownkEwWw

x>
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@ Authentication Methods

HTTF Headers Custom Errors

“irtual Directary Docurents

ASPMET 171 [ snonymous access

Anonymous access and authentication contral

IP address and domain name restictions

®

Secure communications

Require secure communications and
enable client certificates when this
resource is accessed

Enable anonymous access and edit the
w authentication methods for this resournce.

Directory Security Mo uzger name/password required to access this resource.

Account uzed for anonymous access:

. |

Allow 15 to contral password

Authenticated access

For the following authentication methods, user name and
are required when
Edit - anonyMaus access iz ﬁisabled, ar

E - access is resticted using NTFS access contral

Digest authentication for Windows domain servers

[ Basic authentication [password is sent in clear text]

Wiew Certificate...

Edi... -
= Integrated *+indows authentication

Server Certificate...

User name: | | Browse...

password

lists:

Select...

Select...

| 0k | [ Cancel ] [ Help

]

10. Click OK to close the “Authentication Methods” dialog.
11. Select the ASP.NET pane.
12. Choose “2.0.50727” in the ASP.NET version combo box.

admin Properties

Wirtual Directary

HTTP Headers

D ocuments Directary Security
Custam Erars ASPMET

ASPMET werzsion:
Yirtual path:
File locatior:
File creation date:

File lazt maodified:

2050

|.-"F'a|:uerF'u:-rtF'S F/admin

|E:"-.P'ru:ugram Filez\MuanceiPaperPort PSP4admir

|1 01542007 7:36:30 P

|'IEI.-"I £/2007 1:50:43 PM

Edit Canfiguration. .. |

[

OF.

=

13. Click OK to finish setup.

On Windows XP perform the following additional steps

41




14. Select the new virtual directory.

15. Click Actions > Properties. The Virtual directory properties dialog appears.
16. Select the "Low (IIS Process)" Application protection option.

17. Click OK

4. Create the Product EIP service virtual directory
1. Select the “PaperPortPSP” virtual directory.
2. Click Action > New > Virtual Directory...

"B

Internet Information Services

File Action Wew Help
e - @@ X 2

|% Inkernet Information Services @admin
~1 &) MACHINENAME (local computer) @] ServeradministratorsGuide. doc
-1-[2 web Sites
—| g Default Weh Site

+- {8 15Help
+ Ei acripks
+ Ei ksweh
+ Ei _wki_hin

+ Prinkters
8¢ 3P aperPorigan

+-[_] aspnet_dl Explare
+-[1 images Qpen
+ (] _private Browse

* [:l ~vti_cnf Wirkual Direckory, .,
+-[ _wti_log - =

B3 vt pvt all Tasks 3
+-[_1 _wti_scrip Yiew ,
+ ] _whi_txt
-1 FTF Sites Delete
¥ Default SMTP virt  PRefresh
Export Lisk, ..
Properties

Create new Web Wirkual Direct  HElp

The Virtual directory wizard displays. Set up your virtual directory with the

following parameters:

o alias: Ul

o directory: C:\Program Files\Nuance\PaperPortPSP\UI (or the directory
you have specified in the INSTALLDIR property)

o permissions for this directory:
read, run scripts (such as ASP) execute (such as ISAPI applications or
CGI) and write checked
browse unchecked

Click Finish to complete the wizard.

4. Select the “PaperPortPSP\UI” virtual directory.

(98]
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SN

Click Action > Properties. The “UI Properties” dialog appears.
Select the Directory Security pane.

7. Click the Edit button under the “Anonymous access and authentication
control” section. The “Authentication Methods™ dialog displays.
8. Mark the “Anonymous access” checkbox.

9. Mark the “Integrated Windows auth

| HTTF Headers ||
| “irtual Directary ”

Custarn Errors

D ocuments |

Anonymous access and authentication control

=]

Enable ananymous acoess and edit the

IP address and domain narme restrictions

8

Secune communications

Require secure communications and
enable client certificates when this
TesouIce is accessed.

authentication methods for this resource. Edit..

Edit

Server Cerlificate...

Wiew Certificate

Exdit...

ASPNET

Directony Security

Apply

entication” checkbox.

7 EJ Authentication Methods

7“ énonymous ACCETT
Mo uger name/pazsword required to access this resource.

Account used for anonymous access:

Uszer name: |IUSH_MACHINENAME |[ Browse. ..

Password: | |

[] &llow 115 to control password

Authenticated access

For the following authentication methods, user name and password
are required when

- anonymous access is disabled, or

- access is restricted using MTFS access control lists

Digest authentication for Windows domain servers

[ Basic authentication [password is sent in clear text)

Diefault domain: I:l Select...
Integrated Windows authentication
| ok | [ Cancel ] I Help ]

10. Click OK to close the “Authentication Methods™ dialog

11. Select the Documents pane
12. Click the Add button
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13. Enter "Index.aspx" and click OK
Ul Properties

HTTP Headers

Custom Errors

Virtual Directory

Enable Default Document

| ASP.NET

D'ocumnents |

Directony Security

Default. asp
T | |indexhtm
iisgtart. azp

Drefault. aspe 3
inderaspe "

[ ]Enable Document Footer

Browse. .

| ok

][ Cancel ][

Apply ] [

Help

14. Select the ASP.NET pane.
15. Choose “2.0.50727” in the “ASP.NET version” combo box.
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Ul Properties El Pz|

Yirtual Directory Documents Directony Security
HT TP Headers Cuztom Errors ASPMET

Mijcrosgft

“P. net
ASP.MHET werzion: 2080727
YWirkual path: |a’F'aperF'|:urtF'SF'£Lll
File lozation: |E:'\P‘ru:ugram FilezhMuancehPaperPart PSPYU e
File creation date: |1 0/1/2007 5:53:52 PM
File lazt modified: |‘I 0ABA2007 1:50:48 P

[ 0Ok |[ Cancel ]

16. Click OK to complete setup.

On Windows XP perform the following additional steps

17. Select the new virtual directory.

18. Click Actions > Properties. The Virtual directory properties dialog appears.
19. Select the "Low (IIS Process)" Application protection option.

20. Click OK

The product will create run-time application data files in the “C:\Documents and
Settings\All Users\Application Data\Nuance\PaperPortPSP” folder. Make sure that
the application has access to this folder and can create directories and files in it
run-time.

Check the correct setup of Web Services in IIS

1. Open a browser and enter the following address: http://<<your site
[P>>:<<your site port>>/PaperPortPSP/admin/
If IIS is not permitted to serve dynamic content, you may get “HTTP Error
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404 - File or Directory not found” on Windows 2003 Servers. For guidelines
on how to resolve this problem, see http://support.microsoft.com/kb/315122.

2. An authentication window displays. Authenticate yourself and the “PaperPort
PSP Server Management Portal” application will launch. UI language can be
changed to the following: English, French, Italian, German, Portuguese or
Spanish.

= E I:I:l E EI] Server version: 2.0.0.0

Devices

ss and the same
administrator login and password as set on the device or through its administration application.
For SNMP communication (GET operation) please also specify Community Name.

IP Address: |

Password: |

|
Admin Login: | |
|
|

SNMP Community Name:  [public

Add Device

Manage Multiple Devices

File to prucess:l Browse_.. |

Update Remove
configuration devic

Managed Devices

Four check marks are displayed inthe Status column if the device is configured properly. Use icons in the Sctions colurnn to corfigure a

device, refresh its status or remowve it.

IF dddrazs Narne

3. Make sure you receive no error messages and close your browser.

4. Open a browser and enter the following address: http://<<your site
[P>>:<<your site port>>/PaperPortPSP/UI/

5. The Xerox EIP platform simulation displays.
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Scan to PC Desktop

powered by NUAMCE

6. Make sure you see the above screen and close your browser.

4. Setting up PaperPort PSP service with Administration Application
Proceed as described in the Setting up PaperPort PSP service with the
Administration Application section under Interactive Installation.
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Changing server IP address or port after setup

If you did not specify the server IP address and/or port during installation you have to
make additional modifications to regain the services of PaperPort PSP.

The following list of files reference a URL. The obsolete URL has to be replaced with the
correct one in each of them.

The files to be modified are:
<installdir>/admin/Web.Config
<installdir>/UI/App Data/ServerProperties.xml

Note: Although it is possible to change server IP addresses and/or ports this wayi, it is not
recommended. Consider reinstalling PaperPort PSP service instead.
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Troubleshooting tips

The following section presents typical error scenarios with suggestions on how to solve
them.

Error: Installation Order Conflict (NET Framework 2.0 and I1S)

Server Error in '/PaperPortPSP' Application.

The current identity (REC-L233\ASPNET) does not have write access to
'C:\WINDOWS\WMicrosoft. NET\Framework\v2.0.50727\Temporary ASP.NET Files'
or

Failed to access IIS metabase.

Description:

If IIS is installed after the .NET 2.0 Framework installation, the framework registration
into IIS is not performed correctly. In this case an additional manual registration step is
needed to avoid the error message.

Solution:
CA\WINDOWS\WMicrosoft. NET\Framework\v2.0.50727>aspnet _regiis -1 -enable

Error: Web Services prerequisite is not installed
Description:

Server Error in '/PaperPortPSP' Application.

Administrator has not installed the Web Service prerequisite.

Solution:
Install the prerequisite: <CD-DRIVE>\PREREQ\Microsoft WSE 2.0 SP3 Runtime.msi

Error: installer error message

Description:

The installer displays error messages if one of the installation prerequisites is missing, or
if a virtual folder named PaperPortPSP already exists in Microsoft Internet Information
Service setup. List of errors:
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Condition

Error message

Solution

AdminUser Product installation Log in as an administrator to install the
requires administrator application.
privileges.

Not Version9X The application does not | Install the application on a Windows

support Windows 9.x and
Windows 2000 OS
versions.

XP or 2003 Server operating system
with the latest service pack (see
below).

PREREQ_DOTNET20_INSTALLED =1

Microsoft .NET
Framework Version 2.0
Redistributable Package
is not installed.

Install this prerequisite.

PREREQ_IIS_INSTALLEDONPORTS80 =
1or
PREREQ_IIS_INSTALLEDONPORTS80 =
2

Installation checks if IIS is
configured to listen at
port 80.

To disable the check, use this
command-line parameter:
PREREQ_IIS_INSTALLEDONPORT80

PREREQ_WSE_INSTALLED =1

Web Services
Enhancements (WSE)
2.0 SP3 is not installed
for the Microsoft .NET
Redistributable Runtime
MSI prerequisite

Install WSE 2.0 SP3.

VersionNT <> 500 or
ServicePackLevel>=4

Service Pack 4 is not
installed on Windows
2000.

Install Service Pack 4 for Windows
2000.

VersionNT <> 501 or
ServicePackLevel>=2

Service Pack 2 is not
installed on Windows XP.

Install Service Pack 2 for Windows XP.

VersionNT <> 502 or
ServicePackLevel>=2

Service Pack 2 is not
installed on Windows
2003 Server.

Install Service Pack 2 for Windows
2003 Server.

PREREQ_IIS_INSTALLED=1

Microsoft Internet
Information Service is not
installed.

Install 1IS.

PREREQ_IIS_PATH_OCCUPIED=0

A virtual folder named
PaperPortPSP exists in
Microsoft Internet
Information Service
setup.

Remove this folder.

Error: The Administration Tool does not display on Windows 2003 Server

Description:

On launch, the following error message is displayed: “HTTP Error 404 - File or Directory

not found”.

Solution:

You need to permit IIS to serve dynamic content. For guidelines on how to resolve this
problem, see http://support.microsoft.com/kb/315122.

In addition to Active Server Pages, you also need to set ASP.NET to “Allow”.

Error: Administration Tool action buttons do not work

Description:

Such a situation may occur if Active Scripting is disabled in your internet settings. On
Windows 2003 Server, the default setting is “Disable”.
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http://support.microsoft.com/kb/315122

Solution:

Add the Administration Tool to the trusted zone or

Enable Active Scripting.

Using Internet Explorer under Windows 2003 Server, it implies the following steps:
1. Launch Internet Explorer.

Choose “Internet Options...” in the “Tools” menu

Go to the “Security” tab

Select “Zones” > “Internet”

Click the “Custom Level...” button

Choose “Scripting” > “Active scripting” and select the radio button “Enable”.

NNl e

Error: Status warnings in the Managed Devices table (Devices panel of the
Administration Tool)

If the application is unable to communicate with the device properly, the Status column
displays question marks and/or error signals.

Solutions in possible scenarios:

The second, third and fourth icons are question marks: check and correct the device
administration logon information.

The second and third icons are question marks, and the fourth one is in yes/no status:
check and correct SNMP Community Name.

Error: Unregistration problem on a 73xx device

Description:

When trying to unregister the service from a 73xx device (via Administration Tool /
Configure device) you may get the following error message:

Unable to un-register the service.
Error: Server was unable to process request. --> Invalid State
The device cannot complete your request at the current time.

This means that a process is probably in use.

Solution:
1. Use the device screen to launch the registered service you see at the “All
Services” page.
2. Close the service.
3. Open the Device Configuration tab in the Administration Tool at your machine.
4. Click the “Unregister this Server” button.

Error: The server is configured to use FTP protocol, the device scans properly, but
documents are not delivered.

Solution:
Check if FTP protocol is enabled on the device.
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Appendix

Enabling SSL

2xx devices

Internet Services XEROX WORKCENTRE PRO

Properties

Diescription
» On Demand Overwrite SSL
» General Setup

» Connectivity Configure SSL

b Senvices

- Security Protocal Enabled
Authentication Server Fort Number:

B021% Machine Digital Certificate

IP Filtering

Audit Log Current Status: = A Self Signed Cetdtificate is established on this
machine.

IP Sec
Trusted Cerificate Authorities

Create New Cerificate I Unload Signed Cedificate

XEROX Apply | Unda

76xx devices

- [l admin - Lagout | H Index | Site Map | Help...
Internet Services XEROX WorkCentre 7665
otatts 505 Tprint | oean” ITIRll Support |
Properties HTTP Tl
Configuration Overview
Description web Services
*General Setup
~Connectivity Configuration
»Physical Connections
~Protocols Connection: Physical Connection:
AppleTalk ol Ethernet
MetWare e Maximum Connections:
TCP/IP @ Enabled b
sLp
SHMP a0 Part Number Keep Alive Timeout:
SSDP
Microsoft Networking Secure HTTP (SSL): 40 Leconds (160
LPR/LPD
Raw TCR/IP Printing C Disabled
SMTP Server @
s Enabled
143 PartNimber
HTTP Proxy :
~Services
Service Registration e
\orinitiag 3 Default All | Undo. | Apply
* E-mail
»Network Scanning Note
*Scan to Mailbox
»Scan to Home: Secure HTTP enablement requires a Machine Digital Certificate.
*Reprint Saved Jobs Confiqure Machine Digital Certificate
»Custom Services HTTP traffic: will be routed to the secure port when using HTTP with SSL.
» Accounting
~Security These settings will be used for the fallowing features:
Authentication Cenfiguration
*User Information Database « Web UI Page Display
Lpu;:‘t‘i'n‘;“ = GonfigLraton vin Web Ul Page ineluding AU Lag) IESe 6, SMP
Machine Digital Certificats # Print Submit via the Web UL
Managemen o iWeb Services
1pisee * Network fscounting Databass Access
Trusted Certificate Authorities
ik o Printing via Internet Printing Pratacol L
»0n Demand Overwrite
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73xx devices

F 0 Adest Holificakion
+ ] Biling & Couriters:
+ )Mt eFohetions
H ) Conmetivily
H ) Services
# ) Accounting
=} Pty
) Aushentization Confipuution
_ﬂ'.?fﬂlil-rhdfﬁtlmp
+ ] Remots Authentication Servers
_ﬂ'EE\E‘E =
() At Log

{38 Machine Digital Cenaficats Mansg

[Ty
js-,n Ficate Managermer

#20 ek Status Defiult
= L WD S
4 i

56xx devices

Xerox WorkCentre 7345

SSL / TLS Settings

HTTP - S5L / TLS Commusicstisn:

HTTP - $5L / TLS Commusiestian Port Mamber:
| LDAP . 5L / TLS Communication:

S/MIME Commvunbe s thon:

WVerify Remoie Server Centiflcuie:

55L/TLS Se

F Enabled
[ q.asnn
I~ Enahiled
I~ Enabled
™ Enabled

XEROX WorkCentre 5675

ooty | Undo |

Properties

Configuration Dverview
Description
=General Setup
G L]
imsge Sattings
Job: Management
Inkern stoARE At oA
Fleep Mode Settings
Cloring
Falert Motilication
FSMart oSnlations
FMachine Softmare

Ly

Flennnel

Services
FPrinting
FE-miail

Fretwark Scanning
PScan to Mailbax
FScan te Home
FReprint Saved Jobs
Fierox Services

&

FAccounting
=&ecurity

T
1P 5

Trusted Certificate Authorties
HOE.1k

HTTP

Configuration

Conmection

T Disabled
F fnabied

E Port Bumbar
Secure HTTP (85L):

C Disabled
€ frnabied

443 Port Humbar

Physical Conmection:

Ethernet
Maximum Connections:

B ¥

Eeep Alive Timeoul:

10 seconds (1-80)

l=

Haote

Secure HTTP enablement requires a Machine Degital Certdicats,
#
HTTP traffsc will be routed to the sacure port when using HTTR with S5L.

These settings will be used for the followsng features:

wab Ul Page Display

Configuration via Web UI Page including fsde Log, IPSer, SHMP
Prnt Submit via the Web UL

wab Services

Matwork Accounbeg Database AcoEss

Printing wia Internet Printing Frobocol
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52xx devices

Internet Services

Xerox WorkCentre 5230

|] Clening ~
(] Billing & Counters

{27 8Mart eSolutions

[0 Connectivity

[ Services

{1 Machine Software

{Z] Xerox Services

E} #=;Custom Services

@ Validation Options

SSL / TLS Settings

SSL/TLS Settings

HTTP - S5L / TLS Communication:

HITP - 55L / TLS Communication Port Number:
LDAP - SSL / TLS Communication:

S/MIME Communication:

Verify Remote Server Certificate:

Enabled

(443 a-es3

[JEnabled

Enabled
[JEnabled

@ Custom Services
[+ Accounting
S Security
@ Authentication Confisuration
m User Details Setup

@ Create Authorization Groups
[#}{_] Remote Authentication Servers
- [)] IP Eiltering
] Audit Log
@ Machine Digital Certificate Manaz
@ PSec

m Certificate Management

- [] BDE/ XPS Security Settings
[+ Watermark
[ (2] Job Status Default

72xx devices

Internet Services

Xerox WorkCentre 7232

EEE—
I Status Jobs

H xerox WorkCentre 7232

- [B] Configuration Overview

[] Description

({1 General Setup

({1 Connectivity

([0 Services

[ Accounting

=} Security

@ Authentication Confizuration

] User Details Setup

[#}{_] Remote Authentication Servers

-] P Filtering

-] AuditLog

@ Machine Digital Certificate Managem
@ IPSec

b1
SSL / TLS Settir
[] PDE / XPS Security Settings
[ Job Status Default

.
Print Scan

SSL / TLS Settings

HITP - S5L / TLS Communication:

LDAP - S5L / TLS Communication:
S/MIME Communication:
Verify Remote Server Certificate:

HITP - S5L / TLS Communication Port Number:

Enabled
(1-65535)
[ Enabled

Enabled
[JEnabled

54



Enabling EIP

2xx devices

Internet Services XEROX WORKCENTRE PRO

Print . Scan . Properties

.
Description Custom Services
» On Demand Overwrite
» General Setup
» Connectivity
w Services
» Printing
» Hetwork Scanning
» Scan to Mailbox
» Scan to Home
» Machine Software
» Internet Messaging
» Xerox Senvices

+ Custom Services Optional Information

Validation Cptions - - . .
= IF] Automatically validate signed cedificates from server

Steps Status
1.Enahle 351 (Secure Socket Layen @ Completed

® Enabled
O Disabled

b Security Automatically apply Login Credentials to authenticate users to server

Apply Undo

MNote:

The Login Credentials refer to the User Hame and Password entered at the
XEROX device local user interface

76xx devices

Internet Services XEROX WorkCentre 7665

e ——
Tabs Scan Suppart

| Extensible Service Setup

Setes (Required) ]
HTTP (55 @ configures et
Exterible Sarvicn Regivtratos @ onivpered i
Enable services

My ek e Bt I Varlly sanvar serifienas
B Aot Hedificabion
*Hachine Seltmare T Esport paseword o Exiensible Sarvaes

=Cannetivity
#Physical Connections
=Pratecals

ArsleTa [omse] fremer]

il
*Printing
*E-mail
*retmork Scanning
Scan to Mailbox
*Scan to Home
*Reprint Saved Jobs
~Custam Sarvices
| validason opticns
| *Accounting
| *Sncuriy
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73xx devices

Internet Services Xerox WorkCentre 7345

————
Jobs

——d

ﬂ Power Sywer Settings

] Stered Document Sellings
[] Memosy Seitings
] Intermet Services Settings

Custom Services

* Enatled

[ () Alert Hotification " Disabled
[+ Billing & Counters
FHI S an sSohations
| Bt ooy | Undo |
= =S ervices
i QaPrnting
) E-mail
[ Fax
1 ] Network Seanming
) Machine Software
[#1 (] Herox Services
e Custom Services
-_a*\'alidaﬁon('gliong
B sstom Service
e} -'_']Acc-nﬂ\m.ing -
= S ecunty

56xx devices

XEROX WorkCentra BETS

BN erocertis SEITIRE

Cverviem Custom Services

*General Setup
Configuration

Image Setings [ setup

Joh Managemant :F,m-ps Bty

Erit Ll i 1

e e o O ool

Slaep Mo
Cloning

Cloning
Falert Notification

bSMart eSolations Enablement
Prachine Software & Enabled
*onnectivity
~Services | Digaties
*Printing
FEmad
Fretmark Scanning Optional Informatisn
Fhcan to Mailbox
b hcan bo Home r Automabically valdale signed cerilc a5 flom semer
FRoprist Sawved Jobs r Expor password [ user application
Fiorox Services

Sooty|  unao|

*Accounting
~&ecurity

[ hicee
i Konliquration Thok LOgin Crioden®als resis b B (ar Hame 503 Password nieed 3 P devics ksl uger intielite
mformation Database L

-
Al Log
Machans Drgrial Certlicate
Placagarmest

Truited Corticats Autharities
an2.1%
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52xx devices

Internet Services Xerox WorkCentre 5230

I ..
Jobs Print Scan

Custom Services

g Xerox WorkCentre 5230
m Confizuration Overview

m Description
[} #=General Setup (3 Enabled
-{_] Configuration O Disabled

@ Job Manazement
@ Paper Tray Attributes
@ Paper Settings
@ Power Saver / Enersy Saver Settings|
@ Stored Document Settings
@ Memory Settinss

@ Internet Services Settings
@ Pool Server Settings

-] Cloning

[#}-{{] Billing & Counters

B2 SMart eSolutions

(L] Connectivity

= Services

[ Network Scanning

(] Machine Software

£} {1 Kerox Services

é}-i&;(:ustom Services
@ Validation Options
@ Custom Services

-2 Accounting

[ Security

72xx devices

Internet Services Xerox WorkCentre 7232
[ sams O ams T miw | sem

Custom Services
# xerox workCentre 7232
@ Configuration Overview
@ Description

[+ General Setup (® Enabled
[0 Connectivity
E}-&S ervices
[+ Printing
e CE il
E 7] Network Scanning
D Machine Software
D Herox Services
E}-@Custom Services

O Disabled

B[] Accounting
B {0 Security

57



Enabling SNMP v1/v2c protocols

2xx devices

ortents | Help...

XEROX WORKCENTRE PRO

Internet Services

Properties

Description SNMP Configuration
» General Setup
« Connectivity SNMP Properties
» Physical Connections ] i
- Protocols Enahle SMNMP v1ivZe Protocols Edit SNMP w1 i Properties |
AppleTalk [J Enable SNMP v3 Pratocol Edit SNMP v3 Properties |
Metare
TCRIP Note: Secure Socket Laver (SSL) must be enabled befare configuring SkMP w3
Note: Turning off the SMMP protocols will cause an interuption inthe communication

between the device and remote client applications
Authentication Failure Generic Traps

Microsoft Metwarking L . )
Authentication Failure Generic

LPRILFD Traps: Enahle

Raw TCPAP Printing

SMTF Server Mote: When the Authentication Failure Generic Trap is enabled, this machine will

generate a trap for every SMMP request that is received by the machine which

» LDAP
cantaing an invalid community name.

PCOP3 Setup
HTTP
Proxy Server
b Selvices
» Security

Apply LUnda Advanced

XEROX

76xx devices

Internet Ser
tatus | abs

XERDX WorkCentre TES5

ol rrigm ShMP Con figura tion
rPiysical Ceanectians ARLRA P iing,
=irgincals ' Enabis SHMP vt Pratscols Ecil SHMF vii2e Fropedies

' Eriabie SHMP 3 Prodocs! EdL ENUF v3 Fropenies

Motk Canliauce BTTPH Befoos conguing SR Conligurng il Tebrs rquines SRCUTE wib Baph CORmpn 486n
Mote: TisTarg o i SHMP [aoials will CAUSE S0 INBRTULEON i 1 COMTILTIEFBON DEMHEN I 0EW 0 afd NBmO% Clnl SRpRLabons

[ Authentication Failure Lenerie Trags

Auhendiaios Falere Generk Traps ™ Enabie

B WWhEni P Aeiabic 4 Falluns Qenanic Trig 18 #natied, ik MOchires will DRt i iid 6 iy GHBP rbguid Nl (§ Seckaad by T madhing whith S3Aben B bl Communily

e

Doph|  [bmde| | Aoesred

Fican be Mailbax
FEcan ta Mome
FRaprint Baved Jobs
=Cmsbom Sarvicen

wakdytion Optic

FAcsounting
Sacurity

I [ g 01y 6 e
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73xx devices

Xerox WorkCentre 7345

=) Py omnactivty

8] Pari Sablings SNMP Configuration
) Phy el Commeclsons
s
i ¥ Enshle SHMP viv2c Protocels Edt SHMP VA Properies |
[P}t 20F Comtipc o) ™ Enstils SHMP 3 Protocol Ecit SNMPv3 Propotios |

Mate: Configure HTTP S beforr configuring SNMP3. Configuring this feature requires secure web page communicstion,
@iLeD Tate: Turning off the SNMP protocals will cause an bnterruption is the commusication between the device and remode client applications.

[} SMTF Sarver Apply | Undo | | Advanced

4 ) Fax
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A ) Maching Joftwrare >
1| | 3
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52xx devices

Internet Services Xerox WorkCentre 5230

—
I J Scan Properties

~

SNMP Configuration

] Xerox WorkCentre 5230
@ Configuration Overview

SNMP Properties
@ Description
EHEzGeneral Setup Enable SNMP v1/v2¢ Protocols | EditSNMPvIjiv2cProperies |
D Configuration
@ Job Management ] Enable SNMP v3 Protocol [ Edit SNMF v3 Properties ]
@ Baper Tray Attributes Note: Configure HTTPS hefore ing SNMP3. C: ing this feature requires secure web page communication.
m Paper Settings Note: Turning off the SNMP protocols will cause an interruption in the communication between the device and remote client applications.

@ Power Saver / Energy Saver Settin
@ Stored Document Settings
m Memory Settings
m Intemet Services Settings
@ Pool Server Settings
] Cloning
[+ Billing & Counters
[+ SMart eSolutions
% Connectivity
@ Port Settings
¥ Physical Connections
=} #=Protacols

[Apply ] [ Undo ] [ Advanced

|8 SMTP Server
{JLDAP
[] POP3 Setup 3

72xx devices
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I Jobs Scan

Properties

SNMP Configuration

# xerox WorkCentre 7232
@ Configuration Overview

SNMP Properties
m Description
[£{(3] General Setup [#] Enable SNMP +1/v2c Protocols [ Edit SNMP v1/vZc Properties ]
(= 7 Connectivity _
: [] Post Settings (] Enable SNMP +3 Protocol [ Edit SNMP v3 Properties |
D Physical Connections Note: Configure HTTPS hefore ing SNMP3. C ing this feature requires secure web page communication.
[=-f=Protocols Note: Turning off the SNMP protocols will cause an interruption in the communication hetween the device and remote client applications.

-[B] IcRIR
--@_ icrosoft Networking
{w]LeD
(] Port 8100
[] SMTP Server
FHIALDAP
[]POP3 Senp
@ Proxy Server
[+ Services
[+ {1 Accounting
[+ Security

[Apply] [Undo] [ Advanced
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Enabling Scan Template Management
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Internet Services Xerox WorkCentre 5230

ol ICRIR 2

[ SMAP Configusation Scan Template Management
- @ Microsoft Networking

[w]LeD

Port 9100

[i] SMTP Server
EHEILDAP

[ POPS Setup

[ Prosy Server

[w]wsD

[ Services

Status

@Ccmple[ed

Steps
1. Enable SSL (Secure Socket Layer}

Template Management Service

Status: Enabled

=} % Network Scanning
: @ General

[ File Repasitory Setup
@ Validation Servers

@ Default Template
{3 Advanced
Machine Software
{13 Xerox Services
=} Custom Services
- [] Validation Options
@ Custom Services
{1 Accounting
[ Security

72xx devices

Xerox WorkCentre 7232

Scan Template Management

&) Xerox WorkCentre 7232
- @ Configuration Overview

- @ Description Steps Status
[ (] General Setup 1. Enable SSL (Secure Socket Laver) @ Compteted

] Connectivity

) #=Services Template Management Service

Starus: Enabled

é}-&u\'em‘oﬁ: Scanning

- @ General

- @ File Repository Setup
- @ Validation Servers

Machine Software
Kerox Services
== Custom Services
- @ Validation Options
- @ Custom Services
[+ ] Accounting
] {12 Security
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Third Party Licenses and Notices
This product was developed using SNMP. Copyright (c) 2003-2004 Military
Communication Institute, Zegrze, Poland
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