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Introduction

Glossary

THe following is a list of important terms used throughout this document:

MIS -- Management Information Systems. The functional part of a JDF workflow that
oversees all processes and communication between system components and system
control.

Device -- The component of a JDF workflow part that interprets JDF and executes the
instructions.

Controller -- The component of a JDF-based workflow that initiates devices, routes JDF,
and communicates status information.

Persistent Channel - A dedicated connection that enables the JMF Service to send JMF
Signals to the MIS.

Job Definition Format (JDF) -- A XML-based data format that defines a print job in terms

of the products to be created as well as the processes to create those products. JDF
provides a container to define a job.

Job Messaging Format (JMF) -- A XML data format based on JDF. It is a protocol that
enables components in a JDF workflow to communicate. JMF provides a series of
commands and queries such as JDF job submission, queue handling, device capability
description, and event notification.

The purpose of this document

The JMF Service User Guide is intended to be used as a general purpose document covering:

Installation of the software
Configuration of various supported clients, including:

e Adobe Acrobat
e FreeFlow Web Services

Listing supported queries and commands
Supported command line interface commands.

For additional information on how to use the supported clients, refer to the client
documentation.

User Guide
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Introduction FreeFlow JMF Service

Overview

FreeFlow JMF Service implements the JDF Specification Version 1.3. The level of support is
described in the FreeFlow JDF Support Specification, Version 9.0 document. It conforms to a
subset of the following ICS specifications:

e Subset of IDP ICS Level 1 and 2

e Subset of Base ICS Level 1 and 2

The FreeFlow JMF Service supports JMF clients such as Adobe Acrobat 7, 8, and 9/9.1
Professional, Acrobat X, and FreeFlow Web Services. Configuration of these clients is covered in
section 2.3.

The FreeFlow JMF Service submits jobs directly to printers and therefore is considered a device
since it is acting as a proxy for the printer that will execute the JDF nodes.

FreeFlow JMF Service provides the following support:

e Accept the SubmitQueueEntry command message
e Accept Status Query message with a subscription for job and printer status updates

e Send Status Signal messages to one or more subscribers listening on different ports or on
entirely separate IP addresses.

e Return the modified JDF instance file to the client after the job completes or aborts via the
ReturnQueueEntry command message.

e Accept the KnownDevices query message

e Accept the AbortQueueEntry command message

e Accept the StopPersistentChannel command message
e Accept Status Queue Query message

e Accept Resource Query message
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Installation,
uninstallation,
upgrade, and
configuration

This section describes how to install the FreeFlow JMF Service.

Workstation requirements

Your workstation must meet the following hardware and software requirements to run the
software:

Minimum Hardware requirements

e For Win XP and Vista client systems, the minimum RAM is 2GB in standalone configuration.
Free disk space is 500 MB depending on size of jobs sent from the client. The processor
should be at least Core 2 Duo 2.0 GHz but OS requirements may require a faster processor.

e Inthe case where the JMF Service is co-resident with FreeFlow Web Services, the hardware
requirements are the same as that required by FreeFlow Web Services application

Minimum Software requirements

e  Windows Server 2003 with SP2

e  Windows Server 2003 R2 with SP2
e Windows Server 2008 with SP2

e  Windows Server 2008 R2

e  Windows Server 2012 Standard

e Windows XP with SP2 or SP3

e  Windows Vista with SP1 or SP2

e  Windows 7 (32 bit and 64 bit)

e Windows 8 (32 bit and 64 bit)
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Installation

FreeFlow JMF Service is intended to run on a single host and cannot reside with any other
FreeFlow applications except Print Manager and Web Services.
Note

When installing with Web Services, the preferred method is to install JMF Service along with
the Web Services application.

FreeFlow Output Manager and FreeFlow Process Manager provide an embedded JMF
Service. Do not install FreeFlow JMF Service on those systems.

The logged on user must have administrator rights to install program on a Windows platform.
The installation will ask for the following information:

e Installation root directory. The default is "C:\Program Files\Xerox\FreeFlow Print Manager
JMF Service". When using a 64-bit operating system, the directory is "C:\Program Files
(x86)\Xerox\FreeFlow Print Manager JMF Service"

Installation Prerequisites

The following must be installed before you install the software:

e  Microsoft .NET Framework 3.5 Service Pack 1

Installation Procedure

Perform the following steps to install the product:
1. Locate the downloaded installation program,
FF_JMFService_0.0.10.0_0040_svn15635.exe, and double-click the file.

Note
Ensure you are installing the FFJMF 9.0.10.0 FULL INSTALLER, not a patch.

Select a language from the pull-down menu. Click <OK>.
Click <Next> at the Introduction screen.

At the Software License Agreement screen, select the “I accept...” option to accept the End
User License Agreement terms. Click <Next>.

5. Atthe Choose Install Set screen, select both FreeFlow JMF Service and Printer Registration.
Click <Next>.

6. Atthe Choose Install Folder screen, accept the default install directory or enter an alternate
install location. Click <Next>.

7. At the Choose Shortcut Folder screen, select a Shortcut Folder option. Click <Next>.
8. Review the install options at the Pre-Installation Summary screen. Click <Install>.
9. Click <Done> to complete the software installation and reboot the system.

After you reboot the system, under the Start menu "Xerox FreeFlow >JMF Service" the following
applications are available:

e Services

e Command Line

e Backup

e Restore
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The Services shortcut is used when stopping and starting the FreeFlow JMF Service. The
Command Line is used to invoke the FreeFlow JMF Service CLI commands.

If Windows Firewall has been enabled, it may be necessary to configure the Firewall to allow
communication with FreeFlow JMF Service. Go to Configuring the Windows Firewall settings

If the job retention, proxy server settings, or ReturnQueueEntry retry/delay settings need to be
configured, go to Configuration Settings

Group and User Configuration

Before you can use the FreeFlow JMF Service, you must add users to the “Xerox FreeFlow JMF
Service Administrators” group and the “Xerox FreeFlow Common Printer Administrators” group.

Adding users to the Xerox FreeFlow Common Printer Administrators group

The FreeFlow Common Printer Administrators group controls what users have permission to add
a printer to the system. Only those users that are members of this group can add or edit a
printer in the Printer Registration application.

Perform the following to configure the user group:
1. Perform one of the following steps:

e For Windows XP, Windows Vista, Windows 7, Windows Server 2003, Windows
Server 2008: Right-click the My Computer icon and select Manage.
e For Windows 8, Windows Server 2012: Open the Start Menu, type Computer. Right
click on Computer and select Manage.
2. Open the Local Users and Groups folder. Then open the Groups folder.
Select “Xerox FreeFlow Common Printer Administrators.”

Add users to the group. If necessary, create any specific users that you want to have access

to the application first.

5. Close the Computer Management window and login as one of the users added to the
group.
6. Perform one of the following steps:

e For Windows XP, Windows Vista, Windows 7, Windows Server 2003, Windows
Server 2008: Select Start->Programs->Xerox FreeFlow->Printer Administration->Printer
Registration.

e For Windows 8, Windows Server 2012: Open the Start Menu, select Printer
Registration

7. At the Installed Products dialog, ensure that the FreeFlow JMF Services check box is
selected. Click <OK>.

8. Add one or more production printers. If necessary, refer to the online help for the Printer
Registration application for instructions on adding a printer.

Adding users to the Xerox FreeFlow JMF Service Administrators group
FreeFlow JMF Service relies on the underlying operating system security mechanism for
authentication. All authenticated users must have an account on the host that FreeFlow JMF
Service is running on.

Authorization is enforced through the Command Line Interface (CLI) which must reside on the

same host that FreeFlow JMF Service is running on. The CLI uses the credentials associated with
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the logged in user for authorization purposes. Only a single access level is supported - "Xerox
FreeFlow JMF Service Administrators”. Prior to executing any CLI commands, this group must be
created and the user associated with it.

Perform the following to configure the user group:

1. Right-click the My Computer icon and select Manage.

2. Open the Local Users and Groups folder. Then open the Groups folder.
3. Select the “Xerox FreeFlow JMF Service Administrators.”
4

Add users to the group. If necessary, create any specific users that you want to have access
to the application first.

5. Close the Computer Management window and login as one of the users added to the Xerox
FreeFlow JMF Service Administrators group.

Uninstallation

Perform the following to uninstall the software:
1. Perform one of the following steps:

e For Windows 2003: Select [Start, Settings, Control Panel, Add or Remove Programs].

e For Windows 7/Windows 2008: Select [Start, Settings, Control Panel, Programs and
Features].

e For Windows 8/WIndows 2012: Open the Start Menu, type Control Panel, and press
Enter. Select [Programs, Programs and Features].

From the list, select [Xerox FreeFlow Authorization Service].

Select [Change/Remove].

From the list, select [FreeFlow JMF Service <version number>].

Select [Change/Remove].

At the Uninstall FreeFlow Output Manager window, select [Uninstall]. The process will run.
Note

If you also want to remove the Printer Registration utility, select [FreeFlow Printer
Registration <version number>]. At the Uninstall FreeFlow Printer Registration window
select [Uninstall]. The process will run.

® N o v WwWN

9. Make note of the items that could not be removed. You may wish to remove them
manually.

10. Select [Donel.
11. Close the Add/Remove Programs window.

12. If desired, manually remove the files that were not automatically removed by the
uninstaller.

13. Restart your PC to complete the uninstall.

Note

Uninstalling the software will not delete FreeFlow JMF Service setup items, such as created
printers, jobs, nor configuration and licensing information. To completely remove these
items, delete the directory where the software was installed. Example: C:\Program
Files\Xerox\FreeFlow Print Manager JMF Service or C:\Program Files (x86)\Xerox\FreeFlow
Print Manager JMF Service for 64-bit operating system.
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Upgrading

FreeFlow JMF Service can be upgraded from version 8.0 to version 9.0. The procedure requires
that the FreeFlow JMF Service is backed up and the FreeFlow JMF Service is uninstalled.
Note

If you have a version of FreeFlow JMF Service earlier than version 8, upgrade using the
“Upgrading FreeFlow JMF Service” procedure found in the 8.0 version of your FreeFlow JMF
Service User Guide (p/n 701P49904). Once you have confirmed that you have a working
version 8 of FreeFlow JMF Service, follow this procedure to upgrade to version 9.

To backup the JMF Service, invoke the Backup command described in the section "Backup and
Restore”.

Uninstall the JMF Service, the Authorization service, and the Printer Registration utility. Go to
Uninstallation for instructions.

Install FreeFlow JMF Services per Installation. Perform all configuration subsections to ensure
that the proper user groups and users are configured.

If the job retention, proxy server settings, or ReturnQueueEntry retry/delay settings need to be
configured and you have not already modified the configuration file, go Configuration Settings.

Backup and Restore

The backup and restore commands allow you to backup the FreeFlow JMF Service for later
restore in case of an unrecoverable failure or used as part of a migration from one system to
another. Backup will backup printers that are created using the Printer Registration utility and
JMF Service configuration information. Backup and Restore can be accessed using either

Backup and Restore commands using Program shortcuts.

e Start->Programs->Xerox FreeFlow->FreeFlow JMF Service >Backup
For Windows 8/2012: Open the Start Menu, select Backup.
A dialog will appear asking the user to specify a backup filename.

e Start->Programs->Xerox FreeFlow->FreeFlow JMF Service >Restore
For Windows 8/2012: Open the Start Menu, select Restore.

A dialog will appear asking the user to specify a restore filename.

Note

When executing either Backup or Restore on Windows Vista, Windows 7, Windows 8,
Windows Server 2008, or Windows Server 2012, the command must be “Run as
Administrator”. Right click over the command and select "Run As Administrator”.

Backup and restore can be accessed by using the CLI commands. The commands are typed in a
Windows command prompt window. The command can also be used in conjunction with
Windows Scheduled tasks to create automated backups. When using either Backup or Restore
on Windows Vista, Windows 7, Windows 8, Windows Server 2008, or Windows Server 2012, the
command prompt must be “Run as Administrator”. When selecting “Command Prompt” from
the Start Menu (e.g. Start->All Programs->Xerox FreeFlow->JMF Service->Command Prompt),
right click over Command Prompt and select "Run As Administrator”.
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Backup and Restore using command line:

e Enter the jmfsvc_backup command followed by a fully qualified path to the backup file to
be created

Example: jmfsvc_backup “C:\backups\jmfsvc_backup.zip”

Note

The command does not require entering a pathname to the backup file. If the pathname is
not specified, the backup file is created in the Backups directory of FreeFlow JMF Service
installation directory (e.g. C:\Program Files\xerox\FreeFlow Print Manager JMF
Service\Backups or C:\Program Files (x86)\xerox\FreeFlow Print Manager JMF
Service\Backups).

The name of the file is in the format “ffbackup_JMFService_YYYYMMDD_x.zip” where
YYYY is the year, MM represents the numerical month, DD represents the numerical day
and x represents the backup number within the given day.

e Enter the jmfsvc_backup command followed by a fully qualified path to the backup file to
be restored.

Example: jmfsvc_restore “C:\backups\jmfsvc_backup.zip”

Migration

The FreeFlow JMF Service can be moved from one system to another system. It can also be
moved to an upgraded Operating System where the FreeFlow JMF service is installed. The
process involves using the backup and restore commands described in the Backup and Restore
section.

Migration (System A to System B)

The following describes the steps to move the FreeFlow JMF Service from the current system
(System A) to another system (System B).

1. Start backup for FreeFlow JMF Service 9.0 on System A. Use the backup instructions in the
previous section. Copy the backup zip file to a remote media (e.g. remote directory, cdrom).

2. Copy the backed up zip file to a location on System B
Install FreeFlow JMF Service 9.0 on System B.
Start restore using the backed up zip file.

Migration (Operating System upgrade on same system)

The following describes the steps if the Windows Operating system is upgraded on the same
system where FreeFlow JMF Service is installed.

1. Start Backup for FreeFlow JMF Service 9.0. Use the backup instructions in the previous
section. Copy the backup zip file to a remote media (e.g. remote directory, cdrom).

2. Upgrade the Operating system. This assumes the contents of the disk are lost during the
upgrade process.

3. Install FreeFlow JMF Service 9.0.
Copy the backup zip file onto System B. Start restore using the backed up zip file.
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Installing Patches and Updates

From time to time it may be necessary to install a software patch to the FreeFlow JMF Service
software. This section describes the procedures for installing a patch.
Note

If you have newly installed FreeFlow JMF 9 SP 10 using the Full Installer, it is not necessary
to install the SP 10 patch.

In order to install the FreeFlow JMF Service patch, you must be logged in as a user with
Windows Administrator rights

1. Double click the executable file (.exe) to start the installation.

2. Atthe splash screen, select the appropriate language from the pull-down menu and click
<OK>.

3. At the FreeFlow JMF Service introduction screen, click <Next>.

At the pre-installation summary screen, click <Install>. The installation of FreeFlow JMF
Service patch begins.

5. After the installation is complete, ensure that the <Yes, restart my system> radio button is
selected.

6. Click <Done>. The system reboots.

Configuration Settings

FreeFlow JMF Service contains settings that can be altered by manually editing a configuration
file. There are also steps required to allow communication through the Windows Firewall.

Modifying the Job Retention setting

The JMF Service normally retains completed and aborted jobs for one day. This retention period
can be modified by editing the “Jdfjmfgateway.properties” file. Perform the following:

1. Access a text editor application on the system (for example, Notepad).

2. Open the “Jdfjmfgateway.properties” file in the text editor. The file is located in the
C:\Program Files\Xerox\FreeFlow Print Manager JMF Service\config directory.
Note

For 64-bit operating system, the directory is C:\Program Files (x86)\Xerox\FreeFlow Print
Manager JMF Service\config.

3. Locate the entry “RETENTION_PERIOD=86400" in the file. Change the number setting to
the desired retention period. The number value is the total number of seconds that the jobs
are retained.

Save and close the file.
Restart FreeFlow JMF Service.
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Proxy Server settings

If a proxy server is required to retrieve files using http file reference by the JMF Service, the
settings to the proxy server must be configured.

1. Access a text editor application on the system (for example, Notepad).

2. Open the “Jdfjmfgateway.properties” file in the text editor. The file is located in the
C:\Program Files\Xerox\FreeFlow Print Manager JMF Service\config directory.
Note

For 64-bit operating system, the directory is C:\Program Files (x86)\Xerox\FreeFlow Print
Manager JMF Service\config.

3. Locate the entry “proxyHost=" in the file. Enter the IP Address or server name for the proxy
host following the equals sign.

4. Locate the entry “proxyPort="in the file. Enter the port number for the proxy host following
the equals sign.

5. Save and close the file.
6. Restart FreeFlow JMF Service

ReturnQueueEntry message retry/delay settings

If number of retries or delay between retries for the ReturnQueueEntry message need to be
modified, the following settings are configured.

1. Access a text editor application on the system (for example, Notepad).

2. Open the “Jdfjmfgateway.properties” file in the text editor. The file is located in the
C:\Program Files\Xerox\FreeFlow Print Manager JMF Service\config directory.
Note

For 64-bit operating system, the directory is C:\Program Files (x86)\Xerox\FreeFlow Print
Manager JMF Service\config.

3. Locate the entry“RQERetries =". Enter a number for the number of retries following the
equals sign.

4. Locate the entry “RQERetryDelay =". Enter a number in seconds for the delay between each
retry following the equals sign.

5. Save and close the file.
6. Restart FreeFlow JMF Service

Configuring the Windows Firewall Settings

If the FreeFlow JMF Service is installed on a PC where Windows Firewall is enabled, Windows
Firewall must be configured to allow communications to the FreeFlow JMF Service port.
Perform the following to configure the firewall settings:

Note

The following steps may differ depending on the Operating System.

1. Open Windows Firewall and access the utility to Allow a Program through Windows
Firewall.

2. Add port 7781 with the name FreeFlow JMF Service.
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Note

On Windows Server 2008 R2, Server 2012, Windows 7 and Windows 8, the action is to
create a new Inbound Rule within Windows Firewall with Advanced Security setting.

The port number added to the exception must match the value "ServerPort" entry in the
"jdfjmfgateway.properties” configuration file.

3. Save changes.

Configuring Clients

The following sections describe how to configure supported JMF Service client applications.
Perform only those procedures below for the clients that you will be using to access the FreeFlow
JMF Service. The FreeFlow JMF Service can be used simultaneously with multiple clients.

Configuring Adobe Acrobat 9 and X

To configure Adobe Acrobat to submit JDF jobs to FreeFlow JMF Service, configure the printerin
Acrobat as follows:

1. Bring up the JDF Job Definitions tool from Adobe Acrobat Professional window:

e For Acrobat 9: [Advanced, Print Production, JDF Job Definitions]
e For Acrobat X: [View, Tools, Print Production, JDF Job Definitions]

Select "Submission Manager”

Select "Add". A "Submission Setup” dialog will appear.

Under submission options, select "Convert to a MIME package and submit to a JMF device”
Enter the URL as http://<IP address or hostname of FFPM JMF Service>:7781/[device id]

e wnN

Note

If the FreeFlow JMF Service's network address supports both IPv4 and/or IPv6 format,
when entering the URL, the IP address must be in IPv4 format. Adobe Acrobat does not
support IPv6 literal addresses.

Note

The [device id] refers to the printer name specified in the Printer Registration utility for the
printer being accessed by the JMF Service.

Note
Adobe Acrobat XI does not support JMF.

Configuring FreeFlow Web Services

Note

After installing both Web Services and JMF Service there will be two instances of Printer
Registration, one from Web Services and one from JMF Service. Depending on which
product was installed first, the instance installed second will need to point to the other one
for the integration to work properly.

Note

For additional information on integrating Web Services with JMF Service refer to the
FreeFlow Web Services Integration Guide (P/N: DWS15V7.0E-02).
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To configure FreeFlow Web Services to submit jobs to the FreeFlow JMF Service, perform the
following:

Log On to Web Services as Print Provider.

Go to the [Print Settings] tab, then go to the [Production] tab.

Go to [Output Devices] tab.

Click on the [Add] button to add a new device.

In the [Add Device] dialog box, enter the Device Name.

Select [Digital] for the Device Group.

Select [FreeFlow — JMF Service] for the Machine Type and click on the [OK] button.
From the Output Devices on the left side, select the Device created in Step #7.

W o N> WN =

After selecting the Device, select the [Output Channels] tab on the right side.

Note
Selecting "JMF over HTTP" is recommended.

10. Set the Port to 7781.

11. Select one of the two options based on whether the JDF job type is Intent or Process:
e Select [Intent_1.2_General] to produce JDF output for Intent JDF jobs.
e Select [Proc_DigitalPrinting_1.2_General] to produce JDF output for Process JDF jobs.
Note

If [Intent_1.2_General] is selected, be aware that unsupported paper sizes (such as
Business Cards) will be rejected by the JMF Service. Use Proc_DigitalPrinting_1.2_General
instead.

12. Set the IP Address to the location of the FreeFlow JMF Service PC and click on the [OK]
button. A confirmation message pop-up to confirm that the changes have been saved.

Note

If the FreeFlow JMF Service's network address supports both IPv4 and/or IPv6 format,
when entering the URL, the IP address must be in IPv4 format. FreeFlow Web Services does
not support IPv6 literal addresses.

13. Click on the [Device supports multi-queue system] link. Click on [Available Printers] to show
the list of printers available in FreeFlow JMF Service. Select a printer (or printers) and click
<ok>. Next window select a default printer and click <save> to save the configuration.

Jobs can now be submitted to the Device and the Queue configured above.

Job submission from FreeFlow Web Services is done in two steps:
1. Log In as Print Buyer and Order the job to be submitted to the FreeFlow — JMF Service.
2. LogIn as Print Provider and approve the job to be sent to the FreeFlow — JMF Service.

See the FreeFlow Web Services documentation for instructions on how to perform these
operations.

Adding and Configuring Printers

The JMF Service does not maintain its own list of configured production printers. You must use
the FreeFlow Printer Registration application to add and configure printers. Once you have
added the necessary production printers, you will need to bring up a Command Prompt and use
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the following FreeFlow JMF Service CLI command to register the printers into the FreeFlow JMF
Service:

e Invoke the CLI xomupddev command to retrieve the list of updated printers from the
Printer Registration application.

For information on how to use the FreeFlow Printer Registration application, see the online help
for that application.

Shutdown and Restart

To shutdown the FreeFlow JMF Service:

e Using Windows Services, select the service named "FreeFlow JMF Service” and invoke
command stop. The Windows Services window can be invoked from "Start->All Programs-
>Xerox FreeFlow Software->FreeFlow JMF Service->Services". For Windows 8, or Windows
Server 2012, open the Start Menu, and select Services.

e Alternatively, the FreeFlow JMF Service can be stopped by typing the command "xomshutd”
in a Command Prompt window. The Command Prompt window can be invoked from "Start-
>All Programs->Xerox FreeFlow Software->FreeFlow JMF Service->CommandLine” For
Windows 8, or Windows Server 2012, open the Start Menu, and select Command Line.

To restart the FreeFlow JMF Service:

e Using Windows Services, select the service named "FreeFlow JMF Service” and invoke
command start. The Windows Services window can be invoked from "Start->All Programs-
>Xerox FreeFlow Software->FreeFlow JMF Service->Services". For Windows 8, or Windows
Server 2012, open the Start Menu, and select Services.
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Supported JMF
Queries and
Commands

SubmitQueueEntry

The SubmitQueueEntry message submits a JDF job to a printer. FreeFlow JMF Service does not
validate the JDF against the printer capabilities. If the JDF contains attributes that the printer

cannot honor, the printer will do its best to print the job. If the job cannot be printed, it will be

aborted and a JMF signal shall be sent to the MIS.

The following types of nodes are accepted:

¢ Combined Digital Printing

e Product Intent - describes the customer's intention for the final product. FreeFlow JMF
Service can handle the Product Intents that can be printed on a digital printer.

The device id required for submission shall be identified in the FreeFlow JMF Service URL, http:/
/<host>:7781/[device ID], or in the device ID (jmf/@devicelD) of the JMF message. If both are
specified, the latter takes precedence. If the device id is invalid, or the device is not accepting
jobs, or the device connection cannot be established, the request shall be rejected and an error
code returned.

If the submission contains a Product Intent node, FreeFlow JMF Service shall convert this to a
Combined Digital Printing node. Pre-press or post-press intents, if present, are ignored.

Only one PDL file is allowed per JDF job. If the job ticket consists of several components, they all

must reference the same PDL file.

The JDF instance file may contain a referenced file. Supported file references are:
file://host/path

where host is the fully-qualified domain name of the system where the referenced file resides.

Host can contain the string "localhost” or can be empty. path is the directory path to the
referenced file.

cid:content-1id

content-id identifies a file that was delivered within the MIME multipart message.
http://host:port/path
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where host is the fully-qualified domain name of the system where the referenced file resides.
Host can contain the string “localhost” or can be empty. Port contains the port number of the
http server. Path is the directory path to the referenced file.

Once the submission is accepted, if the job cannot be printed for any reason, it shall be aborted
and a JMF signal sent to the MIS.

Persistent Channels

FreeFlow JMF Service sends Status Signals to the MIS through a persistent channel. The MIS
sets up a persistent channel by sending a Status Query message with a Subscription element.
The subscription identifies a URL which shall be registered for this controller. Once the
persistent channel is established, it remains open (across system restarts) until a
StopPersistentChannel message is received.

The StopPersistentChannel message unregisters a listening controller from a persistent channel.
No more messages are sent to the controller once the command has been issued.

Status Signals

The FreeFlow JMF Service sends a JMF Status Signal to the subscribers for each of the following
conditions:

e Job forwarded to printer

e Job at printer, but held waiting for resources (mediq, finishing)

e Job printing in progress

e Job printing stopped while waiting for resources (medig, finishing)

e  Printer connection lost

e Job Completed

e Job Aborted

ReturnQueuekntry

The ReturnQueueEntry command returns a jdf file that had been submitted with a
SubmitQueueEntry command. This command is sent by the FreeFlow JMF Service after the job
completes or aborts. The Audits and JDF/@Status of the JDF that is being processed shall be set
to "Completed” and the JDF delivered to the URL as specified by SubmitQueueEntry/
@ReturnJMF.

The JMF Service will attempt to send a ReturnQueueEntry command multiple times, until such
submission is successfully received by the client. This allows a temporarily down client the time
to regain operation. Send attempts will also be made at preconfigured time periods, assuming
that it may take some time for the client to resume proper functionality (for example, during a
reboot). Both the time period and number of attempts are configurable.
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KnownDevices

The KnownDevices query requests information about the devices. For each device, the device
status and device ID are returned.

AbortQueueEntry

If the job has not been forwarded to the printer, it will be canceled and a Success status shall be
returned in the Response. If the job has already been forwarded to the printer and has not
completed printing, a Success status shall be returned in the Response and the Abort request
forwarded to the printer.

If the original job submission contains a returnJMF (SubmitQueueEntry/@ReturnJMF), the
updated JDF shall be delivered to the specified location.

SuspendQueuekntry

If the job has not been forwarded to the printer, it will be held and a Success status shall be
returned in the Response. If the job has already been forwarded to the printer, an error code
shall be returned in the Response.

ResumeQueuekntry

If the job has not been forwarded to the printer, it will be released for printing and a Success
status shall be returned in the Response. If the job has already been forwarded to the printer, an
error code shall be returned in the Response.

Status Query

The controller can be requested to send a list of all jobs in the queue, along with their status and
associated attributes. A particular job's information may be returned where QueueEntryID/Job
ID is specified in the query.

Status Queue Query

The controller can be requested to send a list of jobs in the queue filtered by status, along with
their status and associated attributes. The filter is specified in the query. If there are no jobs
having status matching the specified filter, the list of jobs will be empty. If the filter is null, then
a list of all jobs, along with their status and associated attributes will be returned.
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Resource Query

The controller can be requested to send a list of specified resources currently loaded at the
printer.

The JMF Service supports a resource query request for "Media”. The JMF Service will return a list
of media currently loaded at the printer.
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update-devices

This command will merge printers registered in the FreeFlow Printer Registration tool and the
printers used by FreeFlow JMF Service. The result is a list of printers managed by FreeFlow JMF
Service based on the printers registered in the FreeFlow Printer Registration tool. Printers that
were added using the FreeFlow Printer Registration tool will now be registered into FreeFlow
JMF Service. Printers that are deleted using the FreeFlow Printer Registration tool will be deleted
from FreeFlow JMF Service if there are no incomplete jobs.

If a printer is removed from the FreeFlow Printer Registration tool and the xomupddev
command is invoked while uncompleted jobs have been forwarded to the "deleted" printer, the

printer will continue to be shown in FreeFlow JMF Service until there are no uncompleted jobs.

Command name:

xomupddev

Example:

xomupddev

After the command is entered, the user will be returned to the command prompt.

shutdown-system

This command immediately shuts down the FreeFlow JMF Service.

Command name:

xomshutd

Example:

xomshutd

After the command is entered, the user will be returned to the command prompt.
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list-devices

This command returns a list of the devices registered in the system.

Command name:

xomlisdev

Returns:
A list of the printer devices registered with the system.

If no printer names are returned, then there are either no printers listed in the Printer
Registration Tool, or the xomupddev command has not been run.

Example:

xomlisdev

list-jobs
This command lists all the jobs submitted to a specific printer. The printer name is a printer

returned from the list devices command.

Command name:

xomlisjob

Operand:

printername: The name of the printer where the
jobs are submitted.

Returns:
List of jobs displayed to the console in the form:

printerl:123,printerl:124, .. printerl:nnn

Example:

xomlisjob printerl

get-job-attributes

This command returns the attributes of a job.

Command name:

xomgetjob

Operand:

printer:jobId: The printer name, ":" and the
job id
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Options:
-a: returns all attributes that exist on the
job
Returns:
A list of job attributes in the form “printerName:jobId:attribute-name=value” to the
console.

The following message is displayed if the following conditions exist:

Job jobid was not found in the specified
queue.

if the specified job does not exist.

Example:

xomgetjob —-a printerl:123

Displaying Software Version

The software version of FreeFlow JMF Service can be displayed by using the —v option for any
CLI command.

Example:

xomlisdev -v

Returns:
8.0.0.0 827[23442.20090608]
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Troubleshooting

This section describes how to troubleshoot various issues with FreeFlow JMF service.

Enable Logging

The system can be set to log errors based on a user designated level. For example, setting the
system attribute to SEVERE will cause only severe errors to be logged. Setting the attribute to
FINEST will cause all, even mere information type log data to be recorded.

The available logging attributes are:

SEVERE
WARNING
INFO
CONFIG
FINE
FINEST

Perform the following to enable logging:

1.
2.

5.
6.

Access a text editor application on the system (for example, Notepad).

Open the “Jdfjmfgateway.properties” file in the text editor. The file is located in the
C:\Program Files\Xerox\FreeFlow Print Manager JMF Service\config directory.

Note

For 64-bit operating system, the directory is C:\Program Files (x86)\Xerox\FreeFlow Print
Manager JMF Service\config.

Locate the entry “com.xerox.gateways.jdfjmf.level” in the file.

Add the logging attribute following the entry and a equals sign. For example,
“com.xerox.gateways.jdfjmf.level=FINEST".

Locate the entry “JMFDEBUG” and change the value from “false” to “true.”
Save and close the file.

FreeFlow JMF Service must be restarted for changed to take effect.

The log files will be placed in the following directory locations:

C:\Program Files\Xerox\FreeFlow Print Manager JMF Service\logs

Note

For 64-bit operating system, the directory is C:\Program Files (x86)\Xerox\FreeFlow Print
Manager JMF Service\logs
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Printer Connection

If JMF Service returns an error code of 2, check the connection to the printer. Type the following
command:

xomgetdev —-x printer-state <printer name>

If the command returns the value “printer-state=Unknown”, the JMF server cannot
communicate to the printer. Actions to resolve the problem are:

e Validate the printer information (i.e. Network address) entered in the Printer Registration
Tool is correct.

e Verify that there is communication to the printer from JMF Service. A network ping test for
example.

e Verify the printer is operational.
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Limitations

This section describes limitations that the user should be aware of when using FreeFlow JMF
Service.

Creating JDF Tickets in Adobe Acrobat
Professional

When creating a JDF ticket in Adobe Acrobat Professional for submission to FreeFlow Process
Manager, for the JDF ticket to be handled properly you must specify the number of pages in the
document or the pages in the range.

To specify the number of pages, perform the following:

1.
2.
3.

0 o N o &

In Adobe Acrobat Professional, select Advanced->Print Production->JDF Job Definitions.
Select <New>.

In the Create New Job Definition dialog, select “1.2” for the “JDF version” from drop down
combo box browse to the desired selection and select <Save>. The file path displays in the
Filename text box.

Select <Create and Edit>.

In the Edit JDF Job Definitions dialog, select <Add Section>.

In the “Number of Pages” section, enter the appropriate value.
Select <OK>.

Select <Close>.

Exit Adobe Acrobat Professional.
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To specify a range of pages, perform the following:

1.
2.
3.

N o u &

10.
11.

6-2

In Adobe Acrobat Professional, select Advanced->Print Production->JDF Job Definitions.
Select <New>.

In the Create New Job Definition dialog, browse to the desired selection and select <Save>.
The file path displays in the Filename text box.

Select <Create and Edit>.
In the Edit JDF Job Definitions dialog, select <Add Section>.
Select <Add File>.

In the “Pages to use from the documents” section, select the <Pages in Range> radio
button.

Enter the appropriate values for the page range in the text boxes.
Select <OK>.

Select <Close>.

Exit Adobe Acrobat Professional.
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The purpose of this chapter is to provide important supplemental information as it applies to
FreeFlow JMF Service and supported JMF status signals when used in conjunction with
FreeFlowWeb Services.

For additional information on using JMF Service with Web Services, refer to the FreeFlow Web
Services Integration Guide.

FreeFlow Web Services and Xerox
Production Printing

FreeFlow Web Services is integrated with Xerox production printing technology, allowing the
Print Provider to utilize production-level job ticket programming and selection of FreeFlow
Digital Front Ends (DFE) for Xerox production printers. There are several methods available in
Web Services for communicating to Xerox production printers or other FreeFlow modules. Some
of these methods use a new, emerging standard call Job Definition Format (JDF) and a protocol
called Job Messaging Format (JMF). Not all Xerox Production Printers natively support JDF/JMF
and, instead, another FreeFlow module, such as FreeFlow JMF Service, may be used to submit
the job from Web Services to the printer.

When using JDF/JMF, a Web Services Output Device is created in order to route the job to
FreeFlow JMF Service. The actual routing of the job is normally assigned as part of the pricing
setup of a template or job type.

Since JDF is an emerging standard, not all possible job ticket attributes from Web Services are
currently supported by the JDF path. Support currently exists for paper stock selection and copy
count. FreeFlow JMF Service does not validate the JDF against the printer capabilities; if the JDF
contains attributes that the printer can not honor, the printer will do its best to print the job. If
the job can not be printed, it will be aborted and a JMF status signal will be sent to Web
Services.

Support for additional JDF attributes is expected to increase as the technology matures.
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JMF Status Signals

Refer to your FreeFlow Web Services documentation for information about job status icons.
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