Product Enhancement Document for
WorkCentre 3315/3325
Firmware 51.007.13.000

Release Date: December 16. 2019 dc19rn3917

Software Release Details

Component Versions
Firmware 51.007.13.000
MCB 2.50.07.13
Engine (IOT) 1.00.34
Network 4.05.00.18
Link to Firmware WC3315 (N/A)
Link to Firmware WC3325

. Fixes/Features new in this release

e Wind River VxWorks TCP/IP Stack (IPNet) Vulnerabilities CVE-2019-12257, CVE-2019-12255, CVE-
2019-12261, CVE-2019-12263, CVE-2019-12258, CVE-2019-12259, CVE-2019-12262, CVE-2019-
12264, CVE-2019-12265

[I. Caveats

1) NOTE: The Test button for a DFS repository fails even though the actual DFS functionality works.
2) Once this digitally signed release is installed, the machine CANNOT be downgraded to a non-digitally signed
release. Releases less than v51.003.00.000 are NOT digitally signed
Testing ...

OK

Status

Step Status
Connecting To Server Success
Trying to Login Success

Checking permission Path Error

Result Fail

IIl. Installation Notes

Install instructions are included in the zip file containing firmware. Unzip and download before attempting to install the firmware
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