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Introduction

The Xerox Smart Card solution brings an advanced level of security to sensitive information.
Organizations can restrict access to the walk-up features of a Xerox device. This ensures only
authorized users are able to copy, scan, e-mail and fax information.

The key benefit of this solution is its two-factor identification requirement. Users must insert their
access card and enter a unique Personal Identification Number (PIN) at the device. This provides
added security in the event that a card is lost or stolen.

Once validated, a user is logged into the Xerox device for all walk-up features. The system allows for
functions to be tracked for an added layer of security.

The Xerox Smart Card enablement kit integrates with Xerox multifunction printers and existing smart
and personal identity verification cards and readers.

This guide explains how to install and configure the Smart Card solution. It identifies the resources and
equipment required to complete a successful installation.

Should you require any further information, please contact your Local Xerox Representative.
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Compatibility

This solution is compatible with the following product and configurations:

Configuration Software Level

Xerox WorkCentre 5030/5050 Multifunction®

05.004.xx.XXX

Xerox WorkCentre
5632/5638/5655/5665/5675/5687 Multifunction

21.113 . xxxxxP
21.120.xx.xXX
25.054.xx.xxx

Xerox WorkCentre 5135/5050 Multifunction

21.120.xx.XXX

Xerox WorkCentre
5735/5740/5755/5765/5775/5790 Multifunction

06x.130.XXX.XXXXX
06X.7137T.XXX.XXXXX

a. If your machine has software level 05.003.xx.xxx, the Smart Card software can not be installed without first upgrad-
ing the machine software. Please contact your Xerox Representative for details.

b. If your machine has software level 21.113.02.070 or lower, the Smart Card software can not be installed without first
upgrading the machine software. Please contact your Xerox Representative for details.

To identify the software level on your machine, perform the following steps:

1. Press the Machine Status button on the control panel.
2. Information about the machine is displayed. If necessary, select Machine Details to display the

System Software Version number.

6 Xerox® Smart Card
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Card Readers and Card Types

Supported Card Types

The customer is responsible for purchasing and configuring the access cards. The following card types
are recommended:

Gemalto TOP DL GX4 144K V2.6.2b Applets
Oberthur ID-One Cosmo v5.2 128K V2.6.2 Applets
Oberthur ID-One Cosmo v5.2 72K V2.6.1 Applets
Oberthur ID-One Cosmo v5.2D 72K V2.6.1 Applets
Oberthur ID-One Cosmo v5.2 72K V2.6.2 Applets
Gemalto GemCombiXpresso R4 dual interface 72K V2.6.2 Applets
Axalto Access 64KV

Axalto Access 64KV1

Gemplus GXP3 64V2N V2.6.1 Applets

Gemalto Cyberflex Access V2C 64K V2.6.1 Applets
Oberthur ID-One Cosmo V5.2D 64K

Oberthur OCS Galactic V1 32K V1 Applets

Oberthur Cosmo V4 32K V1 Applets

Schlumberger / Axalto Cyberflex V2 32K V1 Applets

Other card types may function with the solution, but have not been validated.Supported Card Types

Supported Card Readers

The customer is responsible for providing a card reader for each Xerox device. The following card
readers are compatible with the solution:

Gemplus GemPC USB SL

Gemplus GEMPC Twin

SCM Micro SCR3310

SCM Micro SCR3311

OmniKey Cardman 3021 USB

OmniKey Cardman 3121 USB

ActivCard USB Reader V2 with SCR-331 firmware

Other CCID compliant readers may function with the solution, but have not been validated.

Note: Information about CCID compliant card readers can be obtained from various websites, for
example www.pcsclite.alioth.debian.org/ccid.This site is not a Xerox website and is not endorsed
by Xerox.

Xerox® Smart Card 7
Installation Guide



Introduction

Documentation and Support

For information specifically about your Xerox product, the following resources are available:

e System Administrator Guide provides detailed instructions and information about connecting
your device to the network and installing optional features. This guide is intended for
System/Machine Administrators.

e  User Guide provides detailed information about all the features and functions on the device. This
guide is intended for general users.

Most answers to your questions will be provided by the support documentation supplied on disc with
your product. Alternatively you can contact the Xerox Support Center or access the Xerox website at
WWW.XEroX.Com.

8 Xerox® Smart Card
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Preparation

This section explains the preparation and resources required to install the Smart Card.

The installation will take approximately one hour for each device. The following items are required in
order to complete the installation:

Item Supplier

Compatible Card Reader (refer to Supported Card Types on page 7) Customer
Compatible Access Card (refer to Supported Card Types on page 7) Customer
Smart Card enablement kit 498K17544 Xerox
(one for each Xerox device)

Feature Enable Key Xerox
TCP/IP enabled on the device Customer
DNS Host name or static IP address assigned Customer
Network Settings to be checked to ensure network is fully functional Customer
Domain Controller (DC) information: Customer

e Domain Controller authentication environment

e |P address or Host Name

e Domain information

e Domain Controller Root and Intermediate certificates

e Check that all certificates are in 64 bit X.509 format

o Determine if the DC is registered with the OCSP at this site

Online Certificate Status Protocol (OCSP) Server Information: Customer
e OCSP Server URL

e OCSP - Root and Intermediate Certificates

e Check that all certificates are in 64 bit X.509 format

Proxy Server configuration details Customer

To set up the Domain Controller (DC) validation, you will need to determine if your site validates the DC
against the Online Certificate Status Protocol (OCSP) server. Many sites use OCSP to validate
individuals, but do not register the DC with it. If you set up the Xerox device to validate the DC and it
isn't registered, the procedure will fail.

If your site does register the DC with OCSP, you will need to decide whether:
e tovalidate the DC against OCSP before validation of the user, or
e tovalidate the DC after validation of the user

Xerox® Smart Card 9
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The first method requires installation of the DC certificate as part of this procedure and is the more
accepted method for validation. The second method retrieves the DC certificate automatically for each
authentication and doesn’t require installation of the DC certificate onto the Xerox device.

An additional option is to combine the first and second options and compare the retrieved DC
certificate to the one stored at installation. This provides the most security as it prevents rogue DCs
masquerading as the real DC.

Note: Certificates are often obtained from the Information Technology professionals that support
your organization. If you are unable to obtain the required certificates, refer to the process
outlined in Appendix A. You can determine the domain that you are registered in using the process
outlined in Appendix B.

Server Specifications

Prior to installation, ensure your network infrastructure supports Smart Card or Personal Identification
Verification (PIV).

Names or IP addresses of all servers and domains are required during setup.

Electrical Requirements

The USB port on the back of the Xerox device network controller provides the power required for any of
the supported card readers.

10 Xerox® Smart Card
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Installation

This section provides instructions for installing and configuring the Smart Card solution.

There are 4 main installation procedures to follow in sequence.
e Software Enablement
Use the Feature Enable Key to enable the Smart Card to be configured.
e Configuring Smart Card
Enabling the Smart Card function and customizing the settings.
e Hardware Installation
Unpacking the Smart Card Enablement kit and installing the card reader device.
e Using Smart Card
Instructions on how to use the card reader device to access the device functions.

Xerox® Smart Card 11
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Software Enablement

Prior to installing the Xerox Smart Card solution, the software requires enabling on your Xerox device
using Internet Services. The Feature Enable Key is printed on the inside cover of the Enablement guide
provided within the Xerox Smart Card kit.

Follow the instructions below to enable the device software:

Xerox WorkCentre 5632/5638/5655/5665/5675/5687, Xerox WorkCentre 5135/5150 and Xerox
WorkCentre 5030/5050:

1. Access Tools at the device

a.
b.

At the Xerox WorkCentre, press the Access button on the control panel.
Enter the appropriate User ID and Password to access Tools.

Note: The default user name and password are: admin and 1111.

C.

Select Go to Tools.

2. Enable the Smart Card Software

a.
b.
C
d

e.

Select More to access additional Tools options.
Select Optional Services. If necessary, use More to navigate to the option.
Select Smart Card. If necessary, use More to navigate to the option.

When prompted, select the Option Kit Number entry box and enter the unique Feature
Enable Key provided on the inside cover of the Smart Card Enablement Guide.

Select Exit Tools.

Xerox WorkCentre 5735/5740/5755/5765/5775/5790:

1.  Access Tools at the device

a.
b.
C

At the WorkCentre, press the Machine Status button on the control panel.
Select the Tools tab.
Enter the appropriate User ID and Password to access Tools.

Note: The default user name and password are: admin and 1111.
2. Enable the Smart Card Software

a.
b.
C.
d

e.

f.

Select Service Settings.
Select Optional Services.
Select Smart Card.

When prompted, select the entry box and enter the unique Feature Enable Key provided on
the inside cover of the Smart Card Enablement Guide.

Select Enter.
Reboot the device (the device may automatically reboot).

Once the reboot is complete, the Smart Card function is ready to be configured using the Internet
Services interface.

Note: No services will be restricted until Smart Card has been configured using Internet Services.

12
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Configuring the Smart Card

Once the Xerox Smart Card feature has been enabled on the device it can be configured using Internet
Services.

Follow the instructions below to enable and configure the Smart Card:

1. Access Internet Services
a. Open the web browser from your Workstation.

b. Inthe URL field, enter http://
followed by the IP Address of the
device. For example: If the IP
Address is 192.168.100.100,
enter the following into the URL
field: http://192.168.100.100.

c. Press Enter to view the Home page.

Internet Services XEROX WorkCentre 5050

: Pt
B o rrim | scan | propedties | Swnprt

2. Access Properties
a. Select the Properties tab.
b. If prompted, enter the Administrator User ID and Password. The default is admin and 1111.
c. Select the Login button.

3. Configure the date and time to update automatically
a. Select Connectivity.

Internet Seru.i[;es XERDX WorkCentre 5030
b. Select Protocols and then NTP.  [REESSIENNEENEEN rroveries SN
NTP

Note: A pop-up window may appear
requiring you to login.

c. Ensure the NTP Enabled box is
checked for the Network Time
Protocol option, then enter the IP
Address or the NTP Host Server
Name.

uffset of Local Time Zane

uffset of Greenwich Mean Time

A0 w

metwork Time Protocol

NP Cnabled

[¥] Enabled

© 1pva Address 1P Address: Part
O Host Name 11 22 B NEE]
Backup IP Address : Port
] .0 .|0 .o

In most cases this will be your DHCP
server, and it will provide the time in
Greenwich which must be corrected
for your time zone by the GMT offset.

d. Atthe Offset of Local Time Zone option select the GMT offset that is correct for your region.
e. Select Apply. The device may reboot.
Note: The sign in front of the number is important. Most of Europe is plus of Greenwich Mean

Time, while North America is minus. Please consider the implications of Daylight Savings Time
when selecting the Offset of Local Time Zone option.

Note: If Network Time Protocol is not available, check that the time set on the device matches the
network time on the Domain Controller Authentication Server.

Xerox® Smart Card 13
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To determine the network time, view the time as displayed on your computer. To observe or set the
time on the machine use the following instructions:

Note: If using Network Time Protocol (NTP) do not change the time on the device. The device will
obtain the time from the NTP server.

WorkCentre 5632/5638/5655/5665/5675/5687, Xerox WorkCentre 5135/5150 and Xerox
WorkCentre 5030/5050:

At the Xerox WorkCentre, press the Access button on the control panel.

Input your User Name and/or Password.

Select Go to Tools.

Select System Settings.

Select Time and Date.

Select Set Date and Time.

Select Set Time.

S e a0 oTp

Observe the time and if it is not correct, validate that the GMT offset is correct for your
region.

Note: If any changes are made, the device will automatically reboot.

WorkCentre 5735/5740/5755/5765/5775/5790:

a. At the WorkCentre, press the Machine Status button on the control panel.
b. Select the Tools tab.

¢. Enter the appropriate User ID and Password to access Tools.

Note: The default user name and password are: admin and 1111.

d. Select Device Settings.

e. Select General.

f. Select Date & Time.

e Date: Select the Format required and enter the Month, Day and Year.

e Time: Enter the correct Hour and Minutes and select PM or AM. If a 24 hour clock is
required, select the 24 hour clock option and enter the Hour and Minutes using the 24
hour clock format.

e  GMT Offset (Time Zone) (System Software 06x.130.xxx.xxxxx): Use this option to set
the difference between your local time and Greenwich Mean Time. Enter the GMT Offset
time between -12.0 and 14.0 hours using the arrow buttons.

e Time Zone (System Software 06x.131.xxx.xxxxx): Touch the Time Zone drop down
menu and select the correct time zone for your device’s locale. The machine time is
automatically adjusted if daylight savings is in effect in your time zone.

g. Select Reboot to save and reboot the device.

Xerox® Smart Card
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Access CAC configuration settings
The next steps vary depending on which Xerox WorkCentre model you have.
e  For Xerox WorkCentre 5030/5050 refer to page 15.

e  For Xerox WorkCentre 5632/5638/5655/5665/5675/5687, Xerox WorkCentre 5135/5150 and
Xerox WorkCentre 5735/5740/5755/5765/5775/5790 refer to page 16.

Xerox WorkCentre 5030/5050:
a. Select Security and select Authentication Configuration.

Note: If this is the first time you are entering the authentication wizard, you may be prompted to
enter a password.

b. Enter the password and select
Next. R Il Frorerties R

Propertes ] Aushenticaton conbguration

Internet Services XKEROX WorkCentre 6030

1 u Device System Administrator Password

| _Ploase Rend Carstully

Far security reasons, you must change the corrent system sdministrator's passmord fram the factory defautt

IMPORTANT
Do not Ferget this passwerd, or vou could be comelataly facked out of the £yctam, reguirieg 5 servien call,

Usar Sanse & Passward

User Hame: {Not editable)

admin

Hew Passmord

Belype New Password

c. Select Next.

Internet Services XEROX WorkCentre 5030

TR TRl rroverie T
[Propeties | Aushenticabion Configuration

‘Configeration Cverview
[t Y

| [} steprofa

§, ieentifies who you are, coréems identty.

d. Select CAC/PIV and select Next.

Internet Services XEROX WarkCentre 5030

Status | Jobs | Print | Scan ariiii Bl GSuepert

Aethantication Confiperaiion
[ stepzofa

Where is the

[riate

e. Select Configure.
The Authentication Configuration

Internet Services XEROX WorkCentre 6030

Status | ahs | Print | Scan Support |

T Autbentic stion Confaguestion

screen is displayed. [ step3ors
*Services Authentication - (Requered, I
's:f:‘n‘-‘:la Encrystion l z ? n Het Configured Carigums..
T T—
:l
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f.  Enter the Smart Card Timeout
required between 7 and 120
minutes.

The default setting is 5 minutes.

g. If the machine is inactive for the
period of time specified, it will
end the session automatically.

Note: When the Smart Card is removed, the user session will timeout.

Internet Services

[ Statis | dobm | Prnt | Scan

AEROX WorkCentre 5050
| Proveries ST

1 & m ication Conf
[Erent
-----------------
By war Authestication |
R oo 4 an_ |
Dewice Uwer Interface Authenticatio |

Xerox WorkCentre 5632/5638/5655/5665/5675/5687, Xerox WorkCentre 5135/5150 and
Xerox WorkCentre 5735/5740/5755/5765/5775/5790 (System Software 06x.130.XxXX.XXXXX):

a. Select Security and select Authentication Configuration.

Note: If this is the first time you are entering the authentication wizard, you may be prompted to
enter a new password that is different from the default password.

b. Enter new password and select
Next.

c. Select Next.

d. Select the Device User Interface
Authentication option CAC/PIV
and select Next.

Note: This screen is dependent on the
selection made on the previous
screen.

16 Xerox® Smart Card
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e. Select the Device User Interface
Authentication option
Configure.

The Authentication Configuration
screen is displayed.

f.  Enter the Smart Card Timeout
required between 7 and 720
minutes. The default setting is 5
minutes.

If the machine is inactive for the
period of time specified, it will end the
session automatically.

Note: At the completion of

Installation

configuration of CAC, you can return to this screen and Configure the Device Access permissions if
desired. Please refer to the system administrator guides appropriate for your product.

Domain Controller validation

If your site does not register the DC with OCSP:
a. Uncheck all three Domain Controller OCSP Certificate Validation boxes and add the

required Domain Controller.

b. Select Save. Go back and add other Domain Controllers as required.

If you wish to validate the DC against OCSP before validation of the user:
a. Check the box for Validate Before CAC/PIV Authentication.

b. Enter the OCSP Server Service URL details.

Note: Depending on your environment, these details may be case sensitive.

If you wish to validate the DC against OCSP after validation of the user:

a. Check the box for Validate after
CAC/PIV User Authentication.

b. Enter the OCSP Server Service
URL details.

c. If you wish to validate the DC
certificate retrieved as part of
the user authentication process
against the one stored during
installation, check the box for
Domain Controller Signature
must match uploaded Domain
Controller Certificate.

Internet Services

LT Praperties

XEROX WorkCentre 5030

| u Authentication Configuration > CAC/PIV Setup

smart Card Timeout

System Inactivity until smart card user is loaged off

£ Hinutes (1 - 120)

Bamain Cantealler NESP Certiticate Validatian

[¥] validate before CAC/PIY User Authentication

[¥] ¥alidate alter CAC/PI¥ User Authentication

Doamain Controller Signature must match
upluaded Domain Controller Certilicate

[ Enable

Service AL

hitp:ifocsp...

Xerox® Smart Card
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6. Enter the Domain Controller details
for the authentication server.

Internet Services

a. Determine how many Domain
Controllers used in your
environment need to be
accessed from the particular
device.

b. Identify the order the Domain
Controllers should be
interrogated when users present
their card for authentication. The

XEROX WorkCentre 5030

Araethyentia i Con e ation
u Authentication Configuration > CAC/PIV Setup

| Smart Card Timesut

| sanart card user s logaed off

| Domain Contrelier OCSP Certilicate Yabdation

[E] validate before CAC/FIV User Authentication

[] validate after CAC/PIY User Authentication

Domain Controller which services

most of your users should be first followed by less popular Domain Controllers.
c. Enter the controllers in the preferred search order.

Note: The search order can be modified at a later date.

d. Select Add.
e. Ensure the Domain Controller

Internet Services

XEROX WorkCentre 6030

» b } b b
Status | Jobs | Print | Scan m Support |
rol

Type is configured correctly for
your authentication
environment.

f.  Enter the IP Address or enter the
Domain Controller Host Name

B Authentication Configuration = CAC/PIV Setup > Add Domain

Add Demain Controller

Domain Controller Type

1P Address: Port
111 a2z NEE] .14

(this must be the fully qualified
Host Name).

g. Ensure Port 88 is selected unless
your Kerberos Port is different.

Domain Controller Certificate

Akl

h. Enter the Domain Name (this
must be the fully qualified Domain Name).

i.  Select Save.

If you selected the option that the Domain Controller Signature must match the uploaded
Domain Controller Certificate, then a field will be presented to enter that certificate. This field will
be missing if it is not required to upload the Domain Controller Certificate.

j. At the Domain Controller Certificate option select Add and browse to the Domain Controller

Certificate.

Note: If you are unable to obtain the required certificates, refer to Retrieving the Certificate from a

Domain Controller or OCSP Server on page 39.

k.  Select the Certificate then select Upload Domain Controller Certificate.

18 Xerox® Smart Card
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If the Domain Controller certificate is
not available, the certificate that was
used to issue the Domain Controller
certificate can be uploaded instead.

The Domain Controller certificate, or
its issuing certificate is needed by the
device to validate the interactions
between the device and the domain
controller.

[ Select Save.
m. Repeat the process to enter the

details for all Domain Controllers.

Installation

"atatus | tobs | print |

Praperties

Cenfigurstion Dverview
Diescription
*General Selup
*Connectivity
rPEePIcES
rsecurity
Liser Dats Cncryplion
aut Corfiguration

Authentication Configuration > CAC/PIV Setup > Domain Con

Uplaad Domain Controller Corificats

Updoad Domain Controller Certificate using Base 64 encoding.

[Brows

Doman Controller Cortdeabe:

Audit Log
Machine Digital Costificate
Panagement

Uplor] Dommain Contioller Certificate |

Look i [ Colleales: R s = Carcsl I
S Twoeain Controlisr CrrtFicarn o
Wy Recent
Docunents
Desklup
B HKEROH CORPORATION. All rights reservad,
. starad tradamak of Karox Corparation.,
y)

If an error is made, select the Domain Controller from the list, and make any corrections.

n. Select Edit.

0. Make any changes, then Select Save.

Note: To change the Domain Controller search order, select the controller and use the up and
down arrows on the right side of the screen to promote or demote the controller order.

Upload certificates

Note: These steps are Read Only if
using any of the OCSP Certificate
Validation options.

Load the DC root and intermediate
certificates and the OCSP root and
intermediate certificates:

a. Select the Link to Security >
Trusted Certificate Authorities
Page option or select Trusted
Certificate Authorities from the
menu.

b. Atthe Trusted Certificates
Authorities screen, select Add.

c. Browse to the previously
retrieved certificates and add
them one at a time.

d. Select the certificate then select
the Upload Certificate
Authority button to add each
one.

e. Repeat the process until all
certificates are installed.

f.  Select Close.

XEROX WorkCentre 5030

Internet Services

| Status | Jobs | Print

Properties

Configuration Overview
Deseription
}General Setup
FConnectivity
Fservices
vSecurity
User Data Encryption

1 Configuration 5

Authentication Configuration > CAC/PIV Setup

Smart Card Timeout

System Inactivity until smart card user is logged off

|Mmutes (1 -120)

IF Fiftering
Audit Lag
Machine Digital Certificate
Management
Trusted Certificate Authorities
*0n Demand Overwrite

Domain Controller OCSP Certificate

Service

|ttp:#iac

¥alidate before CAC/PIY User Authentication

¥alidate after CAC/PIY¥ User Authentication

Domain Controller Signature must match
uploaded Domain Controller Certificate

Enable

( Trusted Certificate Authorities Page ]

Domain Controller

Internet Services

| Status | Jabs |

Print | Scan

Aushantication Lenfiaurstion

[:3 Authentication Configuration > CAC/PIV Setup > Domain Controller Cert

| uplaad pomain cantralinr Cortificates

Uplaad Domain Controller Cortificate using Basn &4 encoding.

Damain Cantroller Carticat: [ Erowse.. |

Upload Donin Controller Cesfificate |

= ®=®@ecrE- [ Comet |

XEROX

8 HEROK CORPORATION, All rights resarved
starad trademask of Harss Comasstiod
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8. Check the Proxy Server details are configured

a. If required by your network
environment, ensure the Proxy
Server details have been
configured.

b. Select the Properties tab, then
Connectivity, Protocols and
Proxy Server and enter the
details.

c. Select Apply.

d. The Smart Card settings are now
configured.

The Smart Card settings are now
configured. You are now ready to install
the Smart Card hardware using the
instructions starting on page 26.

Internet Services XEROX WorkCentre 5030

Internet Services
[etatus  3obs | wrmt |

Xerox WorkCentre 5735/5740/5755/5765/5775/5790 (System Software 06x.131.XXX.XXXXX):

1. At the WorkCentre, press the Machine Status button on the control panel.

2. Select the Tools tab.

3. Enter the appropriate User ID and Password to access Tools.

Note: The default user name and password are: admin and 1111.

Select Service Settings.
Select Optional Services.
Select Smart Card.

No v

and press Enter.

20 Xerox® Smart Card
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Configuring Authentication

&whN 2

8.
9.

In CentreWare Internet Services, click Properties > Security > Authentication.
Click Setup.
Click Edit.

Under Authentication method on the
machine's touch interface, select
Smart Cards.

You can configure an alternate
authentication method to allow users
to access the printer without a Smart
Card. Under Alternate authentication
method on the machine's touch
interface, select User Name /
Password Validated Remotely on the
Network.

Specify a method for the printer to
authenticate users who access
CentreWare Internet Services from their computer. Under Authentication method on the
machine's web user interface, select User Name / Password Validated Locally on the Xerox
Machine or User Name / Password Validated Remotely on the Network.

(] L] ]

Under Authorization information is stored:, select Locally on the Xerox Machine, or Remotely on
the Network.

Click Save.
A list of configuration settings appears at the bottom of the Authentication Setup page.

10. Click Edit to configure any settings that are marked in red text as Required; Not Configured.

Configuring Domain Controller Settings

1.

No vk WwWN

In the related services table on the
Authentication Setup page, click
Edit... on the Domain Controller(s)
row. The domain certificate on a
Smart Card of a user must be
validated on the domain controller
server before they can access the
printer.

Click Add Domain Controller.
Under Domain Controller Type, select Windows Based Domain Controller if you are using one.

Type the domain controller server address information.

Click Save to apply the new settings or Cancel to return to the previous screen.

If you have added more that one domain controller server, you can prioritize the alternate servers.
Click Change Domain Priority.

a. Onthe Change Domain Priority page, select a domain controller in the list.

b.  Click the Up Arrow or Down Arrow to change the search priority of the server.

c.  Click Close.
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9.

To configure NTP settings, under Action, click Edit... next to NTP. The domain controller time and
the time set on the printer must be synchronized. Xerox recommends that you enable NTP to
ensure time synchronization.

Click Close to return to the Authentication Setup page.

Configuring OCSP Validation Server Settings

If you have an OCSP server, or an OCSP certificate validation service, you can configure the printer to
validate certificates installed on the domain controller.

1.

On the Authentication Setup page, A
under Action, click Edit next to :
Certificate Validation.

Select a validation method and click
Next.

On the Required Settings page, type
the URL of the OCSP server.

To ensure that the printer can [ —gm R
communicate with the OCSP server
and the domain controller, configure
your proxy server settings if
necessary.

" i -‘ stared on the esos maibies.

o | ] |

Click the appropriate link to install the
root CA certificates for the OCSP server and your domain controller.

Click Save to apply the new settings and return to the Authentication Setup page. Click Cancel to
return to the Authentication Setup page.

Setting the Inactive Time Limit

1.

22

In the related services table on the
Authentication Setup page, click
Edit... on the Smart Card Inactivity
Timer row.

Specify the maximum amount of
time before a user is automatically
logged out. Type the time in minutes.

Click Save to apply the new settings
and return to the Authentication
Setup page. Click Cancel to return to the Authentication Setup page.
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Acquiring Logged in User's E-Mail Address

This feature allows the System Administrator to set where the device acquires the logged in user’s e-
mail address from when populating the e-mail From: field.

Using the default Auto setting, the device checks the Smart Card for the user’s e-mail address
information. If the information is not available from the card, the device checks the LDAP server. If the
information is not available from the LDAP server, the device uses the default e-mail address to
populate the field.

If required, the System Administrator can change the setting to obtain the user's e-mail address from
the Smart Card only, or from the Network Address Book (LDAP) only.

1.  Inthe related services table on the
Authentication Setup page, click
Edit... on the Acquiring Logged in
User’s E-mail Address row.

E—rr—

2. Select the option required for
obtaining the logged in user’s e-mail
address:

e Auto
e Only Smart Card

e  Only Network Address Book e
(LDAP)

If Only Network Address Book

(LDAP) is selected, configure the

Server Configuration and Feature
Enablement settings required.

3. Click Save to apply the new settings and return to the Authentication Setup page. Click Cancel to
return to the Authentication Setup page.

u E-mail Setup

Palicies

s e -mall address from Auto

| statun Action
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Configuring E-mail Encryption and Signing Settings

1. Inthe related services table on the
Authentication Setup page, click
Edit... on the E-mail
Encryption/Signing row.

2. To enable E-mail Encryption, under E-
mail Encryption Enablement, select an
option:

e Always On; Not editable by
user: Restrict users from turning
E-mail Encryption on or off at the
control panel.

e Editable by user: Allow users to
turn E-mail Encryption on or off
at the control panel.

3. If you select Editable by user, select the default setting for users at the control panel. Under E-mail
Encryption Default, select On or Off.

Gt | [iea]
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4. Under Encryption Algorithm, select one of the following encryption methods:
e 3DES

e AES128
e AES192
e AES256

5. To enable E-mail Signing, under E-mail Signing Enablement, select an option:

e Always On; Not editable by user: Restrict users from turning E-mail Signing on or off at the
control panel.

e Editable by user: Allow users to turn E-mail Signing on or off at the control panel.

6. If you select Editable by user, specify the default setting for users at the control panel. Under
E-mail Signing Default, select On or Off.

7. Click Save to apply the new settings and return to the Authentication Setup page. Click Cancel to
return to the Authentication Setup page.

The Smart Card settings are now configured. You are now ready to install the Smart Card hardware
using the instructions starting on the next page.
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Hardware Installation

Install the card reader device using the following instructions.

1. Unpack the Smart Card Enablement Kit
The kit contains the following items:
e  Xerox Smart Card Enablement Guide (1).
e  Four Dual Lock Fastener pads (Velcro) (2).
e  Three Cable Ties (3).
e  One Ferrite Bead (4).

Ensure you have read the licence agreement and agree to the terms and conditions specified prior
to installation.

il

Xerox @)
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Locate the card reader device being installed
e There are four types of card reader available, one upright model or three slimline models.
e Locate the device being installed and ensure it has been configured.

Note: The System Administrator should configure the cards prior to the card reader being installed
on the machine.
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3. Attach the ferrite bead to the reader cable.
Note: The ferrite bead should be clipped onto the cable directly behind the connector.
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Attach the fasteners to the card reader device

e Fasteners have been provided to secure the card reader to the Xerox device.
e  Peel back the fastener backing strip.

e  Position the fastener on the under-side of the card reader, as shown.

e Repeat for each of the fasteners supplied.

1
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5. Remove the fastener backing strips

When all the fasteners have been attached to the card reader, remove the backing strips on each
of the fasteners.
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Place the card reader on the Xerox device
e  Gently place the card reader on the device (do not fix in place at this point).

e  Position the card reader in a suitable location, ensure it does not obstruct the opening of the
document handler side cover.

e Check the cable has sufficient length to connect to the rear of the network controller.
e Onceitisin asuitable location, press firmly on the card reader to fix it in place.

Hinin

I
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7. Connect the card reader to the Xerox device
e Insert the USB connection into the slot provided on the rear of the network controller.
e Use the cable ties provided to ensure the cabling is neat and tidy.

i

i
it
QA

TR \

The hardware installation is now complete.
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Confirm the installation

e  When the card reader and the software has been installed and configured, the Card Reader
Detected screen displays on the Xerox WorkCentre local user interface.

e Select OK.
Smart Card is now ready for use.

Note: If the card reader is not detected, refer to Troubleshooting Tips on page 37 for information.
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Using the Smart Card

Once the Smart Card has been enabled, each user must insert a valid card and enter their Personal
Identification Number (PIN) on the touch screen. When a user has finished using the Xerox
WorkCentre, they are then required to remove their card from the card reader to end the session. For
instances where a user forgets to remove their card, the machine will end the session automatically
after a specified period of inactivity.

Follow the instructions below to use the Smart Card:

1. The Authentication Required window may display on the touch screen, depending on your
machine configuration.

Insert your card into the card reader.

3. Use the touch screen and numeric keypad to enter your PIN and then select Enter.
If the card and PIN are authenticated, access is granted.
If the access attempt fails, refer to Troubleshooting Tips on page 37.

4,  Complete the job.

5. To end the session, remove your card from the card reader.

The current session is terminated and the Authentication Required window is displayed.
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For optimal performance from your card reader, ensure the following guidelines are followed:

The Card Reader is only compatible with network connected products.

Ensure the Card Reader is plugged into the Network Controller. Refer to Connect the card reader to
the Xerox device on page 32 for instructions.

Do not position the Card Reader in direct sunlight or near a heat source such as a radiator.
Ensure the Card Reader does not get contaminated with dust and debris.
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Fault Clearance

When a fault occurs, a message displays on the User Interface which provides information relating to
the fault. If a fault cannot be resolved by following the instructions provided, refer to Troubleshooting
Tips on page 37.

If the problem persists, identify whether it is related to the card reader device or the Xerox device.

e  For problems with the card reader device, contact the manufacturer for further assistance.

e  For problems relating to the Xerox device, contact the Xerox Welcome and Support Center. The
Welcome and Support Center will want to know the nature of the problem, the Machine Serial
number, the fault code (if any) plus the name and location of your company.

Contact Xerox using the numbers 1-800-ASK-XEROX or 1-800-275-9376.
Locating the Serial Number

1. Press the Machine Status button on the control panel.

2. Information about the machine is displayed. If necessary, select Machine Details to display the
Customer Support Number for the Welcome and Support Centre and the Machine Serial Number.

The serial number can also be found on a label inside the front door.
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Troubleshooting

The table below provides a list of problems and the possible cause and a recommended solution.

If you experience a problem during the installation process please refer to the During Installation

problem solving table below.

If you have successfully installed the Smart Card solution but are now experiencing problems, refer to

After Installation: on page 38.

During Installation:

Problem

Possible Cause

Solution

Card reader is installed but no
message displays on the User
Interface

Card reader is faulty.

Try a different card reader.

Contact the System
Administrator.

Card reader connection is
faulty.

Check the cable is plugged in
correctly. Refer to Hardware
Installation on page 26 for
instructions.

Unplug the card reader cable
then plug back in.

Plug the card reader into a
different USB port.

Card reader is not compatible.

Check that the card reader is
on the list of compatible
devices, refer to Supported
Card Types on page 7.

Smart Card access is not
enabled on the machine.

Enable CAC through the
Properties set up screens using
Internet Services, refer to
Configuring the Smart Card on
page 13.
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After Installation:

Problem

Authentication failures

Possible Cause

Incorrect PIN has been
entered.

Solution

Retry entering the correct PIN.
If problem persists, contact the
System Administrator for
advice.

Card is locked due to too many
failed PIN attempts.

Unable to find identity
certificate.

Identity certificate has been
revoked.

Contact Registration Authority
to reload or to get a new card.

Authentication with Domain
Controller Failed.

Unable to validate server
certificate.

Smart Card Authentication
System Failed.

Authentication Failed.

Check network cable is firmly
connected.

Contact the System
Administrator.

System Administrator has not
selected All Features or
Scanning Service Only.

Contact the System
Administrator.

Time for date mismatch error

There is a mismatch between
the time and date setting on
the Xerox WorkCentre and the
authentication server time or
date setting.

Verify that Network Time
Protocol is properly set up.

Verify that GMT offset is
correct for your region, refer to
Configure the date and time to
update automatically on

page 13.

Verify that GMT offset is
correct for Daylight Savings
Time.

Contact your System
Administrator.

Cannot see the Internet Services
web page after software upgrade

IP Address incorrect or has
been reset.

Check the IP Address printed
on the configuration report.
Ensure the DHCP settings
match your site settings.

To print a configuration report
at the Xerox WorkCentre.
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from a Domain

Controller or OCSP Server

1. Access the Domain Controller using a web browser using the following syntax:

https://IP Address of the Domain Controller:636

For example: https://111.222.33.44:636 where
111.222.33.44 is the IP address of the appropriate server.

A Security Alert warning window is displayed, similar to
the one shown.

2. Click on View Certificate to proceed.

If the window does not display, double click on the
padlock icon in the lower right hand corner of your
browser window.

The Certification Information window is displayed.

Security Alert rg|

changed by others. However, there is a problem with the site's
security cerlificate.

Information pou exchange with this site cannot be viewed or
v

& The security certificate was izsued by a company you have
nat chozen o trust. Yiew the cerificate to determing whether
you want ta trust the certifying authority.

e The zecurity certificate date iz walid

The name on the security certificate iz invalid or does not
match the name of the site

Do pou want to proceed?

Yes ] [ Ha | [ Wiew Certificate

Certificate

Generdl | Details | Certification Path |

Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued bo: ICE-T.dssc.mc.xerox.com

Issued by: Zerox Generic Certificate Authority

walid from 4/23(2008 to 9(8/2035

Install Certificate... [ | Issuer Statement
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3. Select the Detadils tab.

Record the name of the Certificate Authority (CA) that
issued this certificate, the "Issuer”.

A certificate from this CA will be required during Smart
Card setup.

4.  Select the Copy to File button.

The Certification Export Wizard is displayed.
5.  Select Next.

6. Select Base-64 encoded X.509 (.CER).
7. Select Next.

40 Xerox® Smart Card
Installation Guide

Certificate El@\

General | Details | Certification Path

Show: | EEES

Field alue )
EVEI’SIDI’! Y3
ESErial number 00 aa 6e 94 ca
ES\gnature algorithm mdSR54A

Issuer Rerox Corporation, Fairport, M.,
E\u‘al\d from Wednesday, April 23, 2005 11...
E\l‘al\d to Saturday, September 08, 203...
Esub]ect xeraw, crmk, me@here, us, ., ...
[=Public key RS (1024 Bits) v

‘ Copy to File. ..

Certificate Export Wizard a3

Welcome to the Certificate Export
Wizard

£

This wizard helps you capy certificates, certificate trust
lists and certificats revocation lists from a certificate:
store to your disk,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains infarmation
used to protect data or ko establish secure networ
connections. A certificate store is the system area whers
certificates are kept,

Ta continue, dick Hext

Certificate Export Wizard &

Export File Format
Certficates can be exported in a varisty of fis formats.

Select the Format you want ko use:
() DER encoded binary %509 (,CER)
(3)Base-64 encoded ¥.509 (.CER)
(O Cryprographic Message Syntax Standard - PKCS #7 Certificates (P78}

<Back [ Mextz | [ cCameel
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8. Select Browse.

Certificate Export Wizard E|
Browse to a directory to save the Certificate. P o Export
Speify the name of the file you wark ko export
9. Enter a filename for the Certificate and select Save.
ile name:
10 Select Next. Fc:\icEmﬁzates\MyDumam Controller Certificate.car
cBark | mext> | [ cancel
1 1 M SeleCt FiniSh' Certificate Export Wizard E|
The Certificate is retrieved from the server and saved in Gomploting the Gertificate Export
. izar
the seleCted dlreCtory ° Vuuhdave sy e G e B
A pop-up message will confirm that the Certificate has T —
been SUCCGSSfU“y Saved' EEE;iEIY:th\flcatesm the certification path éé\wo
. File Format Basste
Once saved the Certificate can be loaded onto the
device.
< >
This process can be repeated to retrieve the Certificates from
each of the required servers. T T
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Determining the
Domain in which your
Card is Registered

1. From your PC, click the Start menu and right click on My Computer.

2. From the drop down list, select Properties.
When the System Properties window opens, click on the Computer Name tab.
Beneath the Full Computer name is the Domain Name.

3. Copy and paste the Domain Name directly into the CAC setup page on the Internet Services user
interface.

Refer to Configuring the Smart Card on page 13 for instructions.
4, Select Cancel to close the System Properties window.
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